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Preface

The Federal Emergency Management System (FEMIS) is an emergency management planning and
response tool. The following documents were developed to support system users.

This l?t?MEJData Management Gui& provides the information needed to manage the data used to
support the administrative, user-environment datakse management and operational capabilities
of FEMIS.

The FEMISIhstdl@”on Guide provides instructions for installing and configuring the FEMIS software
package.

The l?EMLSSystem Aa%ninirtrdon Guide provides information on FEMIS System Administrator
activities as well as the utilities that are included with FEMIS.

The l?EIWXSReleaseNdes provide a description of what is new in the release, a list of known problems
and workaround suggestions, and any information specific to this release that was not available
when other documents were published.

The F-SBilZ of MderiaZs defines FEMIS hardware, sofiware, and communication requirements.

The F-S OnklneHelp System explains how to use the FEMIS progrmq which is designed to help
civilian emergency management personnel to plan and respond to a Chemical Accident or
Incident (CM) Event at a military chemical stockpile!’)

(1) The FEMIS program is being developed by the Pacific Northwest National Laboratory as part of the
U.S. Army Chemical Stockpile Emergency Preparedness Program (CSEPP). Pacific Northwest
National Laboratory is operated for the U.S. Department of Energy by Eattelle under Contract
DE-AC06-76RL0 1830.
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1.0 Overview

The Federal Emergency Management Information System (FEMIS~(’) is an emergency management
planning and response tool that was developed by the PaciiIc Northwest National Laboratoryo) (PNNL)
under the direction of the U.S. Army Chemical Biological Def~e Command. The Fi?lMZSi$’ystem
Administration Guide provides information necessary for the system dmhhra@ rtomaintainthe
FEMIs system.

The FEMIS system is designed for a single Chemical Stockpile Emergency Preparedness Program
(CSEPP) site that has multiple Emergency Operations Centers (EOCS). Each EOC has personal
computers (PCs) that emergency planners ad operations personnel use to do their jobs. These PCs are
cormected via a local area network (LAN) to servers that provide EOC-wide services. Each EOC is
interconnected to other EOCS via a Wide Area Network (WAN).

Thus, FEMIS is an integrated software product that resides on clientkerver computer architecture. The
main body of FEMIS software, referred to as the FEMIS Application Software, resides on the PC client.(s)
and is directly accessible to emergency management personnel. The remainder of the FEMIS software,
referred to as the FEMIS Support Software, resides on the UNIX server. The Support Software provides
the communication data distribution and notification fimctionality necessary to operate FEMIS iu a
network@ client/server environment.

The UNIX server provides an Oracle relational database management system (RDBMS) seMce,
ARCANFO GIS (optional) capabilities, and basic file management services. PNNL developed utilities
that reside on the server include the Notification Service, the Command Service that executes the
evacuation model, and AutoRecovery.

This client sofhvare includes the FEMIS applicatio~ government firnished dispersion and evacuation
models, and Commercial-Off-The-Shelf (COTS) software applications such as the ArcView GIS
geographic tiormation system, and Microsoft Project.

The FEMIS PC software accesses the site-specific &tabase on the server and returns data to the PC. The
user can then ad~ edi~ or delete information, make decisions; displays maps; or use other FEMIS
fimetionality. Information is passed back to the FEMIS &tabase and notifications are made to other
FEMIS users.

To operate FEMIS, the Application Sofhvare must have access to a site specific FEMIS emergency

m=%ement database. Data that pmtains to an individual EOC’s jurisdiction is stored on the EOC’S local
server. Mormation that needs to be accessible to all EOCS is automatically distributed by the FEMIS
&tabase to the other EOCS at the site.

(a) FEMIS software was copyrighted in 1995 by Battelle Memorial Institute.
(b) Pacific Northwest National Laboratory is operated for the U.S. Department of Energy by Battelle

Memorial Institute under Contract DE-AC06-76RL0 1830.
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The FEMIS databases have been developed in conjunction with Innovative Emergency Management Inc. @

(IEM) and the persomel at each site. The validated databe will be provided by Pacific Northwest
National Mmmtory when FEMIS is installed at your site. Please refer to the FEMIS Data l?EMIS
Database Management Guide for fiuther tiormation.

Proper installation of the FEMIS sofhvare is crucial to the operations of the emergency management sys-
tem. Mauy software elements must be installed on a variety of servers and client workstations. Each
must be instaUed and configured according to specifications for proper interoperability. Please refer to
the l?EML91nstaU@”on Guidk for fiu-therinformation on installatio~ including directory structures and
other eonfigumtions.

1.1 Point of Contact

We encourage you to contact us with suggestions or to ask questions. You can contact us by mail,
telephone t% or E-mail:

Pacific Northwest National bbOEitOXy

Ranata L. Johnson
P.O. BOX999, MS K7-28
RiChhl~ WA 99352
Telephone: (509) 375-6311
Fax Number (509) 375-3641
E-Mail address: ranatkjohnson@prd.gov

1.2 Document Organization

This document is organized into eighteen sections and an appen~ as follows:

Section 1.0-

Section 2.0 –

section 3.0-

Section 4,0 –

Section 5.0-

Section 6.0 –

Overview – discusses the FEMIS software system.

FEMIS Monitoring Tools-describes how to use the FEMIS monitoring tools to check the
status of databaw replication and the system.

FEMIS Notification Service-describes the FEMIS Notification Service that is used to
coordinate new data input.

FEMIS Command Server-describes the FEMIS Command Service and how PC users can
launch the evacuation model.

FEMIS Met Application-describes the FEMIS Met applications and their uses.

FEMIS Contact Daemon - discusses the FEMiS contact protoed used in all network
communication.
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section 7.0-

Section 8.0-

Section 9.0-

FEMIS Data Exchange Intake (DEI) - discusses the FEMIS Data Exchange Intert%ee
applieatiorq which is used to support the transfw of data from Emergency Management
Information System (EMIS) to FEMIS.

FEMIS Data Acknowledgment Interihce (DAl) - discusses the FEMIS Data Aclmowledg-
ment Inter&e, which is used to acknowledge the receipt of data by the FEMXS program.

FEMIS GIS Database - deseribes the FEMIS geographic information system (GIS)
databaw and the components of the spatial database.

Section 10.0- FEMIS Oracle Database-describes the FEMIS Oracle databme, which includes manag-
ing the relational database and replication.

Section 11.0- FEMIS Evacuation Applications - describes the FEMIS evacuation model interibce.

Section 12.0- Server Network Time Protocol Set Up - describes how to set up and synchronize the
server time.

Section 13.0- Security Measures - describes the security provided with FEMIS.

Section 14.0- Backup Strategy – discusses the recommended backup strate~ for file system and Oracle
database backups.

Section 15.0- FEMIS UNIX Server-discusses the maintenance and troubleshooting for the FEMIS
UNIX semer.

Section 16.0- FEMIS PC Utilities - describes the @ilities available with the FEMIS application.

Section 1?.0 - FEMIS Application Error Messages and Troubleshooting – discusses error messages or
problems and the methods to resolve these issues.

1.3 Software Products

FEMIS integrates the following Commercial-Off-The-Shelf (COTS) soflsvare products.

Table 1.1. Integrated COTS Software Products

ArcView GIS Environmental Systems Research Institute, Inc. (ESIU)

NFs Maestro Hummingbird Communications Ltd.

Solaris and Solstice NFS Client Sun Microsystems, Inc.

Microsoft Windows NT Workstation Microsoft Coloration

Microsofi Project for Windows Microsoft Corporation I
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a
Oracle Omele Corporation

SQL*N% TCP/iP Adapter, and ODBC Driver

FEMIS integrates the following government-i%rnished software produets.

D2PC (January 1999) U.S: Army soldier and BioIogieal ChemicaI
Command (SBCCOM)

PARDOS V3.1 (May 1997) U.S. Army SBCCOM
Evacuation SIMukition Model (ESIM v2.lf13) Oak Ridge National Laboratory

The following software produets are optionaL

ARcmwo Environmental Systems Research Institute, Inc.
Cord WordPefiect Corel Corporation
Microsoft Office Microsoft Corporation
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2.0 FEMIS

TheFEMISdecision

Monitoring Tools

SUIXK@svstem uses a networkd clientlsemer architecture that reauires the..-
management of multiple sewers, LAN and WAN networks, replicated relational datakws, and onpost-to-
o@ost mmmunications. As suc~ System A~ rs must have a suite of tools and utilities at their
disposal that will allow them to effectively identi@ and resolve problems as they arise in the extended
FEMIS architecture.

Interruptions in FEMIS services can result from network problems, such as

. unpredicted events, such as power thilures resulting in server shutdowns

● critical fimctions including the Oracle databases may cease to operate

. canrmmication services provided by other servers, such as MeG DEI, or EMIS may not be active.

Distributed processing in FEMIS relies on all EOC servers working properly and the network
interconnecting them being reliable. As a resu~ the system should be monitored regularly to detect any
abnormal conditions and avoid problems.

This section describes the tools aud utilities provided to assist the FEMIS System Administrator in
supporting the extended FEMIS architecture. These tools assist in monitoring the systenL not@ing the
FEMIS System A “ “dmmtmtor that a problem exits, and if applicable, automatic repair of system
problems. ‘IIwsetools include the following:

AutoRecovery
A UNIX too~ run as a cron job, that monitors the status of the extended FEMIS system and can
intrusively nom the System Admhkmto r when there is a significant problem. Where applicable,
AutoRecove~ will identi@ problems that can be automatically fixed and fix them. AutoRecovery will
provide both a log and notifications on the status of extended FEMIS architecture.

F’EMISMon Watcher (FWATCH.EXE)
A PC application that receives notifications from AutoRecovery and graphically displays the status of key
FEMIS system components. FWATCH has triggers that will evoke alarms to noti.@the System
Administrator if AutoRecovery detects a significant problem.

FEMIS Monitor PC (F’MONPC.EXE)
A PC application that checks FEMIS database replication and displays a graphic representation of
replication status.

Network Monitor (WS_WATC!FLEXE)
A PC application that graphically depicts the status of the FEMIS network.
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2.1 AutoRecovery

The FEMIS AutoRecovery system is an integrated system that monitors the extended FEMIS
architecture, notifies the system dmi@mt3 “oninsignificant problems arise, and fixes problems that can
be automatically repaired. Figure 2-1 illwtrates the flow of the monitoring notification%and recovery
effort.

The AutoRecovery system was developed to reduce the involvement of the FEMIS System Administrator
inmintamm. . g the system aid in the identification of problems when they arise, and keep the system up
and operating with fewer interruptions.

With AutoReeovery, the ability to repair and/or restart FEMIS processes has been provided along with
increased identification capabilities.

It is recommended that AutoRecovery be installed (see Section 2.6, FEMIS AutoRecovery System
Description and InstalWo% in the FMSIinstaUation Guide) on eaeh of the servers in the FEMIS
network. When that has been comple@ the status of all processes tracked by AutoRecmvery is recorded
in a log on each of the servers every time AutoRecovery executes. Whenever an anomalous event occurs
(e.g., databaw shuts do~ network crashes) a log entry is made and a mail message is sent to all
AutoRWvery custodians (for details, see 2.6.2, Logging, and Section 2.6.3, Sending E-mai~ in the
FWInstalMion Guide). Included in the mail message, when possible, is AutoReeovery’s attempt at
fixing the problem. For example, when the databse listener goes do- AutoRecovery attempts to restart a
it. It reports that it tried to restart it and reports whether or not it successlilly did so.

2.1.1 AutoRecovery Events/Actions

Every time AutoRecovery is executed (from the crontab) it goes through the following set of events and
actions.

1. AutoReeovery monitors the status of the following system processes:

inetd Iockd Ipsched mounted hcinfsd
nfsd rpebind sendmail statd
syslogd utmpd xntpdntpd

2. AutoReeovery reports on the amount of available swap space and disk space when it gets below the
accepted (configurable) amount.

3. AutoRecovery determines if there is connectivity to the remote hosts.

4. AutoReeovery monitors the status of the E-mail processes.
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5.

6.

7.

8.

9.

AutoRecove~ monitors ~ by defaul~ attempts to restart the following FEMIS processes:

femisevent : FEMIS event notification

femisdei : FEMIS Data Exchange Interface (only ifonpost)

AutoRecovery monitors the following Oracle Processes and attempts to restart the Oracle Listener
(tnslsnr)process when it goes down.

ora_reco_ ora-smon_ ora_arch
ora_dbw_ ora_pmon. ora_lgwr
ora_snp-

AutoReeovery monitors Oracle’s ability to login to the local Oracle database. If successfid, it looks
for the FEMISDAI, the FEMIS Data Acknowledgment Interi%ce(MI) job and restarts the DAI, if
onpost and not found.

AutoRecovery monitors the percentage fill for Oracle tablespaces.

AutoRecovery monitors and repairs the FEMIS database replication if necessary. It checks on the
status of the remote datake listeners, remote datdase connectivity, ifi%st replication is workin~
and whether or not there are hung or broken snapshots.

Upon completion of monitoring for all the above events AutoRecovery then:

Logs the results to the femislog file
Mails the results, if warran~ to AutoRecovery custodians
Sends the FEMIS notifications to be picked up by the PC.

2.1.2 Detecting System Problemswith AutoRecovery

AutoRecovery attempts to ident@ and ~ when possible, the root - of a problem. For example, the
AutoReeovery software running onpost identifies that a remote database listener is not running. It notifies
the onpost System Administrators of the situation but ean not restmt the remote listener. Shortly
thereafter, it notifies System Admh&mto rs that FINIS replication is broken but does not attempt to tix
or restart the Oracle snapshot(s) beeause the broken snapshot(s) is not the cause of the problem but rather
the symptom,

In this case the onpost AutoRecovery will continue to report the broken replication until the remote
listener is brought back online (hopefidly by the AutoRecovery application running on the remote server),
and then it will fix the local snapshot(s).

2.1.3 Using AutoRecovery

The System Administrator cau monitor progress of the FEMIS AutoRecove~ by monitoring the log file.
To monitor progress on the server console, perform the following command tail -f /var/logffemislog.
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e
Atypical (no problems found) report will show a set of messages similar to the following:

Jun 900:30:02 e.pnl.gov/opUlocal/bin/femis_watch:- BeginningFEMIS Check -
Jun 900:30:02 e.pnl.gov/opUlocal/bin/femis_watch:System prooessesare nmning
Jun 900:30:02 e.pnl.gov/optllocal/bin/femis-watch: Swap space status is okay
Jun 900:30:03 e.pnl.gov/opfflocal/bin/femis-watch: Disk space status is okay
Jun 900:30:03 e.pnl.gov/opt/local/bin/femis-watch: Network connectionsare reachable
Jun 900:30:03 e.pnl.gov/opfflocaVbin/femh_watch:email processesare running
Jun 900:30:03 e.pnl.gov/opfflocal/bin/fem~_watch: FEMIS dei prooessesare running
Jun 900:30:03 e.pdgov /opt/locaVbin/femis_watch:FEMIS event processesare running
Jun 900:30:04 e.pnl.gov/opt/local/bin/femis_wateh:Oracle processesare running
Jun 900:30:05 e.pnl.gov /opfflocai/bin/femis-watch: Local listener is up
Jun 900:30:06 e.pni.gov/opfflocaUbin/femis_wateh:Connected to local Oracle
Jun 900:30:06 e.pnl.gov /opfflooaVbin/femis_wateh:FEMIS dai is running
Jun 900:30:07 e.pnl.gov /opt/local/bin/femis_wateh:Oracle tablespaees are within limits
Jun 9003007 e.pnl.gov /opt/loeaUbin/femis_watck Fast replicationis running
Jun 900:30:07 e.pnl.gov/optllocal/bin/femis-watch: Listener fil 7 is up
Jun 900:30:08 e,pnl.gov/opffloeal/bin/femis_watch:Listener fil 8 is up
Jun 900:30:08 e.pnl.gov/opt/loeaVbin/femis_watch:Listener fil 9 is up
Jun 900:30:09 e.pnl.gov/opt/local/bin/femis_watch:Oracle database egra is available
Jun 900:30:10 e.pnl.gov/opt/local/bin/femis-watch: Oracle database cjef is available
Jun 900:30:11 e.pnl.gov/opfflocaVbin/femis_watch:Oracle database aoes is available

e’

Jun 900:30:13 e.pnl.gov/opffloeal/bin/femis-watch: Oracle database esal is available
Jun 900:30:14 e.pnl.gov /opUloeal/bin/femis_watch:Oracle database C@ is available
Jun 900:30:15 e.pnl.gov /opt/locaJ/bin/femis_wateh:Oracle database cpra is available
Jun 900:30:17 e.pnl.gov /opffloeal/bin/femis_wateh:Oracle database elon is available
Jun 900:30:18 e.pnl.gov/opt/local/bin/femis_wateh:Oracle database din is available
Jun 900:30:19 e.pnl.gov /opt/local/bin/femis_wateh:Oracle database edai is av~lable
Jun 900:30:20 e.pnl.gov/opt/local/bin/femis_wateh:Oracle database cdv is available
Jun 900:30:21 e.pnl.gov/opfflocaVbin/femis_wateh:Oracle database eark is available
Jun 900:30:22 e.pnl.gov/opffloeeVbin/femis_watch:Oracle database relitis available
Jun 900:30:22 e.pnl.gov/opfflocal/bin/femis-watch: Oracle database mnlris available
Jun 900:30:23 e.pnl.gov/opMooai/bin/femis_watch:Oracle snapshotsare okay
Jun 900:30:24 e.pnl.gov/opt/local/bin/femis_watch:FEMIS notificationwas sent
Jun 900:30:24 e.pnl.gov/opt/local/bin/femis_watch:- FEMIS Cheek Complete -

When problems are deteeted the /var/log/femislog file will have error messages similar to the following:

Jun 515:00:32 e.pnl.gov/opffloeaVbin/femis_watch:There are 1 brokensnapshots. The broken
snapshot user id(s) are: CSAL
Jun 515:00:32 e.pnl.gov/opUloeal/bin/femis_wateh:There are 1 late snapshots.
Jun 515:00:32 e.pnl.gov/opfflocal/bin/femis_watch:Trying to fix the esal brokensnapshot.
Jun 515:00:32 e.pnl.gov/opt/local/bin/femis_wateh:Snapshot esal was fxed
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In addition to the /varMg/femislog file the AutoRecovexycustodianswill receive E-mail. Examples of
E-mail messages are as fbllows:

There are 1 broken snapshots. The brokensnapshot user id(s) are: CSAL
There are 1 late snapshots.
Trying to iixthe csal broken snapshot.
Snapshot csal was fwed

AutoRecovery works in conjunction with the PC application FEMISMon Watcher (FWATCH). As
AutoRecoveiy examines that status of the FEMIS architecture, it not only sends messages to the log as
descriied above, it also sends messages to the FEMIS Notitbtion Services. These notifications are
picked up by FWATCH. FWATCH will then give a graphical view of the status of key FEMIS
components for the site. FWATCH can be set to sound alarms that will intrusively interrupt the

. .
dmmtmtor or whoever is logged onto the PC where FWATCH is running.

2.1.4 AutoRecovery Error Messages

This section includes AutoRecovery error messages, the problem that caused the error message to display,
and possible solutions to resolve the error message.

Table 2.2. AutoRecovery Error Messages

Cannot connectto local Oracle.

Check for previous femis_watch
A previous run of
/optAocallbin/fernis_watch did
not complete.
Please check the following
processes:
PID COMMAND
process id process name

2-6

The AutoRecovery system was
not able to connect with the local
database.

There is another version of
AutoRecovery (femis.watch) that
hasnot completed or is hung.

1. Your&abase adminkmtor

2.

should attempt to diagnose why the
local &tabase is inaccessible and
the exact condition of the database.
The &tabase may only be partially
shutdown. A complete manual
shutdown and startup of Oracle
will most likely be required.

Check the Oracle tablcspace. This
message can occur when Oracle is
running low on tablespace.

The AutoRecovery message includes
a list of processes that are associated
with an earlier run of AutoRecovery.
Does the list include the Oracle
listener process? Has the same
process been hung for several cycies
of Auto-Recovery? Check the status
of the listener (Isnrctlstatus f# world).
If the status checks out
AutoReeovery should recover on its
own. If the listener status does not
check out delete the AutoRecovery

e
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Connection refbsed to
“servername” port 23.

Could not send FEMIS
notification.

Could not status Oracle
processes.

Could not status Omele
rablespaces.

Database“databaseuser id” is not
available.

AutoRecovery could not ping the
named server. AutoRecovtxy
will skip all other system and
database cheeks on a system it
cannot ping.

AutoRecovery has determined
that the FEMIS notification
daemon is not running.

At least one of the required
Oracle processes is not exeeuting
correctly and a review of the
Oracle system is recommended.

AutoRecovay attempted to
measure the amount of data in the
Oracle tablespaces but was unable
to complete the status check.

AutoR.ecovery could not conneet
to the remote database.

processes and check the next iteration
of Auto-Reeovery for a complete
system check.

1.

2.

3.

Your networlq router, or server
could be experiencing problems.
Cheek with your network or
system administrator for the
server mentioned in the message.
Try the ping -sRv cmmnand to
check the server for yourself.
If you have the traceroute
command on your sy~ use it
to track the source of the problem.
See the man page on traceroute
for more information.

Check the /var/log/femislog, or the
remainder of the E-mail message, to
indicate whether or not AutoRecovery
was Suecessfill in mstarthg
notification. Ifit was not succedh~
this could indicate a larger problem.
Iflo@ng is enabl~ check the log
files. Double check your FEMJS
notification installationkcmfiguration.
See Section 3.0, FEMIS Notification
Serviee, for more information. If the
problem persists, contact the IEM
Help Desk (1-800-939-2737).

If this check could not be completed
then there is most likely a more
serious problem with the database. If
there are no other symptoms then
your database ~ r should
diagnose why this database query
fkiled and shutdown and restart
Oracle if necessary.
If this cheek could not be completed
then there is most likely a more
serious problem with the databas.
there are no other sympbxns then
your database ~ r should
diagnose why this database query
fkiled and shutdown and restart
Oracle ifnecessam.

If

.

Noti@ YOU database ahhkato r of
the remote server of the problem. In
most cases this is a known problem
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Database “databaw user id” may
not be available.

Disk space on Wisk” is _Yo ~

kb USed.—

Fast replication is not running

At least one of the required
Oracle processes is not executing
correctly and a review of the
Oracle system is recommended.

The disk space on “disk” has
exceeded the threshold configured
in /opt/locai/bin/femis_watch.conf.

Fast replication is not running on
the local server.
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and you will be Lo;ed of the
duration of the outage.

Identi@ all Oracle processes currently
executing on your server. The list
should include but is not limited to
the following set:

PMON, SMON, ARCH, SNP (1 or
more is acceptable), LGRW, DBWR,
RECO.

If any of these processes are missing
you may
1.

2.

3.

Have a problem with your
operating system that requires a
reboot of the server.
Have a problem with Oracle that
requires a manual shutdown and
startup of Oracle.
Have an Oracle configumtion that
does not require the use of the
missing processes. In this case you
should reconfigure AutoRecovery
not to check for the process in the
filture.

1.

2.

The disk threshold is set to 80 by
defkult. You can increase this
fi@re in
/opfflocal/bWfemis_watch.conf by
changing the disk threshold to a
higher value.

Look for any files or directories
that can be deleted. Be on the
lookout for any core files that can
be deleted.

Ifthe disk in question has Omcle
expo~ log or other Oracle files
associated with iGcheck to mske sure
the Oracle cleanup script is run every
week. The cleanup script will not run
if the fill system backup script fails to
complete. Ifa backup &ilure is
confiie~ rerun the fill backup
script and delete some of the older
oracle export and log files.

1, Ch~k with your local &tabase
. .

dmmtmtor before taking finther
action. The most likely scenario is
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FEMIS event is not running on
port “pelt #“
T@ng to restart FEMIS event.

FEMIS notification could not be
sent.

Local listener is down.

Not attempting to fix snapshot
“snapshot id”.

AutoRecovery has determined
that the FEMIS notification
&emon is not running.

AutoRecovery has determined
that the FEMIS notification
daemon is not running.

The Oracle listener on the local
server has stopped working.

AutoRecovery did not attempt to
fix a broken snapshot because it
was not able to identfi what
needed to be ibd.

2.

—

that your local database
administrator turned &%
replication off.

Ifthat database administrator
cannot provide input into this
probl~ contact the IEM Help
Desk.

Check the /var/iog/femisiog,or the
remainder of the E-mail message, to
indicate whether or not AutoRecovery
was Successfill in mtarting
notification. Ifit was not successfu~
this could indicate a larger problem.
Iflogging is enabl~ check the log
files. Double check your FEMIS
notification installationkonfiguration.
See Section 3.0, FEMIS Notification
Service, for more tiormation on
FEMIS Notification. Ifthe problem
persists, contact the IEM Help Desk.

Check the /var/log/femisIog,or the
remainder of the E-mail message, to
indicate whether or not AutoRecovery
wassuccessful in restating
notification. Ifit was not successful,
this could indicate a larger prublem.
Iflogging is enabl~ check the log
files. Double check your FEMIS
notification installation/con@ration.
See Section 3.0, FEMIS Notification
Service, for more information. Ifthe
problem persists, call the EIM Help
Desk.

Check the /var/log/femisiogor the
remainder of the E-mail message to
indicate if AutoRecovery was
successfid in mtmling the listener. If
the listener was not ~ check
the Oracle alert log for any anomalies
and restart the listener (command
lsnrctl start).

This message occurs when the
network is not operating correctly.
The snapshot cannot be fixed until the
network problem has been resolved
Check the status of the network
across the site.
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Snapshot “snapshot id” could not
be fixed.

Snapshot “snapshot id” was fixed.

Stopping snapshot “snapshot id”.

2-1o

AutoRecovery attempted to fix a
broken snapshot but was
Unsucoessfhl in its attempt.

This is an acknowledgement that
AutoRecovery has successfidly
fixed a broken snapshot.

AutoRecovery has determined
that the network is operational but

1. Try the ping -SRV emn.mand to
check the server for yourself.

2. If you have the traceroute
eommand onyoursy~useitto
track the source of the problem.
See the man page on traceroute for
more information.

If the network is working correctly
then your database administrator at
the remote EOC should be contacted
in order to resolve.

This message generally occurs when
the network or remote server is not
operating correctly. Check the status
of the network across the site.
1. Try the ping -SRV eomrnand to

check the server for yourself.
2. If you have the traceroute

command on your system use it to
track the source of the problem.
See the man page on traceroute for
more idorrnation.

If the network is working correctly,
then your database administrator at
the remote EOC should be contacted
in order to resolve.

This message generally occurs when
the network or remote server is not
operating correctly. Check the status
of the network across the site.
L

2.

Try the ping -SRV cmnrnand to
check the server for yourself.
If you have the traceroute
co-~d on your syst~ use it to
tmck the source of the problem.
See the man page on traceroute for
more tiormation.

If the network is working correctly,
then your database administrator at
the remote EOC should be contacted
in order to resolve. Monitor
AutoRecovery to ver@ the problem
is resolved.

Monitor the system and wait for
AutoRecove~ to execute again to
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*

o

swapis_%~_kbused.

The host “servername” was not
statused or is unavailable,
skipping listener fi#.

The host “servemame” was not
statused or is unavailable,
skipping database ‘Wdabase user
name”.

a broken snapshot still exists and
cannot be fixed within Oracle.
Subsequently, AutoRecovery has
attempted to kill the snapshot via
its UNIX process id in order for
the snapshot to be restated.

Swap space has exceeded the
threshold configured in
/opffloeal/bin/femis_watch.oonf.

Thisisawamingthat
AutoRecovery cannot access the
remote server and will skip the
remote listener check. You
should also see Connect refused
to “servemame”poti 23.

Thisisawarningthat
AutoRecove~ cannot access the
remote server and will skip the
remote databwe check. You
should also see Connect refused
to “servemame”poh 23.

determine if the problem persists.

1.

2.

3.

—

Has the Oracle fixswap eron job
run in the last week? Cheek the
oracle crontab for
$HOME/admin/dbbackup_cron -
fmap fi#. The line should be
uncommented.
The swap threshold is set to 80 by
defhult. You can increase this
figure in
/opt/local/bin/femis_watoh.oonfby
changing swap =80 to a higher
value.

Monitor the system. A high value
for swap can be a symptom of
other problems.

This messagegenerally occurs when
the network or remote server is not
operating correctly. Check the status
of the network across the site.
1. Try the ping +Rv command to

check the server for yourself.
2. If you have the traceroute

command on your system use it to
track the source of the problem.
See the man page on traceroute for
more Mormation.

If the network is working correctly
then your &abase or system
administrator at the remote EOC
should be contacted in order to
resolve the problem.

This message generally occurs when
the network or remote server is not
operating correctly. Check the status
of the network across the site.
1.

2.

—

Try the ping -SRV cummand to
check the server for yourself.

If you have the traceroute
command on your systeq use it to
track the source of the problem.
See the man pageon traceroute for

—.
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The tablespaee “table space
name” is ‘/0used.—

There are _ “daemon name”
daemons. The range is set from

to— —.

There are Ofemisdei daemons.
Therangeis set from 1 to 1.
Trying to restart the femisdei
daemon.
Restart fiiiled. There are O
femisdei daemons. The range is
set from 1 to 1.

There are Oora_’’**”_daemons.
The range is set from ...

l%eOracle table named in the
nessage is outside the threshold
lefined by AutoRecovery.

l“henumber of named daemons is
mtside the threshold identified by
\utoReeove~.

l%eproblem oeeurred with
7EMIS V1.4.5 and is documented
iere for eompletness.

‘or some reasq the
‘EMiS_HOME environment
rariable is not expanding properly
o restart DEI or FEMIS Event.

b indicated Oracle pmeess is
mtside the threshold set in
4utoRecovery. A review of the
Wade system is recommended.

more information.
fthe network is working correctly
hen your &abase ~r at
he remote EOC should be contacted
n order to resolve the problem.

Increase the Oracle table space.
See the System A~ .on
Guide, Section 10.4, How
AutoRecovery Works with the
Database, for details.

Change the threshold for the
tablespace in AutoRecovery.

1. Check the rest of the message to
see if AutoRecovery eorreeted the
problem.

Z. Cheek the system for other
problem associated with the
daemon.

1. Change the threshold values for the
daemon in
/oWlocal/bin/femis watoh.oonf.

ro resolve this problem edit
‘opffloeal/bin/femis_watch.eonfand
:hangethe three
5ENV{FEMiS_H0MEl environment
variables on lines 64 and 65 to
SENV{$FEMIS_HOME}.

[dentify all Oracle processes currently
=eeuting on your server. The list
~houldinclude but is not limited to
the following set
PMON, SMON, ARCH, SNP (1 or
more is aeeeptable), LGRW, DBWR,
RECO.

If any of these processes are missing
you may:
1. Have a problem with your

operating system that requires a
reboot of the server.

2. Have a problem with Oracle that
requires a manual shutdown and
startup of Oracle.

3. Have an Oracle configuration that
does not require the use of the

2-12



FederalEmergenoy
InformationSystems(FEMIS)

FEMISSystemAdministrationGuide
June 18,1999-Varaion1.4.6

There are Otnslsnr daemons. The
range issetfbmltol.
Trying to restart the tnslsnr
&emon.

There are 2 broken snapshots.
The broken snapshot user id(s)
are “database user id 1“
%tabase user id 2.”

There are 2 late snapshots.

Trying to fix the ‘snapshot id”
broken snapshot.

T@ng to restart femis alai.

The Oracle listener on the heal
server has stopped working.

AutoReeove~ has found several
broken snapshots. This usually
indicates a problem with a remote
server or network.

Thisisawarningfiom
AutoReeovery indicating that the
snapshots have not been rehshed
recently.

AutoReeovery has found a broken
snapshot and is attempting to fix
it.

The Data Aeknowledgement
Interfiwe (DAI) was not working
and the AutoRecovery system has
attemuted to restart it.

missing processes. In this case you
should reconfigure AutoRecovery
not to cheek for the process in the
Mure.
PMON, SMON, ARCH, SNP (1 or
more is acceptable), LGRW,
DBWR. RECO.

Cheek the /var/log/femislog or the
remainder of the E-mail message to
indicate if AutoReeovery was
suceessfid in restating the listener. If
the listener was not rti check
the Oracle alert log for any anomalies
and restart the listener (command:
lsnrctl start).

Monitor AutoReeovery to see ifthe
problem resolves once the remote
server or network is back online.

There is no action required for this
message. However, this message is
often followed by one of the broken
snapshot messages. Monitor
subsequent iterations of
AutoReeovery for any additional
information.

Cheek the /var/log/femislog,or the
remainder of the E-mail message, to
indicate whether or not AutoReeovery
was successfid in fixing the snapshot.
Ifit was not sueeessfid, you will see
the message entitl~ Snapshot
“snapshotid”oouidnot be fixed.

Check the /var/log/Femislogor the
remainder of the E-mail message to
indicate if AutoRecovay was
suecessil.d in restdmz the DAI.

2.2 FEMISMon Watcher (FWATCH.EXE)

‘l%eFEMISMon Watcher (FWATCH.EXE) program is a PC program that watches for notifications sent by
the UNIX AutoReeovety and/or femismonprograms. This program shows the status of all the databases,
replication snapshots, and other information for eaeh server. It is designed to graphically not@ you of a
problem. For FWATCH.EXE to provide valid results, femis_event and eitherAutoReeovery or femismon
must be running on the server.
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You will only be notified if errors occur.
You ean start or stop some of the server programs Ilom your PC using FWATCH. If you click the right
mouse button for either a DEI (femisdei) or FEV (femis_event) ee~ you will seleet whether to start or
stop the program and enter the password required to exeeute the command on the window that displays.

It is recommended that you use a password for these fimetions, and only System Administrators should
know these passwords. If no password is needs leave the password textbox blank. To change the
password required for the emnrnan~ edit the emdsew.eonf file on the server. Seethe Section 4.0, FEMIS
Comrnand Server, for instructions on how to edit this file.

2.2.1 Notification Status

All of the servers for the site are listed across the top of the spreadsheet. The server containing your
dehult EOC will be in upperease. Down the left of the spreadsheet are all the EOC databases for the site
and rows for UNIX server status (SRV), femisdei (DEI) status,snd femis_event (FEV) status. The server
containing your defindt EOC will be in upperease.

As this program gets notifications, it fills in cells on the spreadsheet.

If the item is numing correctly, OK is displayed in the cell, and it is colored green.

If the item is not running eorreetly, the cell is tilored either yellow or red (depending on the severity of
the error) and contains the text which indicates the error

ERR:DB -if the database is down
ERRSNP - if the snapshots are broken
ERR:DEI - if femisdei is not running
ERR:FEV - if femis-event is not running
ERR:SRV - if the sewer maybe down.
ERRDAI -If the data acknowledgmentOracle job is down.

Clicking on a cell will indicate when the last message for that cell was reeeived and how many minutes
ago it was reeeived.

2.2.2 Menu Options

The colors will fide to white as the time since a message was reeeived increases to indicate that the
information may be out of date. This fare can be turned on or off using the Fade Colorsunder Options
menu.

As messages are reeeivd ,tie program ean beep, flash the window, or display a message to tie user. You
ean choose the notification methods under the hlotifieations menu. Also under the Notifications menu, you
ean choose to be notified about messages from all EOCS and servers or just your own EOC and swer.

*
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@ Note: It is highly recommended that you do not use the message option for replication errors
beeause many messages may appear if there are replication problems from one server.

If you have indicated that you want to be notified by a fkshing window, the window will flash until you
click the Stop Flashing menu item under the Optionsmenu.

The Clear Spreadsheet option under the Optionsmenu allows you to blank out the current view.

The Show Messages menu under the Options menu will either show or hide a list box of all the actual
messages received from the server.

All the selections for the menu items are stored on the PC in the FEMIS.INI tie so they will be the same
the next time you startthe program.

2.3 FEMIS Monitor PC (FMONPC.EXE)

The FEMIS Monitor PC tool (FMONPC.EXE) checks the FEMIS database replication status aud does not
require any user privileges to run (does not ask for a user login).

2.3.1 Replication Status

o The basic operation is to start the pro- then click the Cheek All Replicationbutton. The program then
eonneets to all databases, writes a reoord into the REPLICATION-TEST replicated table, and continues to
check all the databases to see if the records from the others have been replicated.

A spreadsheet of the results is shown on the FEMIS Monitor/PC window (See Figure 2-2).

●

●

●

The headers across the top are From Database XXX.

The headers down the leil side are To Database XXX.

The cellscm@.ins the text WES* if the data hasreplicated from one &tabase to the other.

The cells contains the text no ifthe data Ins not appeared yet.

Ifthe program cannotcormectto a database,Eimr is shown for the entire row for that database.

The spreadsheet should be read Data from database (Column Header) hashas not replicated to
database (Row Header).

Any errors are listed in a scrollable list box at the bottom of the window.

Note: If any of the diagonal items are tro, then the database has not replicated to itself.
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Mler eaeh cheek of all @abases, the utility will pause for a number of seeonds to reduce its network and
server usage. (The number of seeonds to pause may be set under the Options menu. The defhult is
10 seconds.)

ThiS Utility will Stop checking

1. Ifall the databases have replicated and everything says YES*

or

2. Ifa number of minutes has passed since it started to check.
of minutes to keep checking. The detkult is 10 minutes.)

2.3.2 Options Menu

The following describes menu options.

(Under the Options menu, set the number

Guide
In1.46

e

. Show ReplicationTiming (approximate) - displays the approximate time it took for the data at one
EOC to be replicated to auother EOC, instead of putting VES* in the spreadsheet. To enable this @
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●

●

●

optiou highlight i~ and a check mark indicates it has been enabled. Replication times displayed are
the times when the data was tlrst found to be replicated at the remote EOC by FMONPC. It is not the
time the Oracle database actually petiormed the replication. If you need a more granular time
measurement configure the Pause between checks option to check at more fkquent intervals.

Stop Checking Replication- setsthe length of time to continue checking. Select either 5, 10, or
30 minutes.

Pause Between Checks - setsthe pause length between checks. Select either 5, 10,20, or
60 SWXldS.

Check Replication To and Check Replication From - bring up a list so you can select one row or one
column to see if replication is working to or from a single EOC.

Clear Spreadsheet – clearsall entries on the spreadsheet.

Cleanup All DBs – cleans up the information used by FMONPC in all databasesin casethere were
networlq server, database, or PC problems while FMONPC was nmning.
Note: Using this option while another PC is running FMONPC can causeitems in the spread-

sheet to change, such as the whole spreadsheet will change to display no. If no appears
from an EOC to itself when YES was previously display~ then someone else probably
used this option.

“

Clear Errors - clears the list box of errors at the bottom of the window.

Normally, the monitoring tool is installed only on the System Administrator’s PC. It maybe instaUed on
a fw selected PCs but should not be installed on every PC.

The following example illustrates that most of the database replication is working except that the CETO
&tabase has not replicated to any other databases (except itself) and the CCLE database has not
replicated to the CCLA database.

2.4 Network Monitor (VVS_WATCH.EXE)

The N-ork Monitor tool graphically shows the network status by coloring icons that indicate the status.
This tool should be installed on one PC because it uses network resources when it is running. The PC
will periodically send a message (ping) to a set of computers, servers, routers, or other network equipment
to see if they respond. The graphical status indicates whether or not the network equipment responded to
the ping from this single PC.

Note The status may not mean that the entire network is up and working correctly, just that
some route exists from this PC to the remote equipment. It does not indicate that other
points on the network can connect to each other, or that the performance of the network
may be unacceptably slow.
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Note: To reduce the network resourees us~ do not change the time between checks to less o

than a minute. Longer durations (e.g., 5,30,60 minutes) between checks maybe
acceptable, depending on the reliability of your network.

Additional information on setting up and configuring the Network Monitor tool (WS_Wateh) click on
Help on the menu bar.

This tool is freeware and distributed with FEMIS as a usefid tool. Any comments or suggestions should
be direeted to the author of WS_Wateh.
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3.0 FEMIS Notification Service

3.1 UNIX Host Notification Service

When multiple COTS applications are brought together as in FEMIS, there is the question of how they
should work together. The job of the FEMIS application manager is to ensure that all the FEMIS

applications can work with one another without user intervention. The inter-task Notification Service is a
process for dissimilar applications to cxmummicate with one another during operation. Applications ean
post and receive event notifications within the FEMIS system with the support of the Notification Service
residing on the UNIX host server and on client workstations.

Each workstation hosting the FEMIS client software uses the Noti&ation Service to coordinate activities
and data at three levels. The purpose of the Notification Service is to communicate status 1) among
active processes on a given workstation 2) between workstations on the same serveq and 3) among
workstations on different sawrs. The Notification Service does not communicate ck@ but notifies
active processes of the availability and location of relevant data in a timely fiishion. It is the
responsibility of the interested processes to retrieve the data. Likewise, processes, which produce,
manipulate, or transform data ean not@ dlkcted processes of the new state of the data.

The Notification Service also resides on the UNIX host server. Its purpose is to receive and forward

*
notification events to other servers. Workstations connected to this server may emit notification events
destined for workstations connected to other servers. These events can be forwarded between servers
where the local Notification Service can determine the final destimtion. The UNIX host server utilizes a
relational database for the organization and storage of the enterprise data. The DBMS and any other
server process can also use the Notification Service to coordinate activities.

Query, manipulatio~ and update of data are performed by applications residing in FEMIS workstations.
These applications have the responsibility to not~ other applications that require the same data of any
data changes. This event is communicated via the Notification Service, which serves as the single point
of contact that manages the distribution of the event to relevant receivers. When necessary, the
Notification Service will propagate the event to distant workstations wnnected to other servers.

3.1.1 UNIX Notification Service

This section describes the Notification Service residing on the UNIX platiorIw which serves as the host
server. The PC version of the Notification Service is included in the installation of the FEMIS client
software. Both versions have identical fimctions. The UNIX fimction that implements the Notification
Service is called femis_event. The function of femis_event is to provide PC users of the FEMIS event
notification system a communication path for the sharing of event information with each other. Events
posted atone PC are sent to other PCs on the network by communicating with one or more notification
servers.

a
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Local events posted at one PC client workstation are reeeived at the notification server running on LAN,
and then sent out to all clients that have expressed an interest in that event.
Global events posted atone PC client workstation are reeeived at the notification server running on LAN,
and then sent out to clients on that LAN and also to other notification servers on the WAN.

The femis_event is normally run as a background &emon process. Scripts that are used to startup the
FEMIS system also invoke the notifkation server.

As do all sockets servers, femis_eventutilizes a predefine service port on which to listen for client
cmmeetion requests. By deikd~ the service port is obtained from a definition in tetekwvices, the
standard UNIX data i51eof Internet services and aliases. The standard service name of the notification
server is femis-not”fi.

3.1.1.1 Executable Binary Files

Two executable binary files are in the UNIX notif%ation subsystem.

/home/femis/bin/femis-event: notieation aeiver executable
/home/femis/bin/fev: a test clientfor UNIX environment

3.1.1.2 Service Ports Data File

The deihult service ports for the four FEMIS network protocols are defined in the standard UNIX service
ports data file (/ete/sewices). The IP service port numbers, port names, and descriptions areas follows:

9015 femis-mmmand oommandsewer daemon
9020-29 femis-notii notiieation service
9037 femis-metdata meteorologicaldata daemon
9040 femis-monitor femis monitordaemon

These four IP service ports must be unique on the host being configured. If for any reaso% one or more
of these service ports are already in use, then the FEMIS network daemons cannot be successfidly
initialized and will terminate with a “Port already in use” error. Jn the event that this happens, contact
PNNL immediately, to a reconfigure the IP port addresses, which must be performed before a comet
hstdation of the FEMIS network daemons can be accomplished.

3.1.1.3 Daemon Server Startup

Scripts should be used to start or restart the notification server daemon. l%e following script will
successfidly start and restart the command and notification servers:

# sh /etc/init.d/femis{stati or stop}
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* 3.1.2 Notification Server Configuration Options

3.1.2.1 Command-line Options

The eomrnand-line options of program femis.event that are delined in this seetionare

femis-event
femis_event -0
femis_event -v
femis-event -V
femis_event q
femis-event -Q
femis_event d
femis_event -a
femis_event q d
femis-event -L FFFF
femis_event -1FFFF
femis-event + FFFF
femis-event -s SSSS
femis-event -S
femis_event -p PPPP
femis_event -t sees

o
femis-event -i
fernis_event nnnn
femis_event host
femis_event host host
fem-s_event -r
femis_event -eonfille
femis_event # host host
femis_event -u

: exeeutes in foreground
: executes a done in background
: raped the ewrent version
: report the current+ res vemions
: quiet mode
: really quiet mode
: exeeuteswith many diagnostics
: enable keep aliie mode
: exeeuteswith only a few diagnostks
: write a verbose log file named FFFF
: write a brief logfile named FFFF
: write an erroronly log file
: speties serviqe name for getservbyname
: uses seiviee name femis-notii if found
: gets pod numberfrom environmentvariable PPPf
: RESERVED-NOT IMPLEMENTED (see note)
: reportprimaryip address and port number
: use port nnnn instead of standard
: eonneetto named sewer
: eonneetto named sewers (see note)
: use registeredseiviee port (1776)
: speeifya configurationfile pathhame
: pat number# and a list of hosts
: use unregisteredservice pat (9020-29)

Normally, only femis_event -e host will be needed to start exeeuting a notification server. However, the
additional options em be mixed to provide logging diagnostics, and nonstandard serviee port usage.

3.1.2.2 Clone Process in Background Option

When this option has been included anywhere on the comman d line, the femis-event program clones
itself and then the parent exits, leaving the child process to carry on as a background daemon process.

if (fork () != o)
exit (0);
....

Example: femis-event -o

e
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Including -v or-V anywhere on the command line with femis-even~ causesthe current versionor the

currentversionwith RCS version to be displayed. Example

% femis-event -v
FEMIS_EVENT - Vemion 1.0.11- WedDec1415:19:49 PST 1994
YOfemis-event -V
FEMIS_EVENT - Version 1.0.11- WedDec1415:19:49 PST 1994

Copyright@1994 Battelle Memorial Institute. All Rights Resewed.
RCS: $Id: femis_event.cc,v 1.2 1994/12/14 23:17:08 d31033 Exp d31033$

The femis-event version is the ourrent de versioq not the FEMIS nor the RCS version. The date and
time indicate when the executable was compiled and linked.

3.1.2.4 Diagnostic and Quiet Modes

Using d muses diagnostics to be printed out when running in foreground mode, i.e., not using option -c.
Including q or -Q with d limits the amount of diagnostic information printed out. Options q and -Q
mean quiet and real quiet respectively. Using -d alone produces verbose diagnostics. Using d q limits
the diagnostics. Using d -Q limits all but severe diagnostics. Examples:

% femk_event q: quiet mode
% femis-event -Q: really quiet mode
% femis-event -d: executes with many diagnostics
% femis-event q 4: exeoutes with only a few diagnostics

i

3.1.2.5 Service Port Name Option

Including this option lets you specify the service port name on the command line rather than using the
de~ name, femis-notify. Example:

% femis-event -c -s evtsenAest-3-eoc

For this command to work correctly, the servioe name evtserv-test-3-eoc must have been entered in the
/etc+sewices data file.

Using option -s causes the standard seMce port name to be invoked.

3.1.2.6 Service Port Environment Option

This option lets you spec@ service ports in environment variables. Enrnple:

‘A setenv MY-FEV-PORT 9027
‘A femis_event -p MY-FEV_PORT -c

34
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3.1.2.7 Display 1PAddress and Service Port

When the noti@ation server is started with the-i optio% rather than starting up a Notification Service, it
just reports status information about network addresses and then exits. Information displayed includes the
datdtime of the last build (version identification), name of the local hm primary IP address of the local
ho~ and service port number for the client connections. Example:

> su - femis
Passwoid: ~
> femis-event -i
Last build ...... .... Thu Ott 1711:54:08 PDT 1998
Host name is ..... . fallout.pni.gov
1Paddress is .....130.20.92.118
Port number is ...9020
>

The purpose of this directive is to obtain idiormation needed in the multiple IP address workaround. Also
see Section 2.3.10, Setting Up femis_evenG in the FEMISInsfallti”on Guide.

3.1.2.8 Enable Log Files

These options let you enable log file output from femis_event. The-e option creates an errors-only log
file. Option -1produces a bnefdiagnostic log file. Option -L generates a verbose log. Place the desired
file name in the argument following-e, -~ or -L. Examples:

% femis_event -e errors-only.log.12-24-94 -c
% femis-event -L femis_event.log.12-25-94 -c -p XMAS-PORT
‘A femis event-1 /home/femis/iog/femis_event.log’date +%y%m%d.OAH%M

3.1.2.9 Nonstandard Port from Command Line

The notification server can be started with a nonstandard service port without the need for changes in
/etc/sewices (which requires root access) or changing the environment variables simply by including the
desired port number on the command line (spec@ only once). Example:

% femis-event -c 9920
% fev -9920

3.1.2.10 Connecting to Other EOC’S Notification Server

To have the notification servers at multiple EOCS connected together, include the names of the other EOC
server hosts on the command line. Example:
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3.1.2.11 Multiple Remote EOC Servers Limitation

For this release, no speeial server-to-sewer algorithms for routing had been implemented in the
notification server. Smart routing algorithms may be implemented in a Mure version. Also, the -
t optio~ a part of multi-ho% is not implemented.

If you speci~ only one remote h- you get the optimal routing which is host-to-host with no alternate
conditions or routes.

If you specifi two or more remote hosts, the local server connects with all the remote hosts you named.
Global event messages are then relayed to all speeified remote hosts, even though that may not be
necessq. As a resul~ global messages maybe sent to a remote host more than once.

3.1.2.12 Server To Server Connection

The FEMIS UNIX notification server (femis.event) supports a network of multiple notification servers.
Any number of server programs em interconnect with eaeh other, and the purpose of this interecmneetion
is to provide a media for cmnmunieating global event messages, provided that topology of the network is
not a concern.

To establish connection to other servers, a list of notification servers an be included on the command
line. The syntax to designate a notiikation server connection is as follows:

hostname (uses defautt sewice pint)

In the following lines, all servera use the same deflmlt service port number. Example:

%femis_event -c muntyeoc stateeoc
‘Afemis event-c itzmuntyeoc pazcountyeocstateeoc

Multiple notification servers can be executed on the same host by using a diflierent serviee port number
for eaeh instance. The syntax to designate multiple notification server connections is as follows:

%port numbep@chost nam-

In the following lines, two notification servers are started and eaeh is cross connected to the other.
Example

%thiseoclhome/femis/exel”h femis_event -09021 9022@thiseoc
%thiseocfiome/femis/exe/”A femis_event -c 90229021 @thiseoc

In the above example, service ports 9021 and 9022 are used rather than the deilwlt service port 9020.
Server 9021 is conneetedto server9022, andserver9022 is comected to sewer 9021. These connections

are onthe samehost.
o
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a In the current FEMIS release, both eoneepts above have limitations. F- event routing is not optimized
for more than two notification servers. Thus, a single event declaration will be sent multiple times on
inter-network links.

A network of notification servers een be started by implementing exact topology in a series of startup
commands. Example:

posteoc% femis_event -c 90209020@muntyeoc 9020@stateeoc
muntyeoe?! femis_event -e 90209020@posteoe 9020@stateeoc
stateeoc% femk_event -c 90209020@posteoc 9020@countyeoc

The above example starts notification servers on three hosts: posteoc, countyeoe, and stateeoc. Each is
capable of sending global event messages to the other two. No regard is given to topology, i.e., each
server sends events to the other two servers, even if having one of the others do a relay would
accommodate more efl?icientuse of network bandwidth.

An alternate way to start the servers is to start one, then add one to the networlq and later add the third.
Example

posteoc%femis_event -e 9020

m The above established a single notification server. Next enter
r

eountyeoc% femis-event -e 90209020@posteoc

We now have a two-node event server network eountyeoeconnectsto posteoc,which learns of the new
server-to-semer ecmneetion. We now have a two-node event server network. Next enter

stateeocOAfemis-event -c 90209020@posteoc 9020@ountyeoc

We now have a three-node event server network. Stateeoc eonneets to both posteoc and countyeoc and
eaeh learn of the new server node.

Grace&l removal of nodes ftom the notification server topology and optimintion of topology for saving
network bandwidth have not yet been implemented. These will be done in Mure FEMIS releases.

3.1.2.13 Which Service Port to Use

Which service port the notification server uses is determined as follows: from the following Ii% the first
serviee port that produces a valid serviee port number is used as the serviee port method for this daemon
server.
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. Ifthe port number is included on tbe command line, then that port is used even ifthe methods below a

also produce a valid service port number. Exunple:

femis_event 9975

● Ifa service name is included on the comman dline(via-s or-S), thenthatservice nameisusedina
getservbynameo call. Ifthat servicename returnsa valid serviceport flom the /etc/sewices data file,

then that port is used. Example

femis_event -s FEMIS-ShellSewer

. Ifan environment name is included on the command line, then that environment name is translated
into a service port number. Example:

setenv MYPORT 7120; fernis_event -p MYPORT

. The deiludt service name, femis-notify,is tried in a call to getsewbynameo. Ifthat returns a valid
servicepom then that port numberis used.

. The default environment name FEMIS_EVENT-PORT is translated. Iftbat name is defined and
translatesto a valid port number, then that service port is used.

. Ifall the above fail femis_event terminateswith an error.

Normally, you can just use the standard service port number from the /etc/sewices file. However, for
testing and diagnostics, additional methods have been included for numing additional notifkation server
modules that use a nonstandard port number, so there is no interference with normal operations.

3.1.2.14 Enable Keep Alive

If the UNM notification server is started with-a specifi@ keep alive mode for all socket calls is utilized.

3.1.2.15 Registered Service Port

Command line option -r specifies use of the registered service port only. Command line option-u
specifies use of the unregistered service ports only. The defiudt starting is registered service port.
Previously the deflmlt was to unregistered ports. For more information see Section 6.0, FEMIS Contact
Daemon.

3.1.3 femis_event EVENT Configuration File

The femis-event usesa configuration file, This file is located at /home/femis/etdfemis-event.conf. This
configuration file contains set up tiormation and details of command line options for auxibry processes.

m
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* femis-event auxiliary processes are utilized by the FEMIS Data Driven Notification (DDN) and DEI.
To specify a configuration file Path/name other than the deflud~ use the -conf ale> command limeoption
to femis-event.

The configuration file is a text file. Parsing rules areas follows:

Any line starting with a # is a comment line;

The line mm pott=registered speefies the registered serviee port to be used. Command line option
overrides this command.

The line wm port=unregisteredspedes the unregistered service port to be used. Command line
option overrides this ecmunand.

The line com fevpath=femisbin spedws to look in /homeffemis/bin fir the fev executable.

The line com fevpath=dotslash specifiesto look in J for the fev executable.

A line starting with aux specifies Mormation pertaining to running auxiliary processes.

Aux argname=onturns argument naming on. In this mode, arguments to the auxiliary process are

@
passed as -<name *alue>. Ifaux argname=off is speeifk@ argumentsarepassedjust as +alue>

with no argument naming utilized.

Aux keypos=lTEM speeifiesthe position of which item to key on. Possible ITEMs are msgname,
exerid, auxprocessiden~and parm#.

Aux ifport=PORT speeifks only utilize this cxxnmand ifthe notification server’s port/protocol is equal
to PORT. PORT is a decimal number value.

Aux notport=PORT speeifks only utilize this wrnmand if the notification server’s potiprotocol is not
equal to PORT. PORT is a decimalnumber value.

Aux exe=path/file specifiesthe Path/file name of the auxiliruy process executable. The file must be
tagged as X (executable) in the file system.

Aux key=VALUE speeifieswhat value the key must be in order to seleet this command.

Aux arg=lTEM speeifks an item to include in the argument list to the auxiliary process. The possible
ITEM namesare msgname, exeti, auxprocessid, pati, ofigin, msgflags, message, home, hosg
P@ stdpo~ and fev.

ITEMs are as follows: MsgName is messagename from c...meaaag>...>. ExerlD isthe exercise

e
identification born <...messag>...>. AuxProcessID is the auxiliary process identification from
c...messag>...>. parmil is mar number # from <...messag>...>. Origin is thecomplete origin
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t
string from <...messag>...>. MsgFlags is the messageflags from <...messag>...>. Message is the
complete message - <...messag>...>. Home is the femk.event home directory, e.g.,
/files13/home/femis. Host is the server’s host name. Port is the port/protocol number, e.g., 9020.
StdPod is Yes or No depending on whether standard service port (1776) is in afikct. fev is the
complete string to use for invoking fev, including pa~ name, and port number.

3.1.4 Notification Server Utilities

3.1.4.1 UNIX Test Client - fev

The notification server subsystem includes a test client for the UNIX system environment. The UNIX
d server, both new and old, and to perform certainclient can be used to test faturea of the comman

diagnostics.

Nots: This client is not an integral FEMIS system component.

The file name of the test client is fev. The UNIX test client is installed at the same subdirectory as the
notification server (see Section 3.1.1.1, Executable Binary Files).

3.1.4.2 UNIX Test Client Command-line Options

Valid command-line options for fev have the same format and usage as the notification server. Example:

% fev host nnnn # nonstandard poti and host from command
% fev - nnnn # nonstandardpoti local host (testing only)
% fev -p PPPP # nonstandardpat from environmentvariable
% fev -s SSSS # nonstandardport from /etc/services file
% fev -S #use standad sewice name femis-notify
% fev -i IDNUM # specify notificationclient id number
% fev -x # don’t exit on eof tlom standard-input
% fev -u # use unr~istered sewice pat (9020-29)
% fev -t wnnect to femis_event using FIFO for diagnostic use
‘A fev d diagnostics enabled
‘A fev -H: HOMEDI R set path of /home/femis

See descriptions of these options in Section 3.1.2, Notification Server Configuration Options.

3.1.4.3 Client ID Number

You can simulate what happens when a notification system client crashes and then comes back online. In
that case, the PC/client needs to receive the same client ID number that was assigned to that PC during the
previous session. The notification server handles that scenario correctly, but during testing on a single
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40 development hosg you need to tell the test client which client is connecting by spee@ing the client ID
from the previous session (see o command reply).

Syntax fev -i IDNUM

3.1.4.4 Test Client Protocol

To run the notification server test client do the following:

% set path= (/home/femis/exe $path)
% fev # eonneetto Ioeal host,standard port
YOfev <remote host> # eonneetto a remote host /

‘A fev - <port> # eonneetto nonstandardporton th~ host
% fev <remotehost>qort># connectto nonstandardport on remote host

The notification server test client provides several shortband commands to the actual notification server
protoeo~ as follows:

o: sends open-link message (NS-MT-OPENLINK)
: reply message containsthe etient’stinkid
c: sends dose-link message (NS-MT_CLOSELINK)

*

i EEEE: sends register-interestmessage (NS-MT_REGiSTER-lNTEREST)
r EEEE: sends remove-interest message (NS_MT_REMOVE_lNTEREST)
e EEEE: sendsdeclare-event message (NS_MT_EVENTMSG) (nonglobal)
g EEEE: sends deelare-global message (NS_MT_EVENTMSG & NS_EF_GLOBAL)
tl : bombati server with muttipieNS_MT-EVENT testing
t2: bomba~ server with multipleNS-MT-EVENT testing

3.1.4.5 Test Client Example

Example:

setverl:% femis-event -e 9920 sewer2
FEMIS_EVENT poti is 9020
servefi% femi_event -c 9920 seiverl
FEMIS_EVENT port is 9020
seweti$ fev senferl 9920
FEMIS_EVENT poti is 9020
0
<c<cc< reeeived OPENUNK-reply client-id= 2
I TestEvent
I GlobalEvent
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sewer4>%fev swerl 9920
FEMIS.EVENT port is 9020
0
<CCCCCreeeived OPENUNK-reply ...
client-id= 3
e TestEvent

<<<<<< receivednotification:event=TestEvent

c
‘D
sewer4°hfevaefver29920
o
<<cc<< reeeived OPEN-UNK-reply:
client-id= 2
e TestEvent
g GlobalEvent

...

<<<<<< reeeived notification:event=GlobalEvent

c
AD

c
AD

In the example, the operator runs the notification server on two hosts, sewerl and sewer2; they conneet
to and communicate with eaeh other beeause the other’s host name is on the command line.

N= the client is run on sewer3, cmmeeting to serverl, a link is open~ and interest is declared in two
events, TestEvent and GlobalEvent. Also, the client is run on server4, connectingto seweri, a link is
open~ and event TestEvent is deelared. Because the client on setver3 has declared inter~ a
notification message is delivered and reported there.

The client on server4 is next termhated (via closelink and oontrol-D). The eewer4 client is rem this

time eomeeting to setver2, and the link is opened. The event TestEvent is then declared at serveti.
Nothing happens at setver3, as it is global (not bed) to the server on sewer2.

Finally, the client on sewer4 declaresa global event (GiobalEvent), and the client on sewer3 is notified.
The path is sewer4 to sewer2, sewer2 to serverl, and finally serverl to server3.

Both test clients are then terminated via close link and Control-D.

3.1.4.6 Test Client Diagnostics

The test client fev has f-es whereby it can spy on what notification servers are doing and what the
status of eaeh connection is. The eornmands are
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$s: sends back sooket oonneotionsinformation
$aux: sends back auxiliaty socket connectioninfonn~lon
$rem: sends back remote sewer list
$eve: sends back listingof sewer’s event board

3.1.4.7 Test Client Information Diagnostic $i

Entering $i at the fev test client’s termimd causes statktics information to be returned to the client.
Example:

% fev sewerl
FEMIS_EVENT poit is 9020
$i
FEMIS_EVENT - Version 1.0.11- WedDec1415:54:18 PST 1994
stadedtime . . . . . . . Sat Dec 1703:00:091994
currenttime . . . . . . . MonDec1913:51 :591994
paid . . . . . . . . . ...23473
ppid . . . . . . . . . . . ..l
uid . . . . . . . . . . . ..3O5O8
gid . . . . . . . . . . . ..3O5O8
dir . . . . . . . . . . . . . . /homeifemisiexe

o

home . . . . . . . . . . . . /home/femis/sunos/home/femisuser
host . . . . . . . . . . . ..seiverl
port . . . . . . . . . . . ..9O2O
background. . . . . . . Yes
accepts . . . . . . . . ..l92
connects . . . . . . . ..l
reconnects . . . . . . ..O
messages rcvd . ...11826
characters rcvd . ...513556
messages sent . ...1274
characterssent . ...85600
malloc arenahwd. .6144835416
evtbuf curltotlpeak. . 299
evtbrd curhotlpeak.. 292
intlii cur/tot/peak. . .2882607306

From the display ribove, you know the following information about the notification server daemom has
been up for 2 days, was started at 3:00 am. on Dec 17, is the Dec 14 versio~ the process ID is 23473; the
sever is in background (because ppid == 1); its uid is 30508 (femis account);user’s home is
/home/femis/sunos/home/femisuseL the host’s name is senferl; the service port number is 9020 (the
standard port); the notification sewer is running as a clone in backgroun~ end the server currently has
35416 bytes of dynamic memory allocated.
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Furthermore, the server has accepted 192 comections, has established one connection itself (to the other o

server), has done no reconnects (because of connection termination), has received 11826 messages
containing a total of 513556 characters, and has transmitted 1274 messages containing a total of 85600
characters. Using either received or transmi~ the average message length is approximately
42 chamcters.

For event library statistics evtbuf, evtbrd, and intli~ also reportedare current total, and peak.

Character and message counts utilized in the diagnostic messages overhead are not included in the totals
displayed.

3.1.4.8 Test Client Socket Connections Diagnostic $s

Entering $s at the fev test client’s keyboard causes socket connection information to be sent to the test
client’s display. Example:

‘A fev sewerl
FEMIS_EVENT port is 9020
$s

The heading of the display contains the following:

ii: index number in femis_event’s internaldatabase
Iisn: 1 if socket is the sewei’s prima~ Iiiening socket
acpt: 1 if connectionwas accepto-ed on this socket
corm: 1 if connecto was establishedon this socket
stio: 1 if this is one of the standa~ I/o files
svm: 1 if acceptor connect is to another sawer
than: the channel number
host: name of the host to which this socket is connected
1P: the 1Paddress to which this socket is connected
hw”d: 32 bi hadvvare id number- derivedfrom 1Paddress
anid: the notificationsystem client id number
when: when (date and time) when connectionwas established
rev: numberof messages and number of characters received
xmt: number of messages and number of characterstransmitted.

Example display of first 11 pruarneters:

ii Iisn acpt cormstio svrc than: host: 1P: hwid: anid:
3100003: seiverl ~pnl.gov: 130.20.76.45: 82144C2D: O:
4010004: server5.pnLgov: 130.20.28.29: 82141C1D: 19:
5010015: sewer2.pnLgov: 130.20.242.31: 8214F21F: O:
6010006:130.20.28.131 :130.20.28.131: 82141C83 :71:
7010007: serve~.pnl.gov: 130.20.60.103: 82143C67: 47:
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e 8010008: sewer4.pnl.gov: 130.20.92.71: 82145C47: 69:
9010009: sewer3.pnl.gov: 130.20.92.87: 82145C57: O:
100100011: server7.pnl.gov: 130.20.92.39: 82145C27: 53:

Example display of final 5 pammeterx

when: rcv:xmt
Sat Dec1703:OO:121994: rOO:x OO
MonDec1909:50:29 1994: r255 11115 :x7473
Sat Dec1703:OO:241994: rOO:x4319
Mon Dec19 10:47:171994: r91 3896 :x8 547
Mon Dec19 10:27:491994: r259 11303 :x8 547
Mon Dec 1910:45:241994: r562335 :x2 117
Mon Dec19 11:14:171994:r1313 :xOO
Mon Dec19 10:29:361994 :r562335 :x2 117

From the above display, we can say that 5 clients currently have active connections, that client ID
numbers range from 19 to 71, and that one client has no entry in the local name table (W address
130.20.28.1 31).

Socket 3 is the lktening socket. Socket 5 connects to the notification server on serveti. Socket 9 is the

a

client doing diagnostics.

Chamcter and message counts utilized in the diagnostic messages are not included in the totals displayed.

3.1.4.9 Test Client Auxiliary Connect Information Diagnostic $aux

Entering $aux at the fev test client keyboard causes the auxiliary connect information to be sent to the test
client’s display. Example:

% fev sewerl I
FEMIS-EVENT pO1’tis 9020
$eve ,

The heading of the display that follows contains

ii: index number in femis_event’s internal database
corm: connect mode = L C A
svm: sewer circuit= O1
auxty~ aux connectiontype S C U
host: name of hostto whichthis socket is connected
hwid: 32 bt hardware id number- derived from 1Paddress
port: pofi number of setverklient at remote end
pid: processid number of server/clientprocessat remote end
cid: client id number of seiver.klient process at remote end
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Example listing

5 LO: U: virus.pnl.gov: 8214F20A: 9020:14415:0
6 C 1: S: Ioousts.pnl.gov: 8214F20B: 9020:12093:0
7AO:U: : 0:0:0:46
8 C 1: S: temblor.pnl.gov: 8214F20C: 9020:19831:0
9AO:U: :0:0:0:38
10AO:U : :0:0:0:48
llAO:U: :0:0:0:43
12A O: C: hattrick: 82145C57: 9020:2593:0

3.1.4.10 Test Client Remote Servers Diagnostic $rem

Entering $rem at the fev test client keyboard causes the remote connect information to be sent to the test
client’s display. Example:

% fev sewerl
FEMIS-EVENT poit is 9020
$rem

The heading of the display that follows contains

RemoteSewer: Port number@ host name of the remote notificationserver
lPAddress: 1Paddress of the remote host
Address: 32 bii ha~are id number - derived from 1Paddress

Example listing

RemoteSewer: lPaddress: Address
9022@vims.pnl.gov: 130.20.242.10: 8214F20A
9021@temblor.pnl.gov: 130.20.242.12: 8214F20C

3.1.4.11 Test Client Event Board Diagnostic $eve

Entering $eve at the fevtest client keyboard causes the server’s event board Mormation to be sent to the
test client’s display. Example:

fev - test ohentfor femis_event server
FEMIS-EVENT port is 9020
$eve

The heading of the display that follows contains

EventName: name of the event
ExeriD: exercise id
Parl : first parameter
Par2: seoond parameter
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Pai3: third parameter
GMT: datehime event declared
ReclD: record id

Example listing (abbrevkded):

MsgName
CSEPPEvent
MD2
PLN:PlanChanged
PLN:TaskChanged
RSB:EventLogAdd
RSB:EventLogAdd
Udept
Ufacility
UlocallD
Uperson

: ExerlD
:0
: 1295
:0
:0
:0
: 1295
:0
:0
:0
:0

: Parml
: 10000299

: Parm2 .. Parm3 : GMT : ReclD
ALL-OVER : 18:25 : 37
UPD:1OOO1 : 18:38 : 41

: 18:17 : 33
21 : 16:17 : 23

: 18:25 : 39
: 18:37 : 40
: 15:19 : 19
: 15:16 : 18
. 15:48. : 43
: 16:48 : 24

.. .

: Operations
: 10000107
: 10000006
:J
:J

..

. ...

. ..
: AckEvent
: D21OOO1 .
. ...

: TEADTEAD
..

: alstuff .

....

3.t.4.12 Test Client Synchronize Action $sync

Entering $sync and a qualifier at the fev test client keyboard causes the server to send the same message
back to fev, which can utilize reception of known dollar-syncmessagesto synchronizecertainevents and

The test client uses the command $sync exit to synchronize forced exit while running in script mode,
which must be used in conjunction with the -x option.

Example script

#!fiin/& .f

#
fev -x virus9020<ceod
o
g My-Event 1 “parone” par-two paI3
g My-Event 123--999.000
g Your-Event 99---

~nc exit
eod

The above script runs fev, opens a Iinlq decIares the three events, closes the Iinlq and synchronizes a
forced exit.
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3.’1.4.13 Data Driven Notification Command Line Arguments

A Data Driven Notification (DDN) canrnand line interface has been added to fev. This f-e now
allows a single event including DDN parameters to be constructed and sent by fev, based solely on new
command line arguments. The presence of DDN command line arguments signals fev to utilize single
event mode, instead of entering interactive mode.

Following are DDN command line arguments for fev:

Argument
-global
-nopost
-aux
-host HOST
-port PORT#

-msgname MSG
-msgflags FLAGS

-origin ORIGIN

-exerid EXERID

-auxprocessidnet AUXID

-parm## PARM##

3.2 PC

3.2.1 PC

Function

This is a global event
Do not post this event

Call an auxiliary process
Name of host to receive this event
Port #or protocol #to receive this event
Message name
Message flags
Origin field
Exercise ID
Auxiliary process id (in femis_event.conf)
Parameter no. ## (up to 50)

Notification Service

Notification Service Overview

This section describes the PC Notification Service, which serves as the PC workstation component of the
FEMIS Notification Service. The PC Notification Serviee is designed to provide a path for sharing
notification information between PC applications, PC workstations, and UNIX not.ikation servers.
Events posted by applications within a PC workstation are first sent to all notification clients on that PC,
then forwarded to a UNIX notification server for distribution to other workstations and other notifkation
servers.

The PC Notification Service operates in the background and provides services to PC applications through
fimetion calls and window messages. There is no direct user interl%ceexeept the Notification Serviee log
window, which displays diagnostic messages as the service is running.

The PC Notification Service is implemented as a stand-alone service and is automatically activated when
client applications are started and remains active until all clients have been closed. There are no separate
startup or shutdown procedures. - notification startup and operations are controlled through
configuration files and client fimetion calls, not through command-line options.
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3.2.1.1 Executable Binary Files

The PC Notification Service has two executable bimuy files:

FNOTIFSV.EXE NotificationSe~ioe executable
FNOTIF32.DLL NotificationSenke function library

These files are norpally located in the WINNTEYSTEM32 directory but maybe placed elsewhere, as
long as they can lx?found on the system search path.

3.2.1.2 Notification Service Startup

Since the Notification Serviee is started by the Notification Serviee DLL, the user has no control over
startup operations. Inst@ startup parameters are read from a cxmfiguration file and can be adjusted to
suit the needs of a particular installation.

3.2.2 PC Notification Service Configuration Options

The PC Notification Service can be customized by modi@g one or more configuration parameters.
These parameters allow you to change Notification SeMee behavior to accommodate client needs and

@

sped requirements. For instance, a remote user eonneeted via a modem may need to increase the
timeout limit for notification server eonneetio~ or a stand-alone imdlation might want to disable all
network monitoring. Each of these requirements can be satisfied by adjusting the configuration
parameters to fit the client’s needs.

3.2.2.1 Configuration Parameters

Each configuration parameter has a unique name and most have a dehdt value. The available
eonf@ration parameters areas follows:

RunAsStandAlone StandAlone flag (’ndRibj False

SocketMaxWait Socket timeout value (seconds) lo

LostConnCheeklnterval Lost connection check Lweonds) 30
! Lo~ConnRetMntewal I I&t mm-ection retrv (seconds) I 30 I

[ EventQueuesweeplnte~al! 6ueueswee~ inter&lkconds) I 1 I
DefaultNotifSewed-iost Default serverhostname none

DefaultNotifSewerPoR Defhult server DOrt none

Ifthe dei%ultvalue for a parameter is not satisi%etq, you can assign a more suitable value. However,
you must be carefid that the new value is reasonable and does not have an adverse eflkct on Notification
Service operation.
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3.2.2.2 Notification Service Configuration File *

Notification Service configuration pamrneters are specified in a configuration file, FEMIS.INI, usually
located in the Windows NT home directory. Each ccm@mtion parameter is specified by a key and its
associated value, grouped under the [NotificationService] section.

Atypical INIfile might look like ti.

Notification Setvice]
;—Notification configurationparametew
;RunAsStandAlone= False
LostConnChecklntetval =10
LostConnRetrylntewai =60

To create an entry for a confipyation parameter, insert a new line that specifies the parameter’s name and
its new value, separated by an equals sign (=). Key names are not ease sensitive, and all blank padding is
ignored.

To disalde an e-, put a semicolon as the fist non-blank character in the entry, which causes the line to
be treated as a comment and ignored in all parameter processing.

3.2.2.3 Command-line Options

The PC Notification Service has no command-line options.

3.2.2.4 Environment Variables

No environment variables are used by the PC Notification Service.

3.2.2.5 Host Server Name and Port

UNIX host server name and port number are set by client timction calls and are not directly controlled by
configuration options. Hbwever, clients can use the DefauftNotifSewerHostand DefaultNotifSewerPort
configuration pamrneters to store server identification information.

Note PEMIS does not support concurrent comections to multiple notification servers. Only
one server can be connected at a time.

3.2.3 PC Notification Service Operation

Operation of the PC Notification Service is discussed in the following sections.
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3.2.3.1 Notification Service Mfmdow

The Notification Serviee window enables a user or dmb&mto r to view tiormation about notification

system operations. This window provides information about the system status and current versiou along
with a log of recent diagnostic messages. When this window is minimk@ its icon indicates the current
Notification Service status:

Stand-alone - blue icon with red border
Connected to server - blue icon with black border
Lost connection - blue icon with red slash across it

Figure 3.1. FEMIS Notification Service Window

status lielD— —.

CommStortup: Sueeessful Netlnit
NetOpenServerLink host= ‘virus’, port= 9020
NS_MT_OPENUNK_REPLY received: elientlD = 150
Comm_Registerlnterest lJoumaIChanged] tH181
Comm_Registerlnterest lEventl II I
‘Comm_Registerlnterest lJoumalChzmged] 8t181
Comm_Registerlnterest \Eventl II [

I

For status tiormatio~ select NotificationStatusunder Status on the menu bar. This activates the
Notification Status window, which displays information about local and server statq client cot@ event
ecnm~ server host name, and server port number. The Notiioation Status window updates itself
automatically, so its information remains current even if the window is left open.

For version information select About Me under Help on the FEMIS menu bar. This activates the About
Me window, which contains version and copyright information.

For diagnostic information%consult the main Notification Seivice window. This window displays recent
diagnostic and error messages, including network messages to and from the server and attempts to restore
lost server connections.

3.2.3.2 Lost Connections

Lost connections with the UNIX notification server are a common problem and oeeur for a variety of
reasons. The PC Notification Service is designed to automatically detect and restore lost connections,
with minimal impact on FEMIS soRware operations.
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Whenever a lost server connection is dete~ the PC Notification Senice sends a diagnostic message to *

the log window, activates the Lost Connection icom and goes into restoration mode. Every few seconds,
as speeii%xlby the LostConnRetrylnte~al value, the Notification Service attempts to contact the server
and restore the connection. During this time, local notification still occurs, but all messages to and from
the server are lost and cannot be recovered. When the server finally answers, the connection is restored
and the Notification Service returns to normal operation.

As discussed in Section 3.2.3.1, Notification Service Window, you can use the status icon or status
window to monitor lost connections.

3.2.4 PC Notification Test Client

3.2.4.1 PC Test Client- NOTITEST.EXE

The PC Notifkation Test Client NOTITEST.EXE, is included in the FEMIS installation and can be used
to test notification fimctions and diagnose notification problems. This program enables a user to
manually post notification ‘events,monitor events generated by other applications, and force notification
errors for testing purposes. See the Seetion 3.2.4.4, PC Test Client Functions, for more tiorrnation.

At startup, NOTITEST automatically establishes a notification client link end registers an interest in the
Evento 1:1 event. It also enables notification loopback so it can receive its own events. However,
NOTITEST stintsin stand-alone mode, without connecting to a UNIX notification server. Use the Open
Sewer Linkfunction if you wish to open a link to your notification server.

Figure 3.2. Notification Service Test Window
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3.2.4.2 PC Test ClientConfiguration

The PC Test Client has no configuration options or other means to customize its defhult behavior.
However, the test fimctions (below) can be used to change client behavior at runtime.

3.2.4.3 PC Test Client Command-line Options ~

The PC Test Client has no ecxnmand-line options.

3.2.4.4 PC T&t Client Functions

The PC Test Client offers a variety of functions for testing the Notification Service. These fiuwtions are
aecedle through command buttons on the test client user interfhce window.

Open Client Link
The Open Client Link fimction opens a notification client linlq allowing the test client to register interests
and post notification events. This fhnetion is enabled only if there is not an existing client link.

Close Client Link
The Close Client Link fimetion closes the existing client link to the Notification Serviee, disabling client
notification and discarding all interests registered by the client. This fimction is enabled only when there
is an existing client link.

Open Server Link
The Open Server Link ?iuwtion opens a link between the PC Notification Service and a named
notification server. The user is prompted for the server name and port number. When the user clicks the
OK butte% the Notification Service closes the previous server link (if any) and sends a connection request
to the new notifieqtion server.

Ifthe server is available, a connection is established and this server beeomes the notification sewer for
this PC. Ifthe server is not available, the Notification Serviee will ask whether you wish to retry the
connection. If you select Yes, the Notification Service will treat the problem as a lost emmection and go
into restoration mode. Otherwise, the Notifkation Serviee will go into stand-alone mode and operate
without a server connection.

This fbnetion is enabled at all times and is usefid for testing server connections and simulating lost
connections.

Register Interest
The Register Interest function enables the test client to register an interest in one or more notification
events. The user is prompted for an event name and exercise number that uniquely iden~ a notification
event. When the user click the OK buttcq the test client registers an interest in the specified event and
begins to log all notifications for that event.
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This fimction is very usefhl for troubleshooting notifkat.ion problems because it allows the user to @

monitor notifbtion events posted by other applications. For instance, if an application is not responding
to a specific sequence of notification events, the test client program can register an interest in those events
and ver@ that the events are being sent in the correct order.

This fimction is enabled ody when the test client has a valid client link.

Remove Interest
The Remove Interest fimction enables the test client to remove an interest in one or more notification
events. The user is prompted for an event name and exercise munber that uniquely ident@ a notification
event. When the user clicks the OK bum the test client removes its interest in the specified event and is
no longer notified about that event.

This fimction is enabled only when the test client has a valid client link.

Post Event
The Post Event enables the test client to post a notification event and simulate events posted by other
applications. The user is prompted for the event name, exercise number, and three event parameters,
along with control flags that determine how the event will be processed. When the user clicks the OK
buttou the test client sends this event to the Notification Service for distribution to other local and remote
clients.

This fimction is very useful for troubleshooting notification problems because it allows a user to simulate e

notification events posted by other applications. For instance, the test client can post a specific sequence
of notification events and ver@ that other applications respond correctly to that sequence.

This fimction is enabled at all times.

Popup On Event
The Popup On Event option is used to alert the user each time the test client receives an event
notification. This allows the test client to fimction as an event monitor by displaying a popup message
box whenever an event is received. This fimction can also test the Notification Service queuing fimctions
by introducing a user+xmtrolled delay into the event processing system.

Popup On Errors
The Popup On Errors option f%ciiitates error-handling tests by displaying a popup message each time an
invalid notification message is received.

3.2.4.5 PC Test Client Diagnostics

The PC Test Client does not include any diagnostic fimctions.
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3.2.5 Notification Server Troubleshooting

The notification server is ve~ stabl~ however, this program nms in a network environment an~ thus, is
prone to any and all fidures that ean occur in network computing and distributed data management
systems.

3.2.5.1 Check Notification Setver Active

To cheek if the notification server is active, log in to the UNIX server and issue the following eomrnand

%/usr I ucb I pa axw I grep femis_event

Ifthe notification server is active, you will get a reply such as:

17739 pe S 0:00 femis-event -c sewerl -e femis-event.e.log.941219.l 140

1073 pe S 0:00 grep femk_event

Ifthe notification server is not active, only the second line above will be displayed. The process
identification (HI)) number of the femis_event notification server is the first number sho~ e.g., 17739.

3.2.5.2 Check Notification Server Communication

To cheek the notification server eommunicatio~ run the UNIX test client either from the server host or
ftom another UNIX system. You should be able to run fev and issue notification server instructions.
Example:

‘h fev

Ifthe notifkation server is not active, you will get a reply such as the following and then be returned to
the command-line processor

fev - test client for femis-event sewer
FEMIS_EVENT port is 9020
eonneet failed: Connectionrefused
%

If the nothieation server is active, you should get a reply such as the following:

fev - test client for femis_event setver
FEMIS_EVENT port is 9020
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This is the test client’s command to open a link. Next you should see e

<c<<<< received OPENUNK-reply dlent-”~= nnnn

where nnnn is an open link ID number (could be any positive integer).

E you get such a reply, the notification server is active and communicating. If the notification server
is active and communicating then the problem is probably either in the network or on the PC side.

3.2.5.3 Aborting Notification Server

If you need to abort the notification server during testing or troubleshooting, you must manually log in as
the user account from which femis_event was started. In FEMIS, the useraccount is femis, or you ean
log in as superuser.

You next need to learn the PID number of the femis_event serverneedingto be killed. There are two
ways to learn the PID of a FINIS server process.

The firstisto use the ps and grep mmrnands.

OA/usrI ueb 1ps axw I grep femis_event

Example

Ifthe notification server is active, you will get a reply such as:

23473 pe S 0:00 femis_event -o senfer2 -e femis-event.e.log.94121 9.1140
1073 W S 0:00 grep femis_event

Ifthe notification server is not active, only the seeond line above will be displayed. The PID of the
fernis-event notification server is the first number showq e.g., 23473.

The second way to learn the PID of femis_eventistorunthetestclientandusethe$i spy command.
Example:

% fev - #connect to local host
fev - test client for femis-event sewer
FEMIS_EVENT port is 9020
$i
pid . . . . . . . ...23473

From the $i reply, the femis_event pid is 23473.

With the PID number, you ean abort the notification server. The preferred way is

‘A kill-223473
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Reeheek if the server is still active. If the above kill -2 (the graceiid exit), did not wok then use

% kill-923473

Using kill-9 will kill the notification server, but the state of open connections will be lost and possibly
may not be recoverable until some long TCPAP timeout period elapses.

A script file, such as the following maybe used

foreaeh killnum ( -2-9 )

ps ef >! ..PS..

set serverpid = ( ‘fgrep femis_event ..PS.. I awk‘@int $2~’ )
foreaehpid { $swerpid )
eeho kill$kilinum $pid
kill$Idllnum $pid
end

end

3.2.5.4 Fixing Notification Port

When running a FEMIS client apphation such as a Visual Basic application the application first uses the
FEMIS.INI file in the Windows direetory to get the notification server’s name and port number. If either
the name or port number is ineorre~ you will get an error 10054. You could fix the file to avoid this
error occuming in the fb~, but it is not neeessary because the Visual Basic application then lets you
login to an EOC and gets a new notification server name and port number from the FEMIS &abase. Jf
either the new name or port number is ineorr~ you will get au error 10054. You must then eorreet the
EOC table by changing the values for either the EOC_SERVER_NAME or the EOC_NOTl~_PORT
fields.

3.2.5.5 PC WinSock Errors

The following list includes the errors encountered during development and testing of the notification
server sofhvare. A complete list of WinSoek and UNIX errors can be found in J77nabwslibckets,
Version l.1 documentation.

PC WhAock Error 10022
This error is an internal Windows Sockets error which is caused when a Windows application
crashes/terminates without properly closing down. In doing so, the Windows application has wasted and
lost critical dynamic memory. Error 10022, which means invalid argument is reported by mistake. The
real problem is Windows running out of a eritieal resouree. Shut down other Windows applications and
reboot the Pc.
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PC WhSock Error 10024
This error is an internal Windows Sockets error which is caused when a Windows application
erashdermhates without properly closing down. In doing so, the Windows application has wasted and
lost critical dynamic memo~. Error 10024, which means too many files op~ is reported by mistake.
The real problem is Windows running out of a critical resouree. Shut down other Windows applieatiom
and reboot the PC.

PC WhSock Error 10038
This error is an internal Windows Scekets error which is caused by a software error, most likely
madkstd from Windows running out of a critical resource. In reaehing this error, an application has
tried to reuse an I/O channel which was previously amnected to a network socket but has since been
closed. Restart the afketed applications. If this does not fix the probl~ reboot the PC.

PC WinSock Error 100S0
This errormeans the network is do-, there is no network cmnnnmieation with the server host to which
this PC is trying to connect. Report the error to the System Administrator and wait for a diagnosis. After
all hardware and cmnrnunieation bugs have been fix~ restart the a@ected applications. lfthis does not
ilx tie problem reboot the PC.

PC WinSock Error 10053
This error means that connection to the server was aborted and maybe because the server was tex
either intentionally or by a i%ilure. This error can also mean that connection was never established
beeause the server is not currently active. Cheek if the notification server, femis_event is eurmntly active
on the UNIX server. IfnoE restartit using scriptsdescribedin Seetion 3.1.1.3, Daemon Server Startup.
The UNIX test client can @used to check for server heal~ see Section 3.1.4, Notification Server
Utilities.

PC WhSock Error 10054
This error means that the notification server is not active. Check if the notification server, femis.event is
cumentlyactive on the UNIX server. If noL restartit usingscriptsdeseribedin Section 3.1.1.3, Daemon
Server Startup. The notification subsystem UNIX test client ean be used to check on server heal@ see
Seetion 3.1.4, Notification Server Utilities.

This error can also mean that the client sofhvare on the PC does not have the correct service port number
or server. The defhult port for the notification server is 9020. Client sofhvare must use this same service
port. Ifthe port number is determined to be inco~ & it and restart the client software applications.
Reboot the PC ifneeessary.

3.3 Starting/Stopping Notification Service

When the server is rebooted or shutdo~ it runs the /ete/init.d/femis seripL which start or stops the
Notification Service using the following scripts in the /home/femis/bin directory.
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3.3.1 StarMg Notification Service

The /home/femis/bin/stait notify soriptusesthe EOC List File (./etc/eoclist.dat) to determinehow to start
the Notification Service. The file tells how many Notification Service processes to sta@ which ports to
use, and which other Notification Services to communicate with. You can run the following script.

% statinotify

Ifthe Notification Service(s) is already running you cannot start new ones.

To start Notification Service(s) with logging turned OL you can run the following script

% staitnotify-log

3.3.2 Stopping Notification Service

The /home/femis/bin/stopnotifyscriptstops the Notification Service(s) by finding all processes running
the femis_event programand then MS them using kill -2. You can run the following script.

YOstopnotii
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4.0 FEMIS Command Server

Command server online documentation is provided in three man pages on the UNIX server. Log onto the
EOC’S server as femis and enter

% man cmdsewd
% man cmdserv.conf
% man cmdserv

cmdsefvd is the command server daemon. crndserv.conf is the command server configuration file.
cmdsetv is a UNIX test client for the command server.

4.1 cmdservd - FEMIS Command Server Daemon

4.1.1 Synopsis

cmdsewd [-conf config-file]
cmdsavd [-conf config-file][-v] [-syntax [-show][-checkJl

4.1.2 Availability

The FEMIS command server daemon cmdswvd executable, eoniiguration tie, test clie@ and related files
are included with the FEMIS application. The defiwlt locations for these files are /home/femis/bin and
/home/femis/etc on the FEMIS UNIX data server.

4.1.3 Description

FEMIS utilizes remote command servers, executing on a UNIX host computer so PC workstation users
can launch large mathematical modelhmulation programs. These include the Evacuation Simulation
(ES~, a module in the Oak Ridge Evacuation Modeling System (OREMS).

The command server is also utilized in certain FINIS system administration fimctions, e.g., starting-
stopping notification.

A high degree of security is realized in this command server because:

d servers such as rsh and .rhosts are not used. A client node need not. Security problematic comman
be a trusted host.

. A command server runs only as a non-privileg~ non-root process.

. A command server is forked as a child of inetd, elimkatin g the need to msintam. socket connections.

0.
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The command server does not execute raw UNIX commands. Rather it looks up necessary 9

commands in a configuration file and matches parameters with arguments based on messages from
the client.

The command server is very limited in what it can do. Only those commands and functions defined
in the cmdsew.conf configuration file can be invoked.

Files written are only those temporary and output files written by the target executable. All
communication between command server and forked process takes place via memory and unnamed
pipes only.

Passwords and other sensitive data are sent on the client-to-server socket encrypted. Clear passwords
are never sent to the application on the command line to possibly be displayed by ps.

The user and client machine making requests to run programs on a cmnrnand server are verified prior
to running any entry. Several methods are utilized to block requests from anyone except authorized
users.

4.1.4 Options

The command server has two basic execution modes: daemon and command line. In daemon mode,
execution is started and controlled by the inetd Internet daemon and runs as a detached process. In e
cmnmand line or interactive mode, cmdsewd runsin response to a user entry. Comman d line mode is
used mainly to check on the syntax of new configuration files.

The defkult codigumtion file name is cmdserv.conf, and its deihult path is /home/femis/etc. To change
either the configuration file name or pa@ use the -conf option. PossibIe formats for use with the -conf
option are as Mows:

1% undsenfd -conf filename
2% cmdsewd -conf subdirecto~/
3% cmdsenrd-conf subdirectoryfilename
4% emdsetvd -conf /fullpathname/
5% emdsewd -conf /fullpathname/filename

Casel

case 2

Case 3

Syntax contains no slashes(/), and thus no path or directory names. The argument to -eonf is
the name of a tie which resides in the defiudt configuration directory Ihomelfemisletc.

Syntax isinsubdirectory format and contains a slash ( / ) as the last character. The first
chamcter is not a slash and comma ( /, ) thus a relative path and not an absolute path. The
described syntax tells emdawd to use the defiwlt file name in a subdirectmy of the deiludt path.

Syntax specifies a subdirectory and file name. The named file is thus located in the subdirectory
of the defimlt path.

o
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Case 4 Syntax specifies to look for the defludt file name cmdsetv.conf in the fidl path specified in the
option. Both first and last chamcter of the option are slashes(/).

Case 5 Syntax specifies a fidl path and file name. None of the dei%ults apply in this ease.

Option -v ask crndsewd to display its version information. Example:

virus%cmdseivd -v
cmdsewd ve~-on 1.0- Wed Feb 1414:41:00 PST 1996

Option -syntax rnvokes ordythe emdservd syntaxchecker.

Options -show and -check are used in conjunction with-syntax.

The -syntax -check optionscausecmdsewd to process the configuration file, checking for syntax
problems. Options -syntax -show cause cmdsewd to compile the configuration file, check for syntax
problems, and display the resulting linked structure.

4.1.5 Syntax Check

@

To check the syntax of a command server configuration file, enter the options -syntax -check to
emdsew~ emrnpks:

1% emdsewd -syntax -oheek #cheek default
2% cmdseivd -syntax -check -conf CFG # check CFG file

The following format is output by -syntax -check. Any line detected with suspect syntax is reported.

Line ## line-from-file
error-message
error-me~ge

where ##is the line number, line-from-fileis the text from the cxmfiguration file at line ##, and
error-message is a list of error messages describing the problems. Example:

Line 13: badnews
invalid bloclddirectivetype code

The following list provides all possible error messages and their probable muse.

invalid bloclddirectiie type code

A block name or directive name is not one of those allowed. The block names are ALL ACCESS,

o

HOST, SITE, and ENTRY. Directive namesare site, deny, allow, executable, directoiy, password,
otille, errfile, a~umen~ environment file, and put.
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blookrequiresno parametem

The ALL andACCESS blbcla do not require a list of parameters, i.e., ELOCKNAME parl pati ...].

block requiresexactly 1 parameter

The ENTRY block requires exactly one parameter which is the entry item name, e.g., [ENTRY abc],
where abc is the name of a program.

block requires1 or more parameters

The HOST and SITE blocks require at least one parameter which is a list of host or site names. HOST
and SITE causeconditional oompile. If the current host or site is the same as an item in the lis$
compilation continues. Otherwise, compilation of this program block is blocked.

direotivenot valid outside a block

All directives must be contained inside a block.

ENTRY blockcan not indude other blocks

It is invalid fir an [ENTRY ..] bkiok to contain other blooks (at this time).

direotivemust be inside HOST block

The site direotive is only valid inside a HOST block.

directivemust be inside ACCESS or ENTRY block

The allow and deny directives are only valid inside for an ACCESS or ENTRY block.

directivemust be inside ENTRY block

Directives executable, direoto~, passwod, outfiie,enfile, file, p~ and argumentare only valid inside
an ENTRY block.

environmentmust be inside ENTRY AU SITE or HOST block

The environment directive must be inside of an ENTRY, Au SITE, or HOST block. When inside
ENTRY, the variable is evaluated for that entry item only. When inside ALL SITE, or HOST, the
variable is evaluated whenever the block condition is TRUE, and not evaluatcxl if the block condition
is FALSE.
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ACCESS blookean only eonfaindeny and allow

An ACCESS block em not contain anything but deny and allow.

site requiresexactly 1 parameter

Site direetive requires exaetly one parameter. Zero parameters and two or more parameters are
invalid SylltaX.

direetiverequires 1 or 2 parameters

Allowand deny directivesrequireexactly one or hvo parameters. Zero parameters and three or more

peters are invalid syntax.

invalidcharacter(s) in 1Paddress field

Internet Protocol @) address field in the deny and allow directives em contain only digits O-9 and the
period (.) ehamcters. Anything else is invalid syntax. A format specification is not valid in allow or
deny directives.

invalidcharacter(s) in 1Psubnet mask

W subnet mask in a deny or allow direetive ean contain only digits O-9 andthe period (. ) ehameters.
Anything else is invalid syntax.

invalid1Paddress

IP address numbers must be in the range O-255.

invalid1Psubnet mask

Only the numbers 255,254,252,248,240, 224, 192, 120, and Oare valid IP subnet mask elements.
The value Omust be followed by O. The value 255 must be preeeded by 255. A value not Oor 255
ean appear only once. For example, 255.255.255.192, 255.255.255.0, 255.255.128.0.

direetive requiresfoimat parametem]

Directives executable, direetow, password, outfile, en%le,file, p@ argument and environment require
a format string and an optional list of parameters. Examples:

executable /home/femis/bin/command/xyz
direetory /home/femisJuser/%s/DIRECTORY

4-5



FederalEmergency FEMISSystemAdministretiinGuide
InformationSystems(FEMiS) June25, 1999-Version1.4.6

only %s allowed in format

Format strings in this language allow only the %s printf conversion. Conversions, such as %d, %%
and %Uare not allowed.

format and number of parameters do not match

The number of parameters included and the number required by the format string do not agree.

executable path/file affected by client

Structure of the configuration file program that generates the executable pe.tldfile string is affkcted by
external environment variables sent in the client message. Such ailkcts are illegal. Executable must
be developed only from static values end environment variables local to the ccmilguration file.

I passwoti affected by client

Structure of the configuration file program that generates the password string is aflkcted by external
environment variables sent in the client message. Such affkcts are illegal. The password must be
developed only from s&ic values and environment variables local to the configuration file.

4.1.6 Installation

The installation process copies files cmdsewd, cmdsew, and cmdserv.confto directoxy/homeffemis/Mn
and homeffemisktc. There llles are required to be at this pa@ unlessmodifications are made to the
/etc/inetd.confand cmdsetv.conf files.

FEMIS imtdation adds the following line to the /etc/setvices file to define the command server service
portoname.

femis-cmdsew 9015/tcp fxcmdsew #command setver

FEMIS imtaktion adds the following single line to the /etcTmetd.conffle to addthe command server to
the inetd Internet daemon.

fxcmdserv stream tcp \
nowait femis /home/femis/bin/cmdservdcmdsewd

4.1.7 Protocol

Only Transmission Control Protocol (TCP) connection and reliable messages are ever used in the FEMIS
command server daemon (femiscomd). User Datagram Protocol (UDP) is not used.
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m The FEMIS command server and a client program carry on a two way half duplex conversation. After
successfid connection has complti the server and client exchange hello messages. The server hello
message contains encryption seeds fix the session. The client hello message contains optional mode
flags, used to characterize certain server-client exchanges.

Once hello messages have been exchang~ cmdsewd then listens for command messages from the client
which contain the necessary parameters and instructions for running a specific program on the UNIX
server.

After receiving a comman~ the comman d server looks for that entry in the configuration file. Actual
UNIX commands and the format of arguments come fkomthe configuration file, not from the socket
input.

After completing the set up for a computatio~ the femiscomdforks and executes the specified executable
and then goes back to listening for client commands.

4.1.8 Messages

This section describes messages that pass between server and client over TCP socket connections.

a 4.1.8.1 Message Format

Messages tdfkom command server and its client have the following general format.

<ofxOPERATION~...I...><NEWLINESINES

Every message begins with c and ends with> followed by an end-of-line. Only characters between < and
> ~ve any m~g. The end-of-line character, and anything between> and c have no meaning and

should be ignored by both client and server.

Between < and> are an unspecified number of fields, the iirst one being the operation field. Fields are
separated by the pipe(I) chamcter. Fields can umtain any number of characters or maybe empty, i.e., Il.

Within afiel~four chamctersare escaped: <>land~ The backslash (\)istheescape character.

Note: The field separators <> and Inever appear in a correctly encoded field.

The following mappings apply.

Decoded Encoded.. . . . . . . . . . . ---- ---------- . . . . . .
< L
> V?

4-7



FederslEmergency FEMISSystemAdministrstionGuide
InformationSystems(FEMIS) June 25,1999-Version1.4.6

4.1.8.2 Message Fields

All message field identifiers are two lower case chmaeters followed by a colon. The identifiers areas
follows:

Field. . . . . . . . . .
Op
ac
pw
ev:
rc
ec
kO:
kl :
k2:
ma

Contents. . . . . . . . . . . . . . . . . . . . .~. . . . ------------------ . .
Operation or function name
Action code: run, status, kill
Password field
Parameter (environment)values
Return code
Error oode
Key #O for lightencryption(not used)
Key #l for lightencryption(not used)
Key #2 for lightencryption(not used)
Modes: aleti test... (ctienthelloonly)

4.1.8.3 Operation Codes

The current message operation codes currently are implemented in the command server, the command
server’s test clien~ or both:

Code Description------------------- -- .. . . . . . . . . . . . . . . . . . . . . . . . . -
opSVRHELLO Server hello
opCLiHELLO Client hello
OPMISCINFO Miscellaneousinfo
op:EOF End-of-file
OP:COMMAND Command direetive
op:HELP Help
opHELPINFO Help information
opQUiT Quit
OPERROR Errorto eJient
OP:REPLY Reply to client
OP:ALERT Alert the Mient

4.1.8.4 Command Message
I

copCOMMANDlacACTIONlpwPASSWDlevPARl levPAR21...>

where ACTION is run ENTRY, statue,or kill; PASSWD is a password string, PAR1 and PAR2 are
pamrneter defines; and ENTRY is the name of an entry in the configuration file.

This message is constructed by the client and sent to the server. It tells the server what entry horn the
configuration file to invoke. It tells the server what values to use for arguments and environments.

The PASSWD password string should be blank if the entry mntains no password definition. If password
o

is prese~ it must be a 16+ cbaraeters password value. The first eight characters are the HWID hex value.
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The next eight chmcters are the client port hex value. Following charactm are the user’s password

string.

Parameters are utdized in the ecmunand server as environment variables. Each parameter specification
PAR1 PAR2 definesan environment variable, e.g., X=l, CRANK=24-99, NAME=xYz, DB=CTOO. The
environment variables thus defined are passed to the configuration file processing and time inputs for
building application arguments, input files, and environment. Also see cmukew.conf man page.

4.t.8.5 ErrorMessages

<op:ERRORlerWESSAGE>

where MESSAGE is the error message fbm the ecmnnand processor.

The following lists possible errors.

can’t aeeess client data
can’t acoess client data: PERROR

- Call to getpeemame(socket) failed.
- PERROR is message returnedfrom perroro.

eonfig file open failed
mnfig file open failed: PERROR

- Open the eonfguration file failed.
- PERROR is message returnedfrom perroro.

eonfigfilesyntax erroron lines LINELIST
- Executionof commandsewer has been terminated beeause there is one or more

syntax errorsin the mnfiguration file.
- LINELIST is a list of line numberswith errom.
- Correct the syntax errorsand ret~. Use -syntax and

-check optionsto see details of the syntax problems.

aeeess denied
- The configurationfile allow and deny directivesin ENTRY or ACCESS block on the

setver host ban this oommand (or all) from client’s 1Paddress.

invalid command
- Content of message is not a valid command.

no action
- No valid actionwas speeified.

no passwod
- A passwoniiis required and none was sent.
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wrong password pref~
- Etier HVVIDor PORT has wrongvalue.

unknownaction
- Action code in COMMAND message not valid.
- Valid actionsare run status kill.

wrong passwoti
- Passwordsupplied is not one required by configurationfile,

oan’tset directoiy
cant set directo~ PERROR

- Cannot change directoryto the one spetied.
- PERROR is message returned by perroro.

already active
- The commandsewer daemon is already exeoutinga process. Either killor waitfor sled.

can’t execute program
- Ether forko or execvpo failed. This probably happened because there’s something

wrong with the executable file or the name speti}ed.

no executable
- The named executable file was not found. There may be something wrong with the path,

or the file name.

4.’I.8.6 Reply Messages

<op:REPLYlc.MESSAG_

where MESSAGE is the reply message from the command processor.

The following lists possible replies.

Suooessful
- command completed successfully

finishTIMESTAMP IDENT
- STATUS is execution finished
- TIMESTAMP also used in logfile names
- IDENT is the UNIX process id number

killedTIMESTAMP IDENT
- STATUS is exeoution killed
- TIMESTAMP also used in log filenames
- IDENT is the UNIX process id number

4-1o



FederalEmergency
InformationSystems(FEMIS)

FEMISSystemAdministrstiinGuide
June25,1999-Version1.46

activeTIMESTAMP IDENT
- STATUS is executionstill in progress
- TIMESTAMP also used in log file names
- IDENT is the UNIX prooessid number

not active
- No processhas been executed.

Alert Message

<opALERTlrcMESSAG E>

where MESSAGE is the process completion status:

finishTIMESTAMP IDENT
- STATUS is executionfinished
- TIMESTAMP also used in log file names
- IDENT is the UNIX processid number

killedTIMESTAMP IDENT
- STATUS is exetilon killed
- TIMESTAMP also used in log file names
- IDENT is the UNIX processid number

4.1.8.7 Message Example

From sewer From client
<opMISCINFO[lTEMl IITEM21...>
<opSVRHELLOlkO:lkl:lk2:>

copCLIHELLOlkl :lk2:lmo:alert>
<opCOMMANDlacnm testl

pwjevA=731evB=DoglevX=Ca@
copREPLYlrtxactive 960214113012933>

<opCOM WDlacstatuslpw>
<op:REPLY\m.active 960214113012933>

<op:COMMANDlacstatuslpw>
cop:REPLY@active 960214113012933>
cop:ALERTlrcfmish 960214113012933>

4.1.9 Service Port and Name

The cmdsewd service port number currently is 9015. The short name is femis-cmdsetv or fxcmdseiv.
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4.1.10 Files

Files utilized during the imtdation and execution of the FEMIS eoremand server include the following:

.

4.2

/home/femis/bin/omdsewd daemon executable
/home/femis/ete/cmdsew.conf mnfigurationfile
/home/femis/bin/cmdsew test client (UNIX)
/etcJservices sewioe portnumbers
/etc/inetd.conf intemet daemon config

cmdsew.conf - FEMIS Command Server
Configuration File

4.2.1 Availability

The FEMIS command server am.figuration file cmdserv.confis included with the FEMIS application.
The defiwlt location of the file is /home/femis/etc onthe FEMIS UNIX data server.

4.2.2 Description

Thisconfiguration file provides specific configuration information to the FEMIS eornrnand server
daemon omdsewd. Unlike problematic remote compute servers such as RSfi the FEMIS ccmunand
server provides some degree of seeurity through this eonfigumtion file.

Security is also realized by placing severe limits on what this command server is allowed to do. Only
those procedures defined in the configuration file can be spawned.

Additional security is realized through an encrypted password mechanism. Cmdsefvd ourrentlyuses
simple encryption with RSA or SSL planned for the fiture.

The FEMIS projecg and a CSEPP site dmkhato r have the ability to configure allowed and denied
clients on a per site basis. Allow and deny directives give the administrator the ability to allow individual
workstations in fhe local Emergency Operation Center (EOC), or a remote EOC, but deny all others.
Specitkation of allowed and denied workstations is based on P address.

The processes used in the command server daemon to parse its configumtion file are similar to how
LEX/YACC generated parsers work. In LEX, a parser reads text according user defined rules. Output of
the LEX analyzer is handed to the compiler YACC that builds a complex linked structure. The linked
structure provides a simple mechanism for the process to scan the input prograq without having to reread
and reparse the input files.

a
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In the command server daemo~ the source code is read by a text parser fimction. This parser recognizes

I
onIy two general source constructs: block and directive. Block is the outer level constru~ and directive
the inner level. A block can contain other blocks or directives. Directives are stand-alone-do not
contain other directives or blocks.

4.2.3 Syntax

I A configuration file contains block directive, and comment syntax ocmstruets.

I
A line stardng with a # chamcter in column 1 is a comment. Any # character, not part of a string, begins
a comment to the end of that line. Example:

I
# a comment line
a~ument %s )(YZ #comment to end-line
argument %s YZX # another comment ...

I A block identification begins with the [(left bracket) charaoter and ends with] (right bracket). All block
are termhated by END]. General block syntax is as follows:

I ~LOCKl or [BLOCK parameters]
...

[END] [END]

I Directive lines begin with a keywor~ followed by zero or more parameters. Directive parameters ean be
additional keywords, or a quoted string. General directive syntax is as follows:

I
directive
directive parameter
directiveformat-shing
directiveformat-stringparametem

I General syntax of a command server configuration file is as follows:

#comments
~LOCK declaration]
directives
more blocks
END]
more blocks

4.2.4 Block Syntax

The command server conjuration language utilizes five block types ACCESS, ENTRY, HOST, SITE,

and ALL. A block statement always begins with the [ (left bracket) character, followed by the block type
name. Whether parameters are required is a function of block type.
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The block types and their summary purpose are as fbllows:

BlockType Purpose------------------- . . . . . . . . - . . . . . . . . . . . . . . . . . . . . . . . . . . . . . -------- .-..---
[ACCESS] Begin access specificationblock
[ENTRY entname] B~in entry blo& (conditional)
[HOST hostlist] Begin host block(oondtional on host)
[SITE sitelist] Begin site block(condtiionalon site)
[ALL] Begin unconditionalblock
[END ...] Maricsend of a block

In ACCESS block a parameter atler the block type is not required nor is one allowed. Likewise, the ALL

block does not require a foIlowing parameter, nor is one allowed.

An ENTRY block requires one and only one parameter, the entry name.

The HOST and SITE blocks require a list of one or more parameters, where the parameters are names of
hosts or names of sites.

The END statement must have the characters [ENDxxx],where xxx is zero or more unprocessed characters,
i.e., the parser scans only for [END. Charactersxxx are only for commentary purposes, i.e., ~ND of
block]. Every block must be terminated by an END] statement which marks the end of the block.

A simple example of command server configuration file structure follows:

#

# a comment line
#
MOST princessqueen] #if host is princessor queen
[ENTRY travelcost] #then define entiy travelcost
...

[END of travelcost]
[ENTRY distance] # and define ent~ distance
...
[END of distance]
[END of princessqueen]

A detailed description of each block type follows:

4.2.4.1 ACCESS Block

Through au ACCESS bloo~ the FEMIS projector a CSEPP site ~ r can coniigure allowed and

denied aeoess to cmrunand server resources on a site’s UNIX data server.

Two (and only two) directives are permitted in au ACCESS block: allow and deny. The ENTRY block
also permits allow and deny diroetives.
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When allow and deny appear in an ENTRY block they specify what workstations can execute the specific
entry. When allow and deny appear in an ACCESS bloclq they spec@ what workstations can execute
any entry in the configuration file. An ACCESS bkwk may be pkieed inside of HOST or SITE blocks,
thus adding site-by-site conditional use.

The parameter of allow and deny directives are in the fbrm of an IP address. This parameter can be in the
form of a specific host address, or a subnet designation.

The parameters of allow and deny can be a iidl absolute IP address, a partial IP address with an assumed
mask or an IP address with a mask. The assumed mask is 255.255.0.0 or 255.255.255.0. A zero in any
field of the IP address means wild card. At this time, only subnet masks 255.255.0.0 and 255.255.255.0
have any meaning. A zero in auy field of the IP address means wild card.

Correct use is to first deny everything via deny 0.0.0.0 and then one at a time allow subnets and/or
speciiic II?addresses that exist at the site or EOC.

An address match refers to the client canputer’s IP address. Jfthe client IP address Booleau-anded with
the IP mask equals the II?address in the allow or deny directive, the match is set TRUE. Ifthey are not
eqwd then FALSE.

The following example allows access by all IP addresses on the PNL-Ne& except for workstations
wd-millard and medin. Accessby addresses on the PNL-Remote subnet (remote dial-in) are also allowed.
The entire world outside PNL-Net and PNL-Remote are denied access.

[SITE PNL]
[ACCESS]
deny 0.0.0.0 #deny world
allow 130.20.0.0 #allow pnl-net...
deny 130.20.92.40 #deny wd_millatd
deny 130.20.76.40 #deny merlin
[END of ACCESS]
[END of PNL]

4.2.4.2 HOST Block

The format of a HOST block declaration is

[HOST hostl host2 host3 ...]

where: hostl host2 is a list of one or more host names.

The HOST block is a conditional block which is compiled only if the server ho% on which the command
server &emon cmdsetvd is executing, is contained in the list of permitted hosts, i.e., the HOST block
parameter list.
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The following example defines the site to be PNNL, only if the name of the command server host is virus, m

locusts,temblor, or mirage. The example code fragment also sets up access for the site.

@-10ST virus locuststemblor mirage]
site PNNL #site name is PNNL
~ND]
[SITE PNNL]
[ACCESS]
deny 0.0.0.0 #deny whole world
allow 130.20 .92.0 #allow isbl-400-pod subnet
allow 130.20.194.0 #allow pnl-femis-l subnet
allow 130.20 .210.0 # ailow pnl-femis-2 subnet
allow 130.20 .226.0 #allow pnl-femis-3 subnet
allow 130.20.242.0 #allow pnl-femis+ subnet
[END]
[END]

4.2.4.3 SITE Block

The format of a SITE block declaration is

[SITE sitel site2 ...]

where: sitel site2 is a list of one or more site names.

The SITE block is a conditional block that is compiled only if the server h~ on which the command
server daemon cmdservd is exeeuting, is within one of the sites listed. The speeific site is determined by
the site directive.

In the following example, the ENTRY definitions are compiled only of the local host is in one of the
named sites: PNN~ TEAD, and UMDA.

[SITE PNNL TEAD UMDA]
[ENTRY import]
...
[END]
[ENTRY execute]
...

[END]
[END]

4.2.4.4 ALL Block

The command server configuration file syntax rules require that all directives be contained inside of a
block. Thus, a direetive cannot be placed at the outermost level, as only blocks are allowed at that level.

m
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Inmost cases, directives are not needed except inside blocks. However, there are special cases where
placing a directive at the outermost block is necessary. The ALL block effectively allows that case. The
AU block is like a condition block that is always TRUE. lt might be used where a HOST or SITE block
would be us~ however the ALLblock always compiles.

One speeial ease that requires an ALLblock is definition of global environment variables. Consider the
following example,

[ALL]
environment DATABASEfi7
[END]
[HOST vin.s]
environment DATABASEfi6
[END]

In the example above, environment database is first defied to be fi7, all the time. Then if the host is
virus, DATABASE is redefined to be fi6.

4.2.4.5 ENTRY Block

An ENTRY block defines a block .of wde that is used in the command server to set up the exeeution of a
child subprocess. The eomman~ scripg or executable to be spawned can be a compiled pro- a
Bourne script a C Shell scrip~ or a PERL script.

The executable directive tells the command server where to find the entry’s application file. Other
directives set up ~guments, parameters, and data being passed to the application.

The directive types permitted within an ENTRY block areas follows:

executable, directoty,passwod, outfile,errille, argument, environment,file, put, allow, and deny.

The parameter in the ENTRY statement is the entry name, which the command server matches with the
parameter in a run command message from a client. See cmukervd(l) man page. Example:

co@OfvlMANDlacmn entty-namel...>

4.2.5 Directive Syntax and Semantics

In the cmnmand server configuration language, blocks define the structure of a configuration prq
and directives define actions to be executed at some point.

Directives are coded on a single line, which does not begin with the [ (left bracket) or # (comment)
character. Generally, a directiveconsistsof the directive type name, followed by an optional format
statement followed by one or more parameters.
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Directivs utilize a fbrmat string which appears much like the format strings of the C programming e

language. In this language, only the %s conversion type is vali~ i.e., %d %x %Uare not supported an~ if
included in a fonna~ produce an error. Any number of %s conversions ean appear in a format string.
This is the way in which data from the client program is passed onto the application.

The parameters in a direetive statement can be a simple string or the name of an environment variable.
Environment names utilized get their values from the COMWD:run messages ihm a client. In the
example below, variables A B, and C get values 1, 73, and 88X. All values are string values. Example:

copCOMMANDlaciuil xpvA=l IB=731C=88)([...>

Following is a table of directives in the comman d server language:

Directive Pufpose------------------ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . -----------
site Define the name of a site
exewtable Define name of exewtable file
direetory Define default directo~
password Define passwod
outfiie Name the stdoutfile
etille Name the stolenfile
argument Speeify a command line argument
environment Specify an environmentvariable
file Open and write a file
put Put reeod into opened file
allow Allow access by ctient
deny Deny aooess by client

Three methods have been provided in the eoremand server configuration language for copying input
parameters to the applieatiom argume~ environment and file/put. Argument generates an application
command line argument. Environment mates an environment variable that then gets duplicated in the
application. File and put create a file that can be read by the application.

4.2.5.1 Site Directive

The site directive defines the name of the site. This site name is then utilized in SITE blocks to
conditionalize other blocks.

The site directive is only valid inside a HOST block. Example:

#
[HOST virus locuststemblor mirage]
site PNL
[END]
#
[HOST cemsuntcemsun]
site UTAH
[END]
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#

[SITE PNL]
environment DATAPATH /files3/homefiemis/data/pnl/
[END]
[SITE UTAH]
environment DATAPATH Kllesl/home/femis/data/utah/
[END]
#
@3NTRYxyz]
...

a~ument %s DATAPATH
END]

Note: The s&ne thing could be accomplished by using only the HOST block. However, SITE
provides a convenient shor@and way to group a list of hosts that exist at the different
CSEPP sites.

In the example above, the environment variable DATAPATH is changeddepending on site value. Placing
the definition of DATAPATHoutside the ENTRY blocks helps to decrease the amount of configuration file
code necessary.

4.2.5.2 Executable Directive

a The executable direetiveprovides the command server daemon with the executable filename. Possible
formats are

executable file-name
executable forniat parameter-list

where file-name is an absolute. Only string data type is supported-no integer or floating data.

Format is a cmdseiv allowed format (see above). Pammeter list is a list of internal environment variable
names. The number of environments in the list must match the number of %s designators in the format
string.

The executable direetive requires that the environment variables used to generate the file name must be
internal only. For this directive, external (client) environments are not allowed. The ccxmnand server
daemon does not allow the client to override the value ofa previously specified environment if that
environment is then used in the name of an executable, which would constitute a significant seeurity hole.
Examples:

executable /home/femis/bin/import.sh

environment EXEPATH /home/femis/bin/esirn/

a

executable %s/import.sh EXEPATH
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In the examples above, the first example is valid because it is static and does not involve enviromnents. *

The second example also is vali~ provided the client does not override the value of environment
EXEPATH.

4.2.5.3 Directory Directive

The directorydirective provides the command server daemon with the path to use for current directory
prior to running the application. See chdir(2) man page. Possible formats are

direetorypath-name
directoryfommt parameter-list

where path-name is an absolute. Only string data type is supported-no integer or fkxating data.

Format is a cmdsew allowed format (see above). Parameter-list is a list of environment variable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of %s designators in the format string.

If cmdsavd esnnot set directory to the specified patlL it returns an error message to the clien& and does
not run the application.

4.2.5.4 Password Directive

The passwod directive provides the command server daemon with the password to use for this
application. The password string ean be blank. If the passwoni directive is omitt~ it is assumed to be
blank. A blank password means that password checking is not performed in cmdservd prior to running
the application. Possible formats are

passwoti password-string
passwordformat parameter-list

where password-stringis the fidl password specification. Only string data type is supported-no
integer or floating data.

Format is a emdseiv allowed format (seeabove). Parameter-list is a list of internal environment variable
names. The number of environments in the list must match the number of %s designators in the format
string.

The pesswoti directive requires that the environment variables used to produce the password string must
be internal only. For this directive, external (client) environments are not allowed. The command server
daemon does not allow the client to override the value of a previously speeified environment if that
environment is then used in a password directive, which would constitute a significant security hole
beeause the client could specs its own password.

a
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9)
If the password directive specifies a non-blank string, cmdsewd then requires the client to send a
password string in the COMMAND message. That password must match the one generated in the
passwod directive. Ifa match is not
not run the application. Examples:

passwonl georgewashington

passwoti Elisabeth-2

environment SPORT Baseball

realize~ cmdsewd returns an error message to the clien~ and does

envkonment TEAM SeattleMarfners
environment PLAYER KenG~Jr
password %s-%s TEAM PLAYER

The first and second examples specify valid passwords because they are static and do not involve any
environments. The third example also is vali~ provided the client does not override the value of
environments TEAM or PIAYER.

4.2.5.5 Outfile Directive

The outfile directive tells the canmand server daemon the filename of where to write the application’s

m
standard output. If no /path is included in the outfiledirective, the file will be written to the deikult
direetory.

Yfoutfde and enfile spec@ the same string, only one file is created and stdout and stdem point to the same
descriptor.

Possible formats are

o~lle file-name
outfile fownat parameter-list

where file-name is a Ml or partial file specification. Only string data type is supported-no integer or
floating data.

Format is a cmdservallowed format (seeabove). Parameter-1istis a list of environmentvariable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of %s designators in the format string.

4.2.5.6 Errfile Directive

The etille direetive tells the command server daemon the filename of where to write the application’s
standard error. If no /path is included in the etile direetive, the file will be written to the defludt
directmy.
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Ifetiile and outfile specfi the same string only one file is created and stdout and atderr point to the same e

descriptor.

Possible formats are

en-filefile-name
enfile format parameter-list

where file-name is a Ml or partial file specification. Only string data type is supported-no integer or
floating data.

Format is a cmdsew allowed format (seeabove). Parameter-Iii is a list of environment variable names,
which may be internal andor external (client generated). The number of environments in the list must
match the number of ‘Asdesignators in the format string.

4.2.5.7 Argument Directive

The a~ument directivetells cmdsewd to copythe directive parameter(s)to the application’s command
line arguments in the order given. See execve(2) man page. Possible formats

argument argument-string
argument format parameter-list

where aigument-string is one full argument in string format. Only string data type is supported-no
integer or floating data.

Format is a cmdsew allowed format (see above). Parameter-list is a list of environment variable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of %s designators in the format string. Examples:

argument -x
argument inputfile.dat
argument %s-%s TEAM PIAYER

4.2.5.8 Environment Directive

An environmentdirectivetells cmdsefvd to define an environment variable in cmdseivd process space.
Seesetenv(l) and@env(3) man pages. Environment variables can be used to generate the other
application attributes, i.e., arguments, directory, file names. Environment variables also are inherited by
the child process, and thus can be used to transmit data to the application.

In some cases, this method of transmitting input parameters to the child has an advantage overusing the
a~ument directive. Those situations include when security is an issue, beeause using UNIX can make
arguments visible via the ps command.

m
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Possible formats are

environmentenv-name env-vaiuestring
environmentenv-name format parameter-list

where env-name is the environment variable name. Env-value stringis the environment variable

value. Only string data type is supported--no integer or floating data.

Format is a cmdsew allowed format (seeabove). Parameter-list is a list of environment variable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of %s designators in the format string.

Note:

Examples:

Environment variables subsequently used in executable or passwod directives, which
are ai%&tedby the client message, are not allowed. The command server daemon
teminates the entry and does not run the specific appficatio~ because to do so would
constitute a security hole. In other words, the client ean not speci~ its own password nor
its own executable file. Only the configuration file can do that.

environmentOpTION -X

a

environmentSPORT BBail
environmentTEAM ChicagoBulls
environmentPLAYER Jodan
environmentTEAMPL4YER %s.”As TEAM PIAYER

4.2.5.9 File Directive

The file directive instructs cmdsewd to create and open a new file to reeeive records. Records are written
to the file via the put directive.

Possible formats are

file file-name
file format parameter-list

where file-name is either a M or partial file specification. Ifa relative file name, the deiludt
directory is utilized as the starting point.

Format is a cmdserv allowed format (seeabove). Parameter-list is a list of environment variable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of %s designators in the format string. Examples:

@

file Ihometfemisluserlevlogll00007451eOl
file /home/femis/userlevlogJ%sle%s/pfCASE EXER
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In the first example, the file directive uses a fill path specification involving no variables. The semmd
example utilizes two variables CASE and EXE~ assumed to be sent by the client.

A command server configumt.ion file entry can utilize multiple file directives, in which case multiple files
are created.

4.2.5.10 Put Directive

Theput directive instructscmdsewd to copy one record into the file created and opened by the most
recent file directive.

Possible formats are

put recmi-text
putformat parameter-list

where record-text is the actual and fill record text to be copied into the currently opened file.

Format is a cmdserv allowed format (seeabove). Parameter-list is a list of environment variable names,
which may be internal and/or external (client generated). The number of environments in the list must
match the number of YOSdesignators in the format string. Examples:

put The quick brownfox jumped over the lazy dog.”
@ %s-%s CASE E)(ER

environmentANIMAL elephant.
put “The quick brownfox jumped over the %s.”ANIMAL

The first example copies a fixed static string into the file. The second utilizes a format string and two
enviromnent variables. The third example uses a quoted string as the format and one environment
variable. The ANIMAL value could be provided in a message from the client.

4.2.5.11 Allow Directive

A description of the allow directive is also included in ACCESS block documentation. Combinations of
allow and deny can be used in ACCESS and ENTRY blocks to describe the permitted users of the
command server.

Syntax of the allow directive is the keyword allow, followed by an II?address or subne~ followed by an
optional subnet mask followed by an optional comment.

Format of IP address and subnet mask currently is four decimal numbers, in the range O-255, separated by
decimal point. Allowed IP ad&ess elements are O-255.
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e
Allowed IP mask elements are 0,128,192,224,240,248, 252,254, and 255. Subnet mask must be in
the format 255...XXO.,..., where 255 can appear one, two or three times; Ocan appear one, *o, or three
times; and XXX(not Oor 255) can appear only onetime. Examples:

allow 0.0.0.0 # world
allow 130.20.0.0 255.255.0.0 # pnl net
allow 192.101 .108.0 255.255 .255.0 # pnl-remote
allow 130.20.92.131 #workstation
allow 201.8.44.64255 255.255.224 # subnet

4.2.5.12 Deny Directive

A description of the deny directive is included in the ACCESS block documentation. Combinations of
allow and deny can be used in ACCESS and ENTRY blocks to deseribe the permitted users of the
canrnand server.

Syntax of the deny directive is the keyword allow, followed by an IP address or subn~ followed by a
subnet maslq foIlowed by optional comments.

Format of IP address and subnet mask currently is four decimal numbers, in the range O-255, separated by
decimal point. Allowed IP address elements are O-255.

0 Allowed IP mask elements are 0,128,192,224,240,248, 252,254, and 255. Subnet mask must be in
the format 255...XXO.,..., where 255 ean appear one, two or three times; Oean appear one, *o, or three
times; and XXX(not Oor 255) can appear only onetime. Examples:

deny 0.0.0.0 # wortd
deny 196.104.8.0 # subnet
deny 130.20.92.87 #workstation
deny 201.8.44.32 255.255.255.224 # subnet
deny 201.8.44.96 255.255.255.224 # subnet

4.3 cmdserv - FEMIS Command Server Test Client (UNIX)

4.3.1 Synopsis

cmdsew [-v] [-h] [-D] [-u] [[lPaddr]

4.3.2 Availability

[hostname]][poti]

Program cmdsew is a test client for use with the FEMIS eornmand server daemon cmdservd. The
eornmand server, test client and related flea are delivered in the FEMIS distribution tar file on magnetic

a

tape or CD. The default locations for these files are /home/femis/bin and /home/femis/etc on the FEMIS
UNIX data sewer.
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4.3.3 Description

FEMIS utilizes remote command servers, executing on a UNIX host computer in order that PC
workstation users ean launch large mathematical modelkimulation codes, which on the PCs either could
not be run at all or would require an unreasonable amount of time and resourees. These include the
Evacuation Simulation (ESIM), a module in the Oak Ridge Evacuation Modeling System (OREMS).

The command serviee consists of a client and server. The client runs on a Windows NT workstation. The
server runs on UNIX and is capable of spawning processes at the request of a remote client.

‘Ilk program is a client for use on the UNIX platform. Its purpose is mainly for testing the command
server, for testing of new con.figuration file scripts, and for testing exeeutables.

4.3.4 Options

The command sewer test client -v option produces a listing of current version information. Example:

virusOAerndsew -v
emdsew version 1.0-Wed Feb 1414:41:00 PST 1996

The emdserv-h option produces a help listing:

virus% erndsew -h
usage: emdsew [-hvD] [lPaddr I host][port]

-v .

-h i
-D :
Ipaddr :
host :
port :

display versioninfommtion
display help messages
use unregisteredsefvioe port (9015)
host 1Paddress, e.g., 130.20,92.87
servets host name, e.g., eemsun
protocolor sewiee pmt. e.g., 9015

The emdserv-D option turns on diagnostics.

Normally, the destimtion port is 9015, the standard serviee port for the FEMIS eonunand server. Certain
testing activities may require changing the adserv port number, thus the option to place it on the
ecmunand line.

The dednation host must be specified either as an IP address, or as a host name. One or the other must
be speeifi~ but not both. The local host can be designated as the command server daemon by including
minus sign (-) in place of the IP address or host name. Examples:

virus’Yoemdsew locusts
virus?40erndseiv w“rus
eemsun% emdsew teemsun
eemsunOAemdsefv eemsun
virusYOemdsetv -
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virus% Crndserv130.20.92.87
locusts% Cmdsew 130.20.28.43

4.3.5 Installation

Seethe cma%ervd(l) mau page.

4.3.6 Protocol

See the cma%ervd(l) man page.

4.3.7 Operation

Run the command service test client by entering crndsew. Cmdserv first tries to connect with the
canmand server daemo~ Cmdservd. Generally, any I/O error during execution of the test client will
cause it to terminate. The possible errors during client operation are

cmdsetw create socketfailed: PERROR
- Call to socketo libraryfunctionto create a socket failed with the error indicated.

crndseiw convert 1Paddress failed: PERROR
- Call to inet_addro libraryfunctionfailed with the error indicated.

cmdseiw HOST - unknownhost PERROR
- Call to gethostbynameo libra~ functionfailed withthe indicatederror.

cmdsem HOST-OR-1P - connect failed: PERROR
- The connecto libraryfunction call failed because of the indicated emor.

cmdsew. HOST-OR-1P - can’t get socket info:PERROR
- Call to getsocknameo libraryfunctionfailed because of the indicated error.

cmdserw read failed: PERROR
- Call to recvo libraryfunctionto receive a message on a socket failed with the error indicated.

cmdse~ send failed: PERROR
- Call to sendo libraryfunctionto transmit a message on a socket failed with the error indicated.

where HOST-OR-1P will be either the desdnation host name or the destination IP address depending
on how the command line was entered. And PERROR represents an error message returned from
perroro.
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Action

Prior to entering anythin~ wait for the server and client hello messages to be exchruiged. Cmdsew
displaystwo to three messages. Example:

Received

copMISCINFO]
programargv
programargc
currentdir
eonfigfile
daemon uid
getpeemame
getpeemame
etientport
ctienthost
client Ipadd
hwid number
sewer key
client key
processid
parent id

..

..

.

..

..

..

.

.

..

..

..

.

.

.

cmdsemdl
Ii
/filesO/home/tanyg/femis/cornmand/log\
LNullwl
1033 I
clen: 161
gprc: Oj
23771
hattrick.pnl.govl
130.20.92.871
82145C571
Uulml
UnullWl
103321
146>

Received

<opSVRHELLOlF2BBE2471— ~i

Sending

<op:CLIHEUOl—l— Imo:alerttest>

Action

At this poin~ enter one of the following:

runX : runs entryX from configurationfile
status : returnsstatus of currentapplication
kill : killsthe ourrent application

After entering run X, omdseiv prompts for a password.

Password

Either enter the password required by the configuration file or just enter return if none is required. Also
see the configuration file cmdrerv.conf(5) man page.
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Cmdserv next prompts for any number of parameters. Parameters must be of the form
VARIABLE=VALU~where .VARIABLE is the nameof a variable in the command server, and VALUE is
the value to be assigned.

Note: All values are string values. Numeric, integer, or floating point data is not supported in
this implementation.

Once all parametm have been enter~ type return or ‘D.

As soon as the command server processes the command and starts the application it sends a message
back to cmdsenf, which is displayed:

Received

copREPLY[caeWe TIMESTAMP PROCES-

where TIMESTAMP is a 10 chamctertime stamp,e.g., 9602071334, and PROCESS is the PID of the

child process.

While the application is executin~ entering status returns status of the application process. Once the
application has te~ the command server sends an alert message and emdsew displays:

Received

copALERTlrcfinish TiMESTAMP PROCESS

where TIMESTAMP and PROCESS arethe sameas above.

Now enter anothercommandor exit via “C or ‘D.

4.3.8 Messages

Any of the possible command server daemon (emdsewd) error messages and reply messages can be
received in the test client and thus be displayed on its stmdard output. Seethe cmu’servd(~)man page.

4.3.9 Configuration File

See the cnu&erv.conf(5) man page.

4.3.10 Service Port and Name

The emdsew service port number currently is 9015. The short name is femis-emdsew or fkxndsw.
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4.3.11 Files

Files utilized during the imtalldon and execution of the FEMIS command server include

/home/femis/bin/cmdsetvd daemon executable
/home/femis/etc/cmdsew.conf mnfiguration file
/homeJfemis/bin/cmdserv test client (UNIX)
/etc/sewices service poetnumbers
/etc/inetd.oonf intemet daemon oonfig
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5.0 FEMIS Met Application

The FEMIS Met (meteorological) application can obtain Met data in two ways. Met data is transferred
from EMIS to FEMIS using the FEMIS Data Exchange Inter&x (DEI). The second method is to use the
FINIS Met Injection tool.

5.1 Met Input Using the FEMIS DEI

The FEMIS DEI automatkdly acquires operational Met data from EMXSand places it into the FEMIS
Met tables. The DEI can also be configured to send a copy of the operational Met tiormation into a
specified FEMIS exercise. The option to store a copy of operational Met data in a selected exercise in not
enabled when the DEI is installed at a site. This reduces the amount of disk space needed to store Met
data and allows the site ~ r to only get a copy of operational Met data when it is appropriate,
such as during an exercise.

5.2 Met Input via the FEMIS Met Injector

5-1

FEMIS has a stand-alone Met Injection tool that allows a privileged user to enter operational and/or
exercise Met values into the FEMIS Met tables. This tool is expected to be used by a controller to input
the specific Met w@es needed an exercise. A description of how this tool works is available in the
FEMIS filp.



6.0 FEMIS Contact Daemon

All nehvork communication servers in FEMIS utilize the standard registered service port for making
contact between all clients and all servers. By register~ we mean that the FEMIS project has requested
registmtion for and received notification of a single TCP/IP service port fkom the Internet Assigned
Number Authority (IANA). The name registered and port assigned are femis 1776.

To implement the registered FEMIS seMce port on a server, the line femis 1776 has beenaddedto the
/etc/seivices file. Doii this tells inetdthat any incoming connectionrequestdirected to port 1776 is
intended for one of the four FEMIS server daemons: meg notificatio~ comman~ or monitor.

Upon receiving a connech“onrequest on port knis 1776, inetd forks and executes the femisd prw the
FEMIS contact protocol daemon. The only job of femisd is to figure out which of the fu service
protocols the client application needs. This is done by reading a single message from the client. That
message contains the requested protocol name and a list of parameters. femisd then executes the correct
protocol handler and passes control to it. All communication with the protocol handler then takes place
over the socket established in inetd.

6.1 Message Format

The message format which clients utilize to communicate with femisd is <pro:PlenvElaQ:* where P is
the protocol name, E is an environment specification and A is an argument specification for the process
to be executed. The femisd message can contain any number of environment and argument messages.
Environment specifications are used to modify the process environment prior to calling the protocol
server. Arguments are passed to the protocol server on the command line.

6.2 Configuration File

This section discusses the format of the fem”~ configuration file.

The contact daemon configuration file defhult location is /home/femistetdfemisd.conf. This canbe over-
mmand line option.ridden by the -conf 4il* co

Any line startingwith a # is a commentline.

A line debuglevel NUMBER specifiesthe level of debug output in the log file /home/femis/log/femisd.log.
NUMBER is O, 1,2, or 3. The value Ois the leastverbose. The value 3 is the most verbose. Use the
higher values of debuglevel only for debugging and diagnostic. Using debugievel 3 fills up the disk
quickly.

A line PROTOCOL EXECUTABLE OPTIONS is the way to spec~ an interfhce to a protocol handler.
Presently there are protocol handlers for command server, FEMIS monitor daemo~ and notification
server. The names are cmdsewd, femismond,and fxnotify.
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PROTOCOL arenumbers usually in the range 9000-9999. These are not port numbers. The port number
is always 1776. Protocol numbers are the same numbers as were port numbers in ali previous FEMIS
releases. Thus, continuity in ccmnnand line formats has been retain~ greatly simplifying
implementation. IMunple: normal notification protocol numbers are in the range 9020-9034.

EXECUTABLEis the fidl executable pathhmne to the protocol handler. Ewunple: normal notification
protocol handler is /home/femis/bin/fxnotify.

OPTIONS is a list of special command line switches. They are

OPTIONS striqj < %N - %P %C %J -H ‘AH > is currently included on every line in the femisd

configuration file. These speci@ program name, protocol number, client h@ client port number, and
home directory.

Option%N is substitutedfor by the femisd program name string.

Option%V is substituted for by the fem”~ version number string.

Option%H is substituted for by the home directory string.

Option%U is substituted for by the UID code of the femisd process.

Option%A is substituted for by the architecture string from uname.

Option%M is substituted for by the machine type string iiom uname.

Option%S is substituted for by the host name of the server.

Option%C is substit@d fix by the host name of the client.

Option%1is substitute for by the IP address of the client.

Option%J is substitute for by the client port number of the client.

Option9’oRis substituted for by the process id number of the FEMIS process.

Option%P is substituted for by the protocol name part of the message.

Option%D is substituted for by the current date in YYYYMMDD format.

Option%T is substituted for by the current time in HHMMSS format.

Option%F is substhuted for by the fill time stamp in YYYYMMDDHHMMSS format.
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Option %E(V) is substituted for by the value of environment variable is V.
Note: The %D and %F format are both Year 2000 compliant. The ptupose of these and other

options is for creating unique and diHerent log filenames fkom parameters readily
available to the femisd program.
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7.0 FEMIS Data Exchange Interface (DEI)

The FEMIS/EMIS Data Exchange Interhce (DEI) system is used to support the trausfer of data from
EMIs to FEMrs.

The FEMIS/EMIS Data Exchange Interfhce system consists of one main program (femisdei) for
processing data sent from EMIS and a utility program (fprofdei) for mhtabing the enerypted password
file for File Transfer Protocol (FIT). Both programs run on the FEMIS onpost UNIX emnputer, the
former usually as a background process.

From the EMIS perspective, IBS and FEMIS are essentially indktinguishable. The files are sent from
E.MIS via FIT to an Internet Protocol @) address and some files come back from them in a particular
direetory. At mc@ two changes need to be made to EMIS, both on the UNIX computer.

1. The setup.ini file may need to be changed to spee@ the EMIS UNIX user account for incoming files
(and the aeeount created ifit does not exist). The recommendation however, is to continue using the
current account used for communicating with IBS.

2. The template file in the EMIS UNIX user’shome dmetory needsto be changedto point to the new
~ address,l?ENIIS~ user WCOU@and p=SWOrd.

EMIS will then communicate with FEMIS instead of IBS.

7.1 Software and Hardware Components

7.1.1 Sottware Components

. FEMIS/EMIS Data Exchange Interfaee program - femisdei

● FEMIS/EMIS FTP Profle Manager – fprofdei

7.1.2 Hardware Components

. FEMIS onpost UNIX computer

. EMIS computers @C and UNIX)

7.2 Program Detail - femisdei

7-1

The femisdei program processes files reeeived from EMIS in a manner similar to the EVENT program in
IBS. It is a PRO*C program which eonneets to an Oracle &abase and loads data into various tables.
The program has three distinct phases of operatiom startup, processing loop, and shutdown.
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7.2.1 Startup Phase
a

Duringthe startup phase, the program sets some defiudt eon@uration items, processes the configuration
file and overrides the defiudt setup, and then processes the ecmunand line options which override all
previous seUings. If everything is working so fhr, it connects to the Oracle &abase. Ifable to Connex it
then checks to see ifthe specified FEMIS exercise exists. Ifno~ the program displays a warning message
and continues. TheIL if you want it to nm as a background process (the -clone command line option or
the CLONE configuration file option) like it normally does, it moves itself into background.

7.2.2 Processing Loop Phase

Ne@ the program begins the processing loop, where it waits for a transfix list file, xfedist.d~ to appear
in the /home/femx direetq. When the file appears, FINIS DEI moves the EMIS files to the ‘%om”
direetory, reads the header, and determines whether the accompanying files are real or exercise data. It
reads and processes the entries one file at a time, sends notifications of new data to the FEMIS
Notification server via the fev client and sendsa KEY.DAT file back to EMIS using FTP to acknowledge
receipt of the files. Then it waits fir another transfer list file.

Generically, processing a data file consists of

1.
2.
3.
4.
5.
6.
7.
8.
9

Reading the file header
Adding an entry to the FEMIS journal that the file was received from EMIS 9
Reading the data in the file
Converting the data into FEMIS terms
Putting the results into the Oracle tables
Adding entries to the FEMIS journal that the file was successii.dly processed
Adding entries to the notification list
Adding an entry to the acknowledgment key list
Sending the acknowledgment back to EMIS.

EMIS can send many types of files, but femisdei only loadsthe data in a few of them. These are
NOTIFY.DAT, D2iNPnnn.DAT, WORKPLAN.DAT, and WEATHER.DAT. A KEY.DAT file with a Please
Echo key or a PAR key wilI also be processed properly. All files from EMIS will be acknowkxlg~
though the files that femisdei ignoreswill always be said to be OK (DATA_OK). The other files mayor
may not be OK basedon the contentsof eaeh file.

NOTIFY.DAfi Ifthe tmusfer includes a Notification file, femisdei processes it first. It reads the entire
file and then determines whether this is a new even$ an update to an existing eve@ or closes one or all
EMIS events.

To determine if one or more EMIS events are to be closed, the END EVENT Classificationis usedto close
the specified event and END AU OPER EVENTS or END AU E)(ER EVENTS is used to close all EMIS
events. If only closing a single event then the event in FEMIS with the same EMIS Event ID is ended.
Otherwise all EMIS events in FEMIS in the proper mode (operations or exercise #n) are ended. 0
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The new versus update notification is determined by looking at the EMIS Event ID and the Notification
Reason field. Ifthere is an event in FEMIS with the same EMIS Event ID, thenthis is an update.

Otherwise, it is a new event. Then get the currentoperationalD2PC case from the Local Config table.
N* add a record for the event to the CSEPP Accidenttable. Thez ifit is an update notification change
the Chemical Accident or Inadent (CAI) Status Code flag for all previous records for that eve@ leaving
just the new record as the current one.

D21NPnnn.DA~ After processing the notification file, femisdei processes the D2PC input file, if sent.
Firs& it calculates the D2PC case number by extmctm“ g it from the name of the file (the nnn). Then it
renumbers or deletes any D2PC cases in the database which have the same D2PC case number. (The first
available number greater than 1000 is used). If the FEMIS Work Plan points to an old D2PC case with
that number, the program makes it point to the new D2PC case. Then it adds an empty record in the
database for the new D2PC case. N-it processes the file, loading the values into the various D2PC
tables. Ifthe D2PC case is a red one (not Reference or what-~, then it updates the Local Config table to
point to the new D2PC case. (In other words, the D2PC case sent from EMIS becomes the current
operational onpost case in FEMIS.) Next it copies the Operations record in the Local Config table to the
OperOnpost record. Then it updates the SendOffpost@ in the Val Listtable. Finally, it adds an entry to
the Case Management table for the new D2PC case.

WORKPLAN.DA~ For each activi~ in the WORKPLAN.DAT file, FEMXS DEI reads the data fim the
file and adds an activity record to the FEMIS database. A number of the fields in this new activity record
will be missing tiormation because that information is not supplied by EMIS. A Local ID/MCE may be
created. Local ID/MCEs are based on D2PC source term informatio~ but the WORKPLAN.DAT file
only specifies agent and munition. If no I.mealID/MCE existswith the specifiedagent and munitiorq then
anew Local ID/MCE will be created. When it is done processing the file, it sets the new Work Plan as
the operational Wo* Plan.

WEATHER.DA~ For each entry in the Weather file, it reads the recor~ finds the tower name associated
with that tower ID, makes all current meteorological records for that tower not curren~ and adds the new
recor~ making it current.

Note: The current datdtime is us~ not the datehime the reading was take% since the latter is
not really supplied by EMIS.

7.2.3 Shutdown Phase

The fhi.1 phase, shutdown, usually will not occur. In ~ it cau only occur if you run femisdei in One
Pass mode, if you “kill” it with the kill file, femisdei.kil,if Oracle goesdo% or if femisdei crashes.The

kill file causesfemisdei to shutdown nicely, committing all outstanding &tabase updates and
disconnecting from Oracle. While you can use the UNIX kill-9 command it simply stops femisdeidead
in its tmcks aud does not force database commits or the &tabase disconnect to occur-two things could
happen that you do not want to happen. F- not all the data from EMIS will be saved in the Oracle
datdase. SeconA the Oracle connection may not immediately go away. This could prevent femisdeior
other programs that access Oracle from getting a connection. Therefore, to stop the femisdel pro-
always use the femisdei -kill option.
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7.3 Program Detail - fprofdei

The fprofdei C program is used to maintain the FTP profile file. This file is usually named
/home/femis/etc/femisdei.pti. It containsthe hostname,username,and enerypted password for the EMIS
UNIX computer to which fem”dei will send acknowledgment files via FTP. It is analogous to the
template file that EMIS uses to transfer ties to I13Sor FEMIS.

7.4 Configuring the Programs

The FEMIS UNIX Installation scripts configure DEI automatically, you should not need to do anything.
However, if you do need to configure the programs, the following procedures detail the configuration
procedures for the femisdei and fprofdei programs.

7.4.1 Configuration - femisdei

The femisdei program reqkres the following direetory structure

/home/femislbin - direeto~ for executable
Ihomeifemisktc - configurationfiles
/homelfemis/log - log files
/home/femx - inmming files from EMIS
/home/femx/dei/send- outgoingfiles to EMIS
/home./femx/dei/from- saved files from EMIS

Note: ALL of the above directories are configurable, but this is the recommended setup.

The UNIX progmms and support files are in the indicated locations, which is where they are placed when
loaded *m tape.

/home/femis/bin/femisdei - executable file
/home/femis/bWfprofdei - executable file
/home/femis/ete/femisdei.cfg- configurationfile
/home/femis/ete/femisdei.prf - configurationfile

7.4.1.1 femisdei UNIX User Account

femisdei requires a UNIX user account fir reoeiving files from EMIS. The recommended setup is:

● Username is femx.

. Home directory is /home/femx.

7-4
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●

●

Directory structure is

ihomeffemxf
/home/fernx/deilfrom
Ihomeifenvddeilsend

The femisdeiprogram must be able to read and write to all of the directories.

7.4.1.2 femisdei FTP Profile File

The femisdd program requires an FIT profile file, usually named /homeffemis/etc/femisdei.prf. It is
maintained with the fprofdei utility, which you should refer to for more tiorrnation.

7.4.1.3 femisdei Configuration Pile

The femisdei program requires a conf@ration file, usually named /home/femis/ete/femisdei.ofg. This file
is automatically configured during installation but you may need to clumge it later. -en~ lines
(blank or beginning with #) are ignored. Refer to the sample configuration file in Table 7-1 at the end of
this section.

PATH (recommend /home/femis/bin:/usr/bin):$ORACLE_HOME/bin
UNIX PATH environment variable. Should be set correetly before femisdei starts.

ORACLE-SID
UNIX OraeIe environment variable. This variable should be set correctly before femisdei starts.

ORACLl_HOME
UNIX Oracle environment variable. Should beset eorreetly before femisdei starts.

ORACLE_BASE
UNIX Oracle environment variable. Should be set correctly before femisdei starts.

DEIPATH (reeommend /home/femx/deU)
Top-level directo~ under which the from and send directories must be located and where femisdei

puts files from EMIS or files it sends to EMIS. Make sure to include the slash(/) at the end. It ean
be overridden with the dei <path> command line option.

EMISPATH (recommend /home/femx/)
Home direetoxy of the femx user, and direetory where EMIS put its files. Make sure to include the
slash ( / ) at the end. It can be overridden with the -ep <path> command line option.
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PROFILEFILE (recommend /home/femis/etc/femisdei.prf’)

Name of the FTP profile file which contains the hostname, username, and encrypted password of the
EMTSaccount to which femisdei will FIT fles. It can be overridden with the -pf <fn> command line
option.

HALTFILE (recommend /home/fmis/log/femisdei.hit)
Nsme of the halt file which will causefemisdei to halt. When the file disappears,femisdei will

continue processing. This is also the file that gets created with the femisdei -halt command.

Note: Ifthe file exists when femisdei star@ it will halt.

KILLFILE (recommend /home/femis/log/femisdei.kil)
Name of the kill file that will causefemisdei to exit gracefully. This is also the file that gets created
with the femisdei -till command.

Note: Ifthe file existswhen femisdei starts,it will immediately exi$ deleting this file.

LOGFILE (recommend /home/femis/log/femisdei.log)
Name of the output log file. It can be overridden with the -log <fn> or -nolog command line options.

FEVHOST, FEVPORT
Name of the FEMIS UNIX onpost computer and port number for use by the fev client for sending
notifications of new data to the FEMIS Visual Basic applications. It can be overridden with the -fev
<host> cpo~ command line option.

FTPHOST, FTPUSER, ~PPATH (recommend ./)
Name of the EMIS UNIX computer, username, and path where femisdei will FTP files. It can be
overridden with the -ftp <host> <use* <path> canmand line option.

EXERCISE
Exercise number into which exercise data from EMIS will be loaded. The exercise number does not
necessarily have to be a valid exercise in FEM.IS-the data will be loaded anyway. It can be
overridden with the -exercise <n> command line option.

SLEEP (recommend 1)
The time interval that femisdei waits between checking for the xfedist.dat file from EMIS. It should
not be more than 10 seconds. It can be overridden with the-sleep <second= command line option.

DAIINT (recommend 60)
The number of sleep intervals the femisdei should wait before checking for data acknowledgments to
be forwarded to EMIS. The period of data acknowledgment checks maybe calculated by multiplying
the SLEEP and DAIINT vehws. For example, if the SLEEP perameter is setto 2 seconds and the
DAIINT is setto 30, then deta acknowledgments will be checked once every 2*30=60 seconds.

It can be overridden with the daiint <number sleep intewale command line option.
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DEBUG (recommend NODEBUG)
The debug mode, which controls the detail of messages Iiom femisdei. After you get femisdei
running properly, you should run in nodebug mode, which just liststhe name of each file from EMIS
as it getsprocessed. Debug level Ogives slightly more detailed messages, and debug level 2 gives
very detailed messages, which would be useless to anyone but the developer. It can be overridden
with the debug, debug 1, debug ~ and -nodebug command line options.

CLONE (recommend CLONE)
Controlswhether femisdei runsasa foreground or background process. For testing purposes, you
may want to run it in foregroun~ but that means when you want to logou~ the process will have to be
killed. Normally, femisdei should be run as a background process. It can be overridden with the
-clone and -noclone command line options.

CLEAN (recommend CLEAN)
Controls whether temporary files and files are deleted or left around. Eoth fev.csh and ftp.csh are
temporary files created and executed from the /home/femx/dei/send directory. ftp.csh containsthe
password for the EMIS accoung so the file should be deleted. That meaus that during normal
operations, femisdei should clean temporary ties. It can be overridden with the-clean and -noclean
command line options.

a SAVEEMIS (recommend NOSAVEEMIS)
Controlswhether files horn EMIS are saved by renaming them to include a time stamp, or whether
they are simply deleted. It can be overridden with the -saveemis and -nosaveemis commandline
options. If there is a problem with the EMIS to FEMIS intert%ce,then you should turn this option on.
Otherwise, turn it off and run DEI with the-purge option to clean out the directory.

Ifyou run DEI with the SAVEEMIS option turned o% then the horn directory will actually include the
date as part of,its name, e.g., /home/femxldei/frorn-l 998-10-31. The send directq will be the same
way. All files received fkomand sentto EMIS will be saved. However, the NOSAVEEMIS option
saves just the last set of files fkomlto EMIS and does not include the date as part of the directory
names. If you run DEI with the SAVEEMIS optio~ you should occasionally delete the old from and
send directoriesor they will fill up the list.

DOTZ (recommend DOTZ)
Controls whether dates are converted from local time to GMT. It can be overridden with the dotz or
-nodotz command line options. There is no reason you should ever need to use the -nodotz option. It
is only used for testing pwposes.

KEEPD2 (recommend KEEPD2)
Controls whether real run D2PC cases from EMIS which have the same number as the new case are
saved (renumbered) or deleted. It can be overridden with the -keepd2 or -nokeepd2 command line
options. If you want to keep real run, every case that EMIS sends, then use the -keepd2 optio~
bearing in mind that it will eventually fill up the database.
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KEEPWIFD2 (recommend NOKEEPVVIFD2)
Controls whether what ifD2PC eases from EMIS which have the same number as the new ease are
saved (renumbered) or deleted. It can be overridden with the -keepwifd2 or -nokeepwifd2 command
line options. Since what if easesgenemlly come from EMIS every fifteen minutes, it is highly

recommended that you use the -nokeepwifd2 option to avoid filling up your databse.

VVIFREPRUN (recommend NOWIFREPRUN)

Controlswhether what ifeases csn overswite “real run” cases from EMXSwhich have the same
number as the new ease to be saved. It is highly recommended that you use NOVVIFREPRUN to
avoid having what ifcases overwrite real mn eases.

DUPMET (recommend NODUPMET)
Controls whether Met data is duplicated to both real and exercise mode as it arrives for processing.
The DUPMET setting might be used ifan EOC needs to simultaneously run an exercise aud yet still
have live Met in real mode. For the sake of conserving database space, it is recommended that this be
set to NODUPMET unlessan exercise is being run requiring Met data.

NEWLOG(recommend NEWLOG)
Controls whether log messages are written to a new log file (seeLOGFILE) or appended to an existing
one when you restart femisdei. lt esnbe overridden with the -newlog or -nonewlog command line
options.

7.4.2 Configuration - fprofdei

The fprefdeiprogram requires no configuration.

7.5 Operation

The operating instructions for the femisdeiand fprofdeiprograms are discussed in the following sections.

7.5.1 Operation - femisdei

F* a configuration file is required. If you do not specifi one, the defhult is ./femisdei.cfg. Ifit doesnot
~ /home/femis/etc/femisdei.cfgis used. Ifthat file does not e- femisdei will not run. A properly
setup ecmfiguration file means that femisdeiam be run as follows:

% femisdei
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@ Note femisdei is normally started automatically when the system boots from /etcMt.d/femis,

Note: femisdeishould be manually restarted after any server time change.

7.5.2 Operation - fprofdei

The firststep when running fprofdei is deciding where you are going to put the FIT profile file. If you do
not spec~ the name of the file on the command line, it will creatc4mod@ the femisdei.prf He in your
current directory. However, the recommendedlocation is /home/femis/etc/femisdei.prf. If you put it
elsewhere, you must modifj the DEI configuration file, /home/femis/etc/femisdei.cfg.

Ne@ you need to know the hostname, username, and password of the EMIS UNIX account to which
femisdei will FI’P files. You can usethe sameaccount as usedby IBS, which is specified in the file
IEMIS$SYSFPOST-SYSTEM.DAT on the county VAX. The password in that file is not encrypted.

You are now ready to run fprofdei.

Note: fprofdei is automatically run during the FEMIS installation process by the FEMIS UNIX
InsWation scrip~ which creates the appropriate .pr file.

0
Syntax: fprofdei [-f <profiiefil@+]<hostnam- <usemame> [<passwod>]

where: <profilefile> = name of the profile file. If not specifia the defhult is Jfemisdei.prf. The
recommended name: /homeffemis/etc4femisdei.prf.

where: <hostname> = name of the EMIS UNIX computer

where: <Usemame>= usernameof the account on the EMIS UNIX computer

where: <password> = password of the account on the EMIS UNIX computer. If you do not spec@
~ you will be prompted.

Example:

fprofdei -f /home/femis/etclfemisdei.prftadsunl ibsxfer ibsx

The specified hos$ user, and password (encrypted) will be placed in the FTP profle file. If you run
fprofdei more than once for the same host and user, it will replace the earlier enlzy with the new one.

While the FTP profile file can have multiple entries, the femisdei program only uses the one entry which
corresponds to the EMIS host from which it receive files. It determines the EMIS host by extrahg the
name from the header of the transfer list file, xfedist.dat which accompanies all files from EMIS.
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7.6 DEI Troubleshooting

The troubleshooting instructions for the femisdei and fprofdei programs are discussed in the following
sections.

7.6.1 Troubleshooting - femisdei

For femidei, make sure

●

●

●

femisaccountis eared.

femxaccountis correct.

Oracle is accessible.

7.6.2 Troubleshooting - fprofdei

IfDEI does not add an entry to the recommended FTP profile file, /home/femis/ete/femisdei.@, checkthe
following:

● If you used the-f optio~ you probably did not speefi the correct filename.
I o

. If you did not use the-f optio~ then you were probably not in the /home/femis/etc directory when you
ran the program.
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Table 7.1. Ssmple femisdei.cfg File

#
# $Id: femisdei.efg,v1.15 1998/05/14 18:1252 femis Exp $
#=—------------ ---—--— --- ---—---------—--————-—-—-——-—.——--===— -—----—.—---—— —--—-—--—-

# Purpose:
# Configurationfile for FEMISDEI.
#
# For more information,seethe FEMIS System AdministrationGuide.
#
# Setup the followingenvironmentvariablesbefore runningFEMISDEI.
# ORACLE-SID
# ORACE_HOME
# PATH
# LD_LIBRARY_PATH
#=-------------— -—--- ---------z-—— ------- —--------------------—-— -—-—-— -------—-— ------- —-—------------ —-

#...Other settings
ORACLE_USER <db oode>/<db passwd>
DEIPATH JhomeJfernx/deil
EMISPATH Jhome/femxl
PROFILEFILE /home/femis/ete/femisdei.ptf
HALTFILE /home/femis/log/femisdei.hlt
KILLFILE /home/femis/log/femisdei.kil
LOGFILE /home/fem”@og/femisdei.log
FEVHOST temblor
FEVPORT 9021
FTPHOST temblor
FTPUSER emisx
FTPPATH .J
EXERCISE 1
SLEEP 1
DAIINT 60

#...On/Off settings
DEBUG ‘ o # [NO]DEBUG O-2
CLONE # [NO]CLONE
NOCLEAN # [NO]CLEAN
SAVEEMIS # [NO]SAVEEMIS
NONEWLOG # [NO]WVVLOG
DOIZ # [NO]DOTZ
KEEPD2 # pJo]KEEPD2
NODUPMET # [NO]DUPMET
NOKEEPVVIFD2 # [NO]KEEPWIFD2
NOVVIFREPRUN # ~O]VVIFREPRUN
NOEMISSITE # ~O]EMISSITE
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Table 7.2. fkmisdei Command Line Options

Use: femisdei captions...
-1 <configfile> s configurationfile name.
-o : zero pass (just show settings)
-v : show version of FEMISDEI
-v : show RCS version of FEMISDEI
-help : show help messages
-hatt : halt other version of femisdei
-kill : killother version of femisdei
-pu~e : delete saved files frorw’toEMIS
-[no]keepd2 : keep vs. delete existingD2PC cases [keep D2]
-[no]keepwifd2 : keep vs. delete exiting“what if’ D2PC case
-[no]wifreprun : allow What”~ cases to replace “run”oases
-[no]dupmet : duplicate Met in both exercise and real
-[no]dotz : convert times to GMT [convert to GMTl
-[no]onepass : one pass (process one file) [multi-pass]
-[no]cione : clone a backgroundprocess [do not cJone]
-[no]clean : cleanup temporary files [do not cleanup]
-[no]saveemis : save EMIS files [do not save]
-[no]emissite : use EMIS site oodes [do not]
-[no]newiog : create new log [appendto log]
-[no]log <10gfile : name of log file [no log file (soreen)]
-[no]debug <level> : debug level (0,1,2) [no debug]
-sleep cseconds : number of semnds to sleep
daiint <num sleep ite~ : num sleep iterationsbetween DAI checks
-exemise cnumbe~ : exercise number
-e <emis path> : directoryfor inoomingEMIS files

-; cprofilefile> : profilefile name
-fev <host> <poti : fev host pod
-ftp <host> <usm <path>: ftp host usemame path
dei <dei path> : toplevel directoryfor DEI output files
-ore <user/p~ : Oraole usemame and passwod



8.0 FEMIS Data Acknowledgment Interface (DA!)

The Data Acknowledgment Ink&we (DAI) sends data receipt acknowledgments from the of@ost EOCS
back to the onpost EOC fhxn which the data originated. It does this for all event notifications, D2PC
ease% work plans, and Protective Action Recommendations (PARs) that are sent fi-omonpost to o@ost
by writing an acknowledgment in the shared journal when the data actually arrives at eaeh ofl@mt EOC.
Thereliore, you em ver@ a particular piece of data arrived at a particular EOC by looking at the shared
journal within FEMIS.

IfEMIS is part of your site eonfiguratioq then these data acknowledgments are also fomvarded to EMIS.

8.1 Software and Hardware Components

The FEMIS DAI consists of the software and hardware components listed in the folIowing seetions.

8.1.1 Software Components

The FEMIS DAI consists of three soibvare components:

1.

2.

3.

The following are Oracle stored procedures in the onpost FEMIS database that alert DAI when the
datahasbeensent

p_insert-data-aek-d2
p_insert-data-aet_wp
p_insert_data_aek_event
p-insert-data-aek~r
p_insert_data_ack_rows

The Oraclejob (pkg_data_aek-queue. p-acknowledge) that is running in the onpostPEMIS database

acknowledges when the data aetwdly a.mivesat eaeh of@st EOC.

The l?EMIS/EMIS Data Exchange InterEwe program (femisdei) forwards data aeknowledgmentsto
EMIS. This mmponent is only needed ifEMIS is part of your site configuration.

8.1.2 Hardware Components

FEMIS onpost UNIX computer
EMIS UNIX and PC computers (optional)
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8.2 DAI Program Detail

Per the software components lisg DAI is made up of several interrelated pieeea or processes. Ifall the
processes are setup e.orreetlyat imtdation time, there should be no system ~ ‘onrequired for
DAI. However, the DAI processes will be deseribed here to allow a better understanding of the system.
If you are having trouble with D~ please see Seetion 8.3, DAI Troubleshooting.

The first step in DAI is to alert the databaw when there is data being sent tim onpost to o~os$ which
will require an aeknowledgment. This is done automatically within the FEMIS and DEI software by
calling one of the p_insert_data_ack_)ooocstored procedures at the time the data is being sent off@st.
Each of these stored procedures writes reeds in the data_aek table of the onpostdatabase. This
data_aek table sets as a processing queue, and unless data has been sent of@ost reeently, this table should
contain zero reeds. At the time data is sent o@~ there will be one reeord per o@ost EOC per item
of data inserted into this table. For example, if there are seven offpost EOCS and you just sent off a PAR
and D2PC ease, there will be seven reeds written for the PAR and seven more reeords for the D2PC
ease written to the data_ack table.

The next step in DAI process is for the Oracle job pkg_data-ack_queue. p_aeknowledge to wake up and ‘
check if there are any records in the data_ack table which need to be processed. If there are records, this
Oracle job will use the information contained in the data_ack table to remotely check the of@ost
snapshots for the data in question. If it finds that the data has indeed made it to the specific of@ost
snapshog a shared journal en~ will be added which states this on an EOC-by-EOC basis. If the data has
not made it to a particular EOC, a ecmnter will be incremented for that data_aek reeo~ and it will be
checked again the next time the Oracle job runs. Ifthe Oracle job runs six times, and still fails to find that
the data has been replicated of@osg then a shared journrd entry will be added saying the data did not
make it to the speeific EOC. The Oracle job runs once every two minutes.

The final step in the DAI process only occurs if the site includes EMIS in its configuration. At regular
intervals, the DEI will cheek if there are any data_aek entries that have been tagged as either arriving or
not arriving o@ost. Ifit ilnds any such entries, they are forwarded to EMIS in the key.dat file, and
deleted from the data_aek table. If there is no DEI in the site configuration then the data_aek reeords
will have already been deleted by the pkg_data_aek-queueu. p-acknowledge job. The Oracle job knows
whether there is a DEI in the site wmfiguration based on the dei_used flag in the EOC table. This flag
should be set at installation to either y or n. The interval at which the DEI cheeks reeds in the data-aek
table is controlled by the daiintparameter within DEI. The defh.ultis to check ewxy 60 seeonds. For
more information about this paraiheter, see Seetion 7.0, FEMIS Data Exchange Interfhee (DEI).

8.3 DAI Troubleshooting

Themost thorough way to test ifDAI is working is to send something such as a D2PC case, o~ost from
within EMXSor FEMIS, and then check the shared journal after a few minutes to make sure that the data
was aelmowledged at all of the of@ost EOCS. This process is the recommended check for new
imtdations.
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Another way to check is to deternine tithe AutoRecovery proms is reporting any DAXerrors.
Assuming DAI was configured correctly at indlatio~ this would be all that you need to check. This
same information may be gathered by using FWATCHon the PC.

Below are some troubleshooting cheeks you might make at installation and some others for day-today
operations.

8.3.1 Troubleshooting at Installation

The database needs to include all of the following packagedprocedures:

p-inseti-data-ack-d2
p_insert-data_aek-wp
p_inseti_date_aek-event
p_insert_data_aek_par
p-inseti-data-ack_rows
pkg_data-ack_queue

If you are not sure if these are really loade~ you may get into SQLPIUSfor the onpost EOC and issue the
following query

select distinctname from all-source;

All the names listed above should be included. If they are n@ you will need to run the scripts to crcatc
them. These scripts should be found in the onpost server’s /home/femis/database/proc directory. Ifyou
need to insert pkg_data_ack-queue, you wilI also needto insert pkgb_data_aok_queue. Please contact
PNNL should any of these procedures/packages be missing from the database at installation.

The database needsto include database links from the onpost database to all the remote of@ost databases.
This is generated by running the cr_da@ript.sql, which is run automatically at installation time.

Veri@ that the EOC table has the correct value for dei-used. You may do this from SQLPIUSon the
UNIX server for the onpost database with the following query

select dei-used from eoq

If you are getting onpost information from EMIS, this flag should be set toy. If you are not getting
onpost tiormation from EMIS, this flag should be set to n. If you need to change the value, issue only
one of the following commands fhm the onpost database through SQLPIUS:

update eoc set dei-used=’y’;

or

update eoc set dei-used=’n’;
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8.3.2 Day-to-Day Troubleshooting

DAI needs minimal day-to-day troubleshooting. Ifthe Oracle job (pkg_data_aek_queue.p_aeknowledge)
StOpS,_ AutoRecovery automaticdy rmtarts it. ~yoli wanted to - it yOUrSe~yOUcould do so
by running the startdai.sh script while logged into the onpost UNIX machine as femis. It will not hurt
anything if you run this script more than once, since the script will first kill any old imtmees of the
Oracle job before starting anew one. There is also a stopdai.shscript which stopsthe DAI Oracle job,
but if you wish to use this for some reasou remember that AutoReeovery will restart DAI for you the next
time Autolleeovay runs. If you wish to turn off DAI and leave it o~ you will need to configure
AutoRecove~ not to restart DAI.

I
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9.0 FEMIS GIS Database

=~MS-tir=idw onti~swermd m~PC@ti_g_. Themaster
mpy of the spatial databme resides on the server and contains the static GIS themes, the FEMIS ArcView
GIS project file (FEMISGIS.APR), the GIS initialization file (FEMISGIS.INI), two map symbol files
(MARKERDFAVP and OBJ_TYPE.LUT), severalbitmap (.BMP) files that provide images for special-
purpose buttons on the custom ArcView GIS intcrhce, and initial vemions of the dynamic GIS themes.
When FEMIS is first installed on each PC, the spatial &tabase files fix the relevant CSEPP hazard site
are copied from the server to the FEMISWISWSITE CODE> directoryand aswkted subdirectories on
the PC. During subsequent FEMIS version upgrades, selected spatial data files maybe copied to a PC as
necessary to apply changes or additions to the spatial data.

The following paragraphs discuss the components of the spatial database and the methods used to
mainta@ configure, customize, backup, and troubleshoot the spatial database.

9.1 Spatial Data Description

The FEMIS spatial database is made up of a number of themes or layers. Each theme contains data
@cation tiormation and descriptive attributes) representing a collection of geographic objects of a
particular type (e.g., roads, politkd boundaries, meteorological towers, emergeney planning zones).
spatial database also contains a customized ArcView GIS project file, an initialization file that tells

The

ArcView GIS what themes are to be loaded into the project file and how to display theq and an optionaI
legend file asmciated with each theme that provides additional information on how to display the theme’s
data on the map. For detailed descriptions of the individual FEMIS spatial data themes, please rtier to
Section 3.3, Building Spatial Da@ in the l?EM!SData Management Guia%.

9.2 Spatial Data Maintenance

The static spatial data themes are built from various data sources. These themes normally change
i.nfkequently, and such changes are made either by regenerating the entire theme from new or updated data
sources or by making minor editing changes in the existing theme data. For detailed information on how
to maintain or upgrade the static data themes, please refer to Section 5.0, Managing Spatial Da@ in the
Z?EMISData Management Guide.
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9.3 CSEPP Zone Editor

The CSEPP Zone Editor allows sites to make modifications to the GIS Emergency Planning Zone Theme.
Changes are made in the GIS Zone theme, then the Oracle databsse Mormation is updated. The final step
is distribution of the new GIS Zone theme. Changes to the zones could make existing Risk Areas invalid.
You may want to delete existing Risk Areas before using the Zone Editor. The zone editor can only be
applied to CSEPP zones. If changes are required for other hazard “zone” themes, contact PNNL for
assistance.

Each step is described in the following sections. Prior to beginning zone editing, please contact PNNL
for an updated script to be used in Section 9.3.2, Updating the FEMIS Database.

9.3.1 GIS Operations

Zone editing in the GIS uses four zone menu options under the ArcView GIS Edti menu. This capability
is only available if the user has GIS FullAccess privileges. In the beginning only the Stati Zone Editing
option is visible in the Edit menu. The other three options are enabled only if a NewZones.shp theme is
addedto the view.

Step 1: Start Zone Editing

Ensure you have GIS Full Access privileges. Log in to FEMIS and start the GIS from the FEIWS Map
button on the toolbar. If you have fill access privileges, the F button will be enabled. Press the F button
on the ArcView GIS toolbar to change to the fill GIS capability. Under the Edit menu optio~ select the
Start Zone Edting option. The theme NewZones.shp is addedto the currentview. If NewZones.shp does
not exist in the zone directory, FEMIS will create it by copying the existing zone theme to the file
NewZones.shp.

Step 2: Edit the NewZones.shp Theme

When the NewZones.shp is Ioada edit it using standardArcView GIS editing fimctionality. Name and
zone ID can also be modified in Step 3 using the Change Zone Attributesmenu option.

Step 3: Execute the Change Zone Attributes Option

Before allowing any changes, this option checks the NewZones theme structureto make sure it complies
with the rulesbelow. You can review this structure in the GIS by activating the zone theme in the GIS
and clicking the Table button. Mter edits have been made, the zone editor will provide warning messages
if your structure is riot consistent with the rules below. Avoid changing the existing order of the fields.

. All FEMIS required fields are oftype CHAR except for zone_id, which is numeric.

. The shape field should contain the value polygon.

. The zone-id field should be numbers of less than 10 digits.

. The Type field should be 8 or less characters.
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. The Zone field should be 30 or less characters.

. The Par,,Pad fieid should be 20 or less characters.

. The Risk_Area field should be20 or less charactem.

. The Objecttype filed should be identieal to the Type field in both structure and entries.

. The Objectname field should be identical to Zone field in both structure and entries.

● Each zone must have a unique ID and name.
. Additional fields are also permissible and should be added at the end of the existing list of fields.

This Change Zone Attributesoption lets the user mod@ the zone name and type for all seleeted zones.
You may run the script several times, if needed. The name and ID changes are immediate. If you make
an error, you can repeat the operation with the correet information. If necessary, you can delete the
NewZones.shp file and begin again.

Step 4: Create Text Files Listing Zone Attribute Changes

Under the ArcView GIS Edit menu, seleet the Promote Zone AttributeChanges to DB option. This option
creates the input files needed to promote the changes to the database as described in Seetion 9.3.2,
Updating the FEMIS Database. The two files created are ZONENAMECHANGES.TXT and
ZONETYPECHANGES.TXT. These files will be written in the GIS home dmectory (specified as the
GISTopDirPC in the FEMIS.INI file). The option creates the files by comparing the old and new zone
shape files and writing the changes to the aforementioned two files.

Before pefiorrning any comparisons, this option checks whether the zone IDs and names are unique.
no~ the user will be notified and no comparisons will be pefiormed. The user will need to return to
Steps 2 or 3 to make zone names and IDs unique.

If

The format of the ZONETYPECHANGES.TXT is as follows:

llDlold_typelnew_typel

There will be one record in the ZONETYPECHANGES.TXX file for each renamed or added zone,

. Renamed zones will have all fields. The old_type may be the same as the new type ifthere was only

. New zones have a null old_type and the appropriate zone type in the new_type field.

The format of the ZONENAMECHANGES.TXT is as follows:

llDloid-namelnew_namelzone_typelzone_numleoc-namel

There will be one record in the ZONENAMECHANGES.TXT file for eaeh del~ renam~ or added
zone. Except as noted below, none of the fields should contain null values.
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Deleted zones will appear as the first records in the ZONENAMECHANGES.TXT file. For deleted a

zones, the new-name is null. The deleted Ills will not be listed in the Type file.

Reeds for renamed zones will follow the deleted zone information in the text file. For name
changes, the reeord lists the zone ID, the old zone name, new zone name, and zone type.

New zones will list the zone number, have a null old-name, and the EOC with primary responsibility
for the zone.

The number of changed reeords is reported in an interactive message to the user. Ifan error occurs, use
the ERRORLOG.TXT file in the GIS home direetory to troubleshoot the problem.

Step 5: Create Text File Listing Facility-Zone Relationship Changes

Under the Edit menu option in ArcView GIS, select the Promote Point-In-Zone Changes to DB option.
This option creates the file FACWITHZONECHANGES.TXT. FACWITHZONECHANGES.TXT is the
input file needed to make changes to the zone-fitcility relationship in the Oracle database. The file will be
written in the GIS home directo~ (speeified as the GISTopDirPC in the FEMIS.INI lile),

The format of the FACWITHZONECHANGES.* file is as follows:

lfacility_nameleoc-namelold_namelnew_namel
*

The file contains a record for every I%eilitythat has been affkcted by the zone changes.

. Ifa i%eilityused to be inside a zone’s boundary, but now f%llsoutside any zone boundaries, the
new_name will be set to null.

. Ifa fiicility used to be outside zone boundaries but is now within a zone, the old-name will be null.

. Ifa zone change changes the zone in which a ilwility is locate~ all fields will contain data.

Before performing any comparisons, this process will check whether the zone Ills and names are unique.
Ifno~ the user will be notified and no comparisons will be pefionned. The user will need to return to
Step 3 to make zone names and IDs unique.

The number of changed reeds and the list of changes are also reported to the user in an interactive
message.

Step 6: Examine the Text Files and Make Corrections, If Necessary

It is essential that the .TXTfiles are correct to avoid corrupting the Oracle database. Review the files
using a text editor to make sure the following conditions are met.

Ensure that each file ends with a carriage return.
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Null values are not allowed in the first field (ID) in any of these files. The other parameters must be
compatible with the format of the fields in tie database. For example, for zone name changes, the
old_name and new_name must be 30 charactm or less and must begin with alpha character.

For the ZONETYPECHANGES.TXT file, nulls are only allowed for the following conditions. All other
nulls should be replaee with the appropriate Mormation.

● old_type is null for new zones.

For the ZONENAMECHANGES.TXT file, nulls are only allowed for the following conditions. AU other
nulls should be replaeed with the appropriate information.

● old_name is null for new zone reeds.

● new-name is null for deleted zones.

● zone_type maybe null for deleted zones.

● zone-num maybe null for renamed zones and deleted zones.

@

● eoc_name maybe null for renamed or deleted zones. Ensure it is the eoc_name ratherthan the
eoc_code.

For the FACVVITHZONECHANGES.TXT file, ensure there are no null fields and that the eoc_name field
contains the eoc_name mther than the eoqcode. (In certain cases, the GIS ean not determine the
eoc_name, so insertsthe eoc-code instead.) Use the editor to replaee the eoc_eode with the eoc_name.

9.3.2 Update the FEMIS Database

When the GIS editing has been eompl~ follow the steps below to update the FEMIS database. The
steps assume the user is fiuuiliar with text editing and updating the Oracle database using SQL scripts.

1.

2.

a

Ensure the /home/femis/database/zonedt direetory exists. Ifthis directory does not exi~ create it. If
zone editing has been done bdore the directory will e~ you may want to rename or move the
existing *.txt and “.sql files to preserve the previous edit files.

Move the three output files created in Seetion 9.3.1 fkomthe PC to the UNIX server into the
/home/femis4iatabase/zonedt direetory. Copy the zone&3t_db.sh file I%omthe
/home/femis/database/dba directory to the /home/femis/database/zonedt directory.
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3.

4.

5.

6.

Execute the UNIX shell script named zone-edii-db.sh. Ifthis is the first time you have done zone
editin~ eontaetPNNL fir an updatedzone_edit_db.sh file. The script will check on environment
variables and for the presence of the eocJist.dat and eocnum.dat film in the /home/femis/etc directory.
Ifall ecmditionsare OK the script will read the three .txt input tiles and produce one output file,
which contains the actual scripts to modi~ the datahse. The output file is named
zone_type_change.sql. Review the zone-type-change.sql file to ensuresll changeshave been
included.

Reset the Oracle database passwords to the defiudt values. (See Seetion 13.2.3, Password Change
TOOLfor instructions.)

Commit the database chsnges by running the output script using the SQLPIUStool. If any errors are
nota stop the process using Ctrl+C, and fix the problems.

Reset the Oracle database passwords to their more secure values. (See Section 13.2.3, Password
Change Tool, for instruction.)

9.3.3 Distribute the New Zone File

To complete the zone editing process, rename NewZones.shp shapefiles to the old zone theme name
(e.g., sitecode>_ez.shp). (Thesefiles are both located in the <GJS DRIVE>WEMISCISWSIT~QONE
directory on the PC usedto dothe GIS editing). Copy it to the GIS directory of all the PCs in all EOCS
replacing the old theme. The FUPDATE utility described in Section 4.6, Guidelines for Updating All PCs
at an EOC with New Files, in the FEMZShstaUti”on Guide may be used. Also replace the zone
shapefile on the master copy of the spatial database which resides on the server so fhture installs will use
the updated zone file.

9.4 GIS Configuration

When you install FEMIS using the fill GIS installation optio~ the complete GIS directory structure and
all data files referenced by the selected FEMISGIS.INI iile (seethe following paragraph) are copied from
the server to the FEMIS\GIS\<SITE CODE> direetory and associated subdirectories on your PC. This
may take several minutes, depending on the volume of data to be copied for your site and the speed of the
network.

You will be given an option to choose from among several versions of the FEMISGIS.INI file. The
FEMISGIS.INI file speeifks primarily the spatial themes that are to be installed and used to build the
operational ArcView GIS APR file for use with FEMIS. For most CSEPP sites, three choices will be
available: snu@ medium and large.
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m A small or minimum FEMISGIS.INI file installs only the theme files that are essential for running FBMIS
(e.g., zone boundaries, igloos, facilities) or provide a minimum map background for location reference
(e.g., state snd county boundaries, major roads, populated place names). The mid-size FEMISGIS.INI file
includes most of the themes, but does not include large image files and other large nonessential themes
(e.g., contour lines, streams). A large or maximum FEMISGIS.INI file installs all of the currently

available GIS themes for the site.

To have the most complete GIS, choose the largest FEMISGIS.INI option that will comfortably fit within
the available memory space on your hard drive. However, additional themes may negatively impaot the
speed of GIS response. The setup progmm will provide information on the space required to install each
option and the rimount of space available on your hard drive. To create a custom GIS configuration that is
difTerentfrom any of the three optional predefine configurations (FEMISGIS.INI files), you will need to
copy the largestFEMISGIS.INI file to your PC and then edit it according to the instmctions in Section 9.5,
Customizing the FEMIS Map.

Upon completion of the GIS data imtdatioz the WEMIS\GIS subdirectorywill contain the
FEMPTY.APR and one or more <SITE CODE> subdirectories. Eaoh ~EMIS\GIS\<SITE CODE>

directory will contain a number of subdirectories, each subdirectory containing the data files for one or
more specific themes. The main FEMIS\GIS\<SITE CODE> directorywill alsocontain the
FEMISGISAPR and FEMISGIS.INI files. A special subdirectory, FEMISWISFSTE CODE>LOOKUP,

e

contains several bitmap (.BMP) files that provide images for special-purpose buttons on the custom
ArcView GIS interfhee, and two symbol files (MARKERDF.AVP and OBJ.TYPE.LUT) that include
iniiormation used to generate the theme classification legends. These legends are used to display diflkrent
map symbols or icons based on the value of a designated attribute within a GIS theme. For example,
fhciiities can be symbolized based on the fhcility type, such as schools or hospitals. The following section
disousses methods you an use to mod@ symbols in the deiludt symbol lookup table, add new symbols to
this table, and change the assignment of symbols to classes of attributes (e.g., facii types) in the FEMIS
spatial themes.

9.4.1 Symbol Lookup Table

The symbol lookup table is located in the <GIS INSTALL DRIVE>lFEMIS\GIS\<SITE CODE>LOOKUP
directoryunder the file name OBJ_TWE.LUT. The lookup table specifies the symbols to be used to
create the theme legends.

Each line consists of seven entries separated by vertical bars as delimiters. Lines that begin with a single
quote are comment lines and will be ignored by FEMIS. Blank lines are also ignored.

The first five fields are numbers corresponding to a symbol type, color, size, background color, and
outline color. These numbers reference symbol attributes horn within the active symbol palettes in
ArcView GIS. The fourth and fifth fields are only used in polygonal themes. The sixth entry speeifies
the theme type or object category, and the last entry specifies the theme subtype or classification label.

e

The symbol type and color numbers designate the order in which the symbols are listed in the FEMIS GIS
pakt window using Ofor the first element. The symbol size is measured in “points” (1/72 of an inch). In
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An example of the lookup table is listed below. From the fhcdity entries, we can see that school fhcilitks a

are symbolized with the 89th symbol, colored with the 46th color, and measure 12/72 of an inch.

To customize the Ioolmp table, use the GIS Configuration Editor (see Section 9.5.3) or edit the file.

‘Symbol I Foreground lSymbol I Background 10utline 10bject
‘number I mlor ] size I Color I Color I Categoiy

6
7
9
8
8
0
0
1

26
26
26

26

125
89
96

\ 51
146
146

I
I
I
I

I
I
I

I
I
I
I

I
I
I

I zone
I zone
I zone
I county
I county
I road
I road
I road

Ifacility
~acility
]facility

Classification
Label

Depot
[w
PAZ
OR
WA
Primary
Semndary
Local

Access
TraIIIc
Traffic/Access

#NULL#

Iairport
Ischool
Ishelter

9.4.2 Symbol Defaults

The MARKERDF.AVP file contains the symbols loaded in the defhult FEMIS symbol palette. You may
change these symbols using the generic ArcView GIS palette window fimctionality. You may use any of
the other symbols provided by ArcView GIS in the C:U33RlViV_GlS30URCVlEWSYMBOLS directory.
You may also import symbols from ARC/lNFO or icons in raster format. If you delete or change the
sequence of the existing symbols, then some of the FEMIS GIS “look and f~l” will change. For
example, if you change the 42nd symbol fkom a cross hair to an asterisk then the object (e.g., fkcility)
locations in the FEMIS GIS will be depicted with an asterisk instead of the familiar cross hair. You may
add new symbols at the end of the palette and use the symbol lookup table (Section 9.4.1, Symbol Lookup
Table) to refer to the new symbols.

9.5 Customizing the FEMIS Map

You can customize the content and appearance of the FEMIS map by editing the original FEMISGIS.INI
file or any of the alternate INI files to createa customFEMISGIS.INI file that canthen be used to create a
custom APR. The GIS Configuration Editor, described in Section 9.5.3, can help you edit the

e
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FEMISGIS.INI me and the lookup table. You ean add new themes; delete existing themes; change the
minimum or maximum scale display thresholds; modify the type, color, and size of line or point map
f~; change the legend names; designate the label (and inapplicable, classi.tkation fields); speci~the
defiudt classification fields; designate an alternative directory (and if neede~ an alternate drive) for the
data source of non-point themes; and control which themes are visible by deiludt when the GIS is first
started. A detailed description of the fields in the FEMISGIS.INI file is in Section 9.5.1, Customizing the
FEMISGIS.INI File. You can also import your own symbols from other ArcView GIS, ARC/lNFO, or
raster icons by changing the symbol lookup table and the FEMIS defiudt palette as described in
Section 9.4.1, Symbol La&up Table.

Ifyou customize your FEMIS Map, please keep track of the changes to ensure they can be retained during
fiture FEMIS or GIS upgrades.

9.5.1 Customizing the FEMISGIS.INI File

The FEMISGIS.INI file contains data required to initialize GIS parameters that generate the
FEMISGISAPR and to ensure proper GIS contents each time the FEMIS GIS is invoked by the FEMIS
application. An example of the FEMISGIS.INI fiIe is shown at the end of this seetion. The contents of the
FEMISGIS.INI file are discussedbelow.

The FEMISGIS.INI files is automaticallyupdated anytime you define a new dynamic theme or modify an
existing one. If you have an abnormal termir@ “onof the FEMIS or the GIS, the dynamic themes seetion
of the FEMISGIS.INI file maybe corrupted. To restore the file, you can delete all of the theme entries
below the f%eilitiestheme. These entries are for the User Defined Themes, and they will be regenerated
the next time you start FEMIS.

Blank lines are ignored in the FEMISGIS.INI. Lines with a single quote in the first column are recognized

as commentlines and are ignored. Vertical ban delimit the data fields in the FEMISGIS.INI. No data
value should contain a vertical bar. String values do not need to be quoted.

The [FEMIS.VERSION] section speeifies the FEMIS version for which this .INIfile am be used. The
next line speeifies the size of the themes in the current .INIfile. Valid size values are small, mediu~ or
large.

The [SITE_CODE] seetion speeifies the CSEPP site code that the GIS data describes. This parameter
should be identical to the corresponding site code in the FEMIS.INI fle, othetise the GIS wiII not work.

The [DEFAULT-HAZARD_THEMEl speeified the theme that is to be used for the “zone” theme for the
current hazard. “Zone themes within FEMIS are used to create risk areas and protective action decisions.
Each hazard has a “zone” theme specified for use with that hazard.

The PROJECTION-PARAMETERS] sectionspecifiesthe UTM (Universal Transverse Mercator)
projection and coordinate system parameters required for the site. The parameters shown in the example
are for UTM Zone, 16 (appropriate for Alabama).
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The [AREA.OF.INTERESTJ section specifies a geographic area of interest. The area of interest for *

FEMIS has been set as a rectangle that starts at the origin (lower left comer) of -126.00 degrees longitude
aud 23.00 degrees latitude and spans 58 degrees longitude (first sb parameter) and 27 degrees latitude
(second size parameter). This covers the continental United States. The area of interest is specified to
minimix the consequences of ill-defined data points. In certain circumstan ces, the user is given the
opportunity to define the longitude and latitude where an event has occurred. FEMIS GIS does not allow
the specification of plumes or threat wedges that originate outside the area of interest.

The theme parameters sections speci@ the configuration for the themes to be loaded in the FEMIS GIS.
The two sections are [STATIC_THEMES] and [DYNAMIC_THEMES]. Tlw dynarrdctheme flag is
determined based on the section in which the theme is listed. Pammeters for each theme are discussed
below. The same tiormation is included as commentsin the FEMISGIS.INI file itself It has been
omitted from the example to conserve space.

●

●

●

●

●

●

●

●

●

Theme - Indicates the theme name in the FEMIS Database.

FEMIS Access - For Feature themes this column contains a ‘Yes” or “No” to indicate whether the
theme is in the FEMIS object table. For Image themes, this column contains ‘None” or the name of
an image catalog to be created. If the name of an image catalog is list~ the image catalog should be
described in one of the theme parameter entries of this ini file.

Type - The theme feature Type column must contain one of the following valid types: Image,
lmgCat, point line, or polygon. @

LoadFlag - This mhmm indicates whether to load the theme (’Yes”) or not to load the theme (“No”).

Status - Indicates the visibility of the theme when forming the Apr.

DisplayOrder - Indicates the order in which themes will appear in the GIS Table of Contents. The
theme indicated by the smallest number will appear at the top of the table of contents and will be
loaded last (on top of all the other themes). The display”order maybe negative.

Label Field - Indicates the field name to be used as the defhult labeling field.

Object Category - Indicates the FEMIS theme category. The value must be one of the types listed in
the WOMEUOOKUP\OBJ_TYPE. LUT file. Currently, valid values are zone, county, igloo, flwility,
tcp, ro@ and siren. Ifthe value is ‘None” then the classification field should also be set to none and
the defimlt legend field should be set to “simple”, indicating the theme may not be classified using the
look-up tables. ~

Defhuh legend - Indicates whether a simple or classified legend is used. Valid values are “simple”,
“none”, and “cku@”. “Simple” indicate a simple legend that uses one symbol to depict all the
theme data. None is used for image themes for which a classified legend does not apply.
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●

●

●

●

●

●

●

Defiudt legend – Indicates whether a simple or classified legend is used. Valid vrdues are ‘simple”,
“none”, and “ciass~. “Simple” indicate a simple legend that uses one symbol to depict all the
theme data. None is used for image themes for which a classified legend does not apply.

Classification Field - lndioatee the field to be used to class@ the legend. If the classified legend does
not exist it will be created.

Min Wale- ~dicate the minimum wale denominator at which a theme will be displayed.

Max Scale - Indicates the maximum scale denominator at which a theme will be displayed.

Legend Name - indicated the name to be used in the legend in the View table of wntents.

Customize – For Dynamic themes, “Yes” indicates the current symbolization parameters listed in
later dmms of this rewrd should be used and should not be overwritten when this dynamic theme is
updated. ‘No” indicates the symbol parameters in this record should be overwritten with values fkom
the FEMIS Oracle &tabase when this dynamic theme is updated. Customization is not applicable for
static themes so the field should contain ‘WA” for static themes.

Symbol - Indicates the symbol to be used in a simple classification.

Color - Indieatee the foreground color for theme symbois, ifthey can be colored.

Size - Indicatis the symbol size.

BackGround Color-Indicates the BackGround Color for polygonal symbols.

Outline Color - Indicates the outline color of polygonal symbols.

Path – Indicates the location of the file for the theme. The path is appended to the GIS home
directory specfied in the FEMIS.INI file for the GIS data under the keyword FemisgisTopDirPC.

Alternate prefix - Indicates a location other than the one specified in the FEMIS.INI file should be
appended to the “path”. The script that loads themes appends the “path” to this prefix to 100ateand
read an alternate source direetory. This ean be used to awesa data located somewhere other than your
PC hard drive. Any auxiliary files will be written using the home prefix.
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9.5.2 Altering the Default FEMIS Map

To alter the defimlt appearance of the FEMIS map, use the Use at Startup option for FEMIS GIS
ViewMarks (Seethe Online Help). For more extensive changes, complete the following steps:

step1

step 2

step 3

step4

9.5.3

Copy or rename the original WEMISWIS\CSITE CODEXFEMISGIS.INI file to another name

(e.g., FGISORIG.INI) soyou can retrieve it anduse it later, if necessary. Do the samewith the
original APR (e.g., copy and renameit to WEMIS\GIS\<SITE CODE>WGISORIG.APR). Then
make another copy of the original INI file or one of the alternate INIfiles. Use the GIS
Configuration Editor or manually edit the copy to

a) To exclude themes, remove (or emnment out using a single quote in the first column) lines
defining existing themes that you want to exclude, or speeify No in the load flag.

b) Add lines to define new themes.

c) Modi@ the appropriate parameters of existing themes as desired.

Run ArcView GIS using the empty projeet file, FEMIS\GISFEMPTY.APR, by double clicking
on the file name in the Windows File Manager. When the APR has finished l-g, it will
contain the FEMIS static themes indicated in the FEMISGIS.INI files and will createthe
FEMISGIS.APR.file in the GIS home directo~ (FEMIS\CSITE CODE>\GIS). When the FEMIS
application loads the FEMISGIS.AP~ the changesmadeto the dynamic themes will be depieted.

Examine the theme legends to see that the correct set of themes was haded and the correct ones
We visible. The dynamic themes will not appear in the legend at this time. These themes are
loaded when FEMIS use the FEMISGIS.APR. Then examine eachthemeto seethat it displays

cmreetly (cheek the checkbox in the legend to make visible the themes that are invisible by
defhult). If some themes are not displayed correctly, recheck the INIfile. If necessary, exit
ArcView GIS, edit the INIfile to make corrections, and then repeat Steps 2 &d 3.

Exit ArcView GIS. Use Windows Explorer to set the FEMISGISAPR tie accessproperties to
Read-only. The FEMISGIS.INI and FEMISGISAPR fles you just created will be used eaeh time
the FEMIS GIS is started.

GIS Configuration Editor

The GIS Configuration Editor is a stand-alone progmm that provides an easy to use interfiaee for
modif@g the FEMISGIS.INI and OBJ.TYPE.LUT files.

Note Make a backup copy of the FEMISGIS.INI and OBJ_TYPE.LUT flea sothat you can

recover from an unsatisfhotory edhing session.
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The [SITE.CODEJ, [DEFAULT-HAZARD_THEMEl, [PROJECTiON_PARAMETERS], and e

[AREA_OF_iNTERESTl sectionsof the FEMISGIS.INI file can be modified on the main window. The
~HEME-PARAMETERS] sectionis displayed in a spreadsheeton the main window.

To mod@ an individual spreadsheet entry, select the row and click the Details button or double-click on
the row. The GIS will be started and a details window will be displayed for that row. A single quote
found at the beginning of a line indicates a comment line and FEMIS ignores the line. All the fields are
described in Section 9.5.1, Customizing the FEMISGIS.INI File. The symbol pammeters for shape,
color, and size can be entered using the text boxes or by clicking the Map button and selecting a symbol
from the palette. The GIS em be used to visualize the symbols and determine the appropriate symbol
parameters.

Ifthe Map button is press~ the GIS will be brought in the foreground with the ArcView GIS palette
active.

Use the ArcView GIS palette to mod@ the color, shape or fill patterq and size of the drawn symbol.
When satisfied with the symbol appearance, click the Return Symbol Parameters button. The appropriate
numbers for the symbol color, shape or fill patte~ and size will be returned to the details window. The
size is measured in 1/72 of an inch. For lines, it designates width. For polygons, the size is used for the
width of the outline.

The Legend Symbol tab is used to ad~ edit or delete entries horn the OBJ_TYPE.LUT file. The symbol
parameters for shape, color, and size can be entered by using the text boxes or by clicking the Map button. e
The GIS ean be used to visualize the symbols and determine the appropriate symbol parameters.

If dynamic themes or the OBJ-TYPE.LUT file have been modified and save& close the GIS and restart to
implement the changes. For static themes, once the changes have been saved to the FEMISGISJNI file,
follow the instructions fdund in Section 9.5.2, Altering the Defiudt FEMIS Map, to alter the defh.uk
FEMIS map.

9.5.4 Theme Projection Utility

FEMIS uses the projected theme data in Universal Transverse Mereator (UTM) coordinate system in
order to avoid reporjecting geographic coordinates eaeh time the view is refkshed. To include new
themes into FEMIS they should be converted to UTM. The Theme Projection Utility converts feature
themes in geographic coordinates to UTM coordinates for the desired CSEPP site. Image themes, which
are required to be in projeeted coordinates, are skipped by the Theme Projection Utility. Image themes
not already in UTM would need to be modified using other software such as ARCANFO.

When you open PROJECTiON_UTILITY.AP~ ArcView GIS will start and a window containing two
Views will display.
is on the right side.

Viewl, the work ar~ is on the left side; and View2, where the results are depict~
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0 The Theme Projection Utiliiy assumes that the input themes are in geographic coordinates and will let you
select themes from a list of existing shape files in Viewl so they can be exported as projected shape files
using the currently specified projection in Viewl. The exported files are added to View2.

To use the this utility complete the following steps:

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

Double-click on the Projection_Utility.Apr(usually located in your C:FEMIS\GIS directory).

Click View + Properties+ Projection.

Selectthe Standard radio buttou and Geographic will display in the Type field.

Load the themes you want to project. Click the+ (Add Theme) button.

Click the Expoti Projected item under Utilities,and click OK on the brief Mormation window that
displays.

Select the desired CSEPP site from the 1* and click OK.

Make any necessary adjustments to the UTM projection parameters for the selected site, and
click OK. .

Navigate to the desired directory or accept the defhult (usually C:\TEMP), and click OK.

Select the themes you want to export flom the list of the themes in Viewl, and click OK.

If the name of the theme being converted already exists in the selected directory, a temporary name
will be suggested for the converted theme. Click OK to accept the temporary theme name.

The conversion process will start and the status bar will indicate the progress of conversion. The new
theme(s) will be loaded in View2 so you can visually ver@ the results. You may want to load some
of your other themes, like raster images, to check how well the projected coordinate match the
existing themes.

Click &ii under the File menu to close the PROJECTION_UTILITY.APR file. Click No on the
message about saving changes to this file.

9.6 Backup Procedures

The installation directory for the spatial data on the UNIX server is /home/femis/gis. This current
operational GIS data is mpied to the PCs when FEMIS is installed or upgraded.
tar tape of this directory be made each time a new version of FEMIS is received.

It is recommended that a
The tape should be

a
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labeled “FEMIS GIS Data” with the date and FEMIS vemion number included. Ifthe GIS data on the @

server should become corrupted or delet@ the spatial data can be restored from the backup tar tape
without having to pefiorm a ~ “on of FEMIS on the server.

Ifa site customization of the spatial data ardor the APR and INlfiles is to be done, the original GIS data
directory should first be copied to another directory (e.g., /homeffemis/data/v<x.p/gis, where CX.P is tie
FEMIS version number associated with the released data. A second tar tape of the GIS directory should
be made following the completion of the GIS customization.

9.7 GIS Database Troubleshooting

A number of fhctors can cause errors in loading or displaying the spatial &ta themes or undesirable
display behavior or appearance. Some of the more common problems are listed below, along with some
suggestions for finding and correcting the problems.

1.

2.

3.

Zoom to All Themes may cause displayed themes to shrink to a very small portion of the display
scree% or to disappear entirely. This is typically caused by themes having one or more objeets with
“improper” latitudellongitude coordinates, e.g., (0,0) or any point that is fiwfrom the “area of
interest” surrounding the hazard site. For most of the point themes, you can cheek the attribute table
associated with the theme (activate the theme legend and click the Table button in the ArcView GIS
button bar). Search the latitude and longitude columns for values that are noticeably different fkom
the majori~ of objects in the theme. Attempt to veri@ the correct coordinates for points that are o
suspected to be outside the area of interest.

Error messages similar to Unable to Access Theme or Index Out of Range may occurwhen
attempting to access the GIS. These errors are most often caused by improperly defined themes, such
as sn empty theme (a theme with zero map objects). Check the text file (.EVT file) associated with all
dynamic point themes to make sure each theme contains at least one data line in addition to the
header (column names) line.

Classification errors may oeeur when attempting to load theme data into an empty APR. They can
occur on themes with legends that class@ and display the map objects based on a column in the
theme’s attribute table, (e.g., zones are classified and displayed by zone type: Depot PAZ, IllZ.).
The error could be caused by the wrong field name being designated as the classification field in the
FEMISGIS.INI file. Check the attribute table of the offmding theme in the APR.

The error muld also be caused by a new data value for the classification column that was not included
in the values defined in the theme’s legend (.LEG) file. Regenerate the FEMISGISAPR from the
empty APR usingthe process described in Section 9.5, Customizing the FEMIS Map. Make sure that
all the entries in the classification field are included in the WEMiS\GIS\<SITE
CODE>UOOKUPWEMISGIS. LUT fle.
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4.

5.

6.

Display refkesh delays may occur during zooming. For example, the GIS may take an inordinate
amount of time to refresh the map diqday when zooming into a ve~ small area of the map. llese
lengthy delays can usually be attributed to one or more of the larger themes (map images or vector
themes with a large amount of data) that does not have an appropriate lower display limit. To check
the display limits of a theme, activate the theme legen~ then select Propertiesunder the Theme
menu, then click Display. The minimum scale should never be less than 10 for themes with a large
amount of&@ such as roads, streams, census block boundaries, or mstix map images. A larger
minimum scale (e.g., 100) may help to reduce the zoom-in redisplay time significantly.

The appearance of raster map images maybe degraded and may detract tim the viewing of other
themes if displayed at an inappropriate scale fhctor. Follow the procedure described in Item 4 above
to check the display limits of a map image theme and set the limits to appropriate values for the map
scale at which the original scanned map was created. If the image is allowed to be viewed at scales
that are too small compared to the map’s base scale (e.g., 1:200,000 for a 1:24,000 scale quad sheet
map), the image will appear too small to be readable and will clutter the display. If the image is
allowed to be viewed at scales that are too large (e.g., 1:1,000 for a 1:24,000 scale map), the
individual pixels of the digitized map will be enlarged so much as to give the portion of the map
being viewed a “blocky” and unfocused appearance. The best scale range will vary depending on the
resolution and quality of the scanned image. A general guideline is that the scale value (denominator
of the scale ratio, e.g., 24000 for a scale of 1:24,000) should have its minimum set to about 20 percimt
of the map’s base scale value (e.g., around 5000 for the 1:24,000 example), and its maximum set
equal to or slightly Iargertban the base scale value (e.g., around 30000 fort.he 1:24,000 -pie). A
greater range may be used ifthe map image is of very high resolution and quality.

The FEMISGIS.INI file is automatically updated each time you define a new dynamic theme or
mod@ an existing one. If FEMIS or the FEMIS GIS terminates abnormally, the dynamic themes
section of the FEMISGIS.INI fle maybe corrupted. This can be f~ed by deleting all the theme
entries in the FEMISGISJNI below the facilities theme entry and then rmtarthg FEMIS. The entries
below ihcilities in the FEMISGIS.INI are for the userdefmed themes and are regenerated from the
Oracle database the next time you start FEMIS.
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10.0 FEMIS Oracle Database

The relational &abase in FEMIS is managedby Oracle v7.3.4, a commercial DBMS. The distributed
ocessing features of Oracle are utilized to produce a multi-sewer distributed data anMe@re. Datapr

replication is widely used to provide a local copy of most shared tables. This replication is important
because it allows an EOC to operate autonomously in case the links to other EOCS are not operational.
Also, pdormance is enhanced because the local tables are located on the local database.

In FEMIS, the FEMIS relational &abase is made up of approximately 180 tables. The FEMIS logical
data model describes graphically what information is present and how the data objects are interrelated.
The model represents a large wllection of general purpose tables, ewcuation &@ GIS tables, and
dispersion tables. Additional information about the data model is available in the EEZkZZSZkta
Management Guidk.

Based on design tiorts and testing results, each relational &tabase table is local to an EOC or shared
with the other EOCS. Data in the local tables can be accessed only by users logged in to that EOC. The
data in shared tables is available to several EOCS. Details of data placement are made transparent to the
FEMXSusers, so the FEMIS &abase appears to be a single, unified collection of tables. This physical
design of the Oracle &abase is provided as a part of database implementation and should be applicable
to all CSEPP sites. More details about the Database Management System (DBMS) are provided in the
FEiWISData Management Gukk

For tiormation on the recommended backup strategy and performing Omcle &take backups, see
Section 14.0, Backup Stmtegy for FEMIS.

10.1 Data Description

When creating the first datdase for a new site or when making major &tabase modifications, it is
necessary to create the &tabase structure born scripts and load basic data so the FEMIS application can
operate. For most situations, the new &abase will be created in a development fiwility and then
packaged so it can be delivered to the operational site. Section 3.0, Building the Initial hformatio~ of
the FEMSData Miwagernent Guide, describes how a new databaw is installed at the site.

For cases where the FEMIS sofbvare is updated to a new release, the existing site database can be
u- if necessary, to support new capabilities. In this case, one or more scripts are developed to make
the data structure and/or data content modifications. Instead of recreating the database, the scripts are run
to make it compatible with the new FEMIS version of software.

10.2 Replication

Oracle provides several ways to share data between EOC servers in a distribute~ multiserver

e

environment. When the site environment is not tightly controlled by one group, it makes sense to operate
in a mode where operations can proceed in each server independent of what the other servers are doing.
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To make this happe~ data sharing has to be asynchronous so that &ta changes in one server are not *

dependent on making similar changes in the other servers in the same tmmaetion.

In Oracle v7.3.4, data reeord changes eau be propagated to other servers using read — only snapshots.
This method is currently used by FEMIS since it is asynchronous and flexible. The server where the
change occurs creates a log of the change and waits for remote servers to request updates. If the remote
server is up, it periodically sends a request for these updates. Jn FEMIS versions before 1.2, requests
were made on most tables on a 1 minute rate and on the D2PC tables at a 20 second rate. This method of
data shsring works well with four or fewer servers but due to constant polling, develops a load on the
servers and on the netsvork.

FEMIS uses a method of data sharing for multiple servers. This method is an event driven scheme that
still is asynchronous but is less demanding on the servers and network. The design uses change logs but
signals the remote servers to refresh their snapshots as the change is made. This reduces the polling
overhead at the remote sites and the request traflic on the network.

The current method uses a replicated update table that ideates when a group of snapshots needs to be
refreshed due to changes in one or more tables in the group. A 10MIperiodic Oracle process monitors the
local snapshot of this table to determine when to refksh the snapshots in the groups. Only the new
update table is refkeshed periodically rather than all of the tables. This allows the number of servers per
site to increase to allow eaeh EOC to have a dedicated server.

When the database is installed at a site, either a configuration with all EOCS on a single server or a e

configuration of several servers is chosen. In the former case there is no replication since the data is
shared by Oracle views. If the multiple server option is US4 then scripts delivered with the &tabase are
run to create the data sharing objects (see Seetion 2.3.5, Creating or Updating the FEMIS Database, in the
FEMISInstaUaZion Guide).

Once the distributed objects are cr~ replication ean be initiated by running the scripts provided.
Before doing this, establish that the other servers at the site are in a ready state to be able to participate in
data sharing. Ifa local site is going to be down for several hours or more, replication ean be stopped at
the other servers by nmning the stop scripts.

10.2.1 Add Facility Type to FEMIS FACILITY_TYPE Table

The FACILITY-TYPE table is a CSEPP global &abase table and is not shared between EOCS. Ifa new
fid@~ektid*@ mEOC~, itn*@betiddtitie FEMS~~~EOCs~*
site.

Identi@ the “type” of new fheility you wish to add to the FEMIS database. For this example, we will add
anew fiwility type called Prison.

Enter the FEMIS application by selecting the Database Manager under the Utilitymenu. The privilege
needed to use the Database Manager function is usually only given to the FEMIS System AdmhMmtor. *
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0 It does not matter what mode you are in since updating the FACILITY-TYPE table is global across
operationsand exercises. As sua when anew tiility type is adda it will be seenby all of the existing
FEMIS functionality acrossoperationsand exercise.

From the FEMIS Database Manager window, enable the Grid (Read Only) radiobutto~ seleet the load
EOC’S FACILITY_TYPE table, and click the Open button. Anon-editable snapshot view should be
opened that allows you to examine all of the misting ficility &pes. Make sure that the&oilily type you
want to add does not already exist in the FACILllY_TYPE table with a different spelling or a synonym.

Note: Proceed only if you really need to add anew fhcility type.

Enable the Form (Edtiable) radio butte% then re-select the local EOC’S FACILllY_TYPE table, and re-

open it. A window containing an editable dynaset for the <eoe.FACILITY_TYPE will open. Seleet the
Add button and enter the new fkeility type (e.g., prison). For consistency you should enter the fhcility
type in lowercase. Enter the fhcility type description (e.g., prison) into the empty database dmink@I “on
form. When you are done, select the Update button. The new fiaeility type is added to the EOC’S
FACILITY-lYPE table. Close the updated form.

Review the contents of the table from a grid. Check to see that the new f%ility type has been added to the
database by accessing Faoilityunder the Data Menu item. Seleet a iheility to enable the Edit butto~ click
on the Edit buttoq select a ihcility, and pull down the Facility Type list. Tbe new fheility type should be
present.

Note: To ensure that the new fheility type is also accessible to the GIS, you need to add the new
type to the GIS tables as well,

Edit the FEMIS OBJECT-SUBTYPE table to Iinkthe new fhcility type to the GIS.

Startthe FEMIS Database Manager by clicking on Start+ Programs+ FEMIS +Database Manager,

and setthe Viewing method to Grid (Read only), select the local EOC’S Object Subtype table,
ceo@.OBJEcT-slJBTW’E, and open the table. Be sure there is no record whose LOCATIOFJ_TYPE is

facilityand whose OBJECT_SUBTYPE and FEMIS-OBJECT_DESCRIPTION match the new fkdty type

youjust added.

Ifthe new fhcility type is not in the table, close it and re-open the OBJECT_SUBTYPE table using the
editable viewing form.

Jnthe fo~ select the Add button to enter the new fiwilily type into the table read by the GIS. Make the
following entries:

LOCATION_TYPE: The text facility(must be lower case)
FEMIS-OBJECT_SUBTYPE: The samefiwility type you enteredin the FACiLITY_TYPE table.

*

Be sure they are exactly the same.
OBJ_SUBTYPE_DESCRIPTION: The same fhcility type description you entered in the

FACILITY_TYPE table. Be surethey are exactly the same.
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Usethe Update button to commit the new I%cilitytype to the OBJECT_SUBIWE table. This table is e

usedby the GIS to list the types of i%cilitiesthat can be located by the GIS.

10.2.2 Testing the Addition of a New Facility Type

Mter the FACILllY_TYPE and FEMIS.OBJECT-SUBTYPE tables have been updated to contain exactly
the same ihcfiity type and description they need to be tested to ensure that they are working properly with
the FEMIS application.

To test the new iheility me entry in the FACILITY_TYPE table, select Faeiiityunder the Data menu. You
may want to be in Exercise Mode to ensure that any new fheilities you create can be deleted. Select the
Add button to mate a new fhoility using the fheility type you have just entered into the FEMIS validation
tables. In the General tab:

1. Enter the name of the fheili@.

2. Select the new heility type from the Type pulldown list. Ifthe new subtype appears, the
FACILITY_TYPE table was properly updated.

3. Use the Map button to provide the longituddla.titude for the new fheility, either by entering values
directly or using the GIS to pick a point.

4. Click OK to get the new fheility into the database.

To test the new t%cilitytype entry from the GIS, enter the Task Status Boar~ click the Task Details
button. When the Task Detail window displays, seleet the Edit radio butto~ and click on the Map button
on the General tab. The Seleet Location form appears:

1. Select Faeilii from the Type pulldown list — all fkcility types should appear.

2. Seleet the new i%cilitytype you have just added from the SubType pulldown list. You should see the

nameof the &cility you added in the Name list. Ifthe name of the new fheility you added appears,
everything is proceeding as it should.

3. Use the Map Object button to pick the fiwility you added to ensure that the GIS also returns the new
ihcility.

Ifthis works properly, the new fheility type has been suecessfhlly added.
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10.2.3

Note:

Coordinate the Change to All EOCS

Be sure to have the other EOCS add the new fh.cilityto their EOC databases to ensure that
the tiility information is transferred properly ihm EOC to EOC. If this is not done,
FEMIS will work properly but there will be some inconsistencies in the FEMIS &tabase
and user interfhce screens.

Facilities replicated with the new fhcility type will be plotted on the GIS map and will appear in the
spreadsheet of the fidity management intedxx (select Faciiii under Data). However, if the receiving
EOC does not have the new facility type in its FEMIS datahse, the type will not appear in the Type menu
for the EOC. It will be left blank because that fhcility type does not exist at that local EOC.

Ifa user selects another EOC’S fhcility that contains a fiwility type (from the GIS map via the Select
Location interfbce) which is not in the local EOC’S Facility Type table, the f%dity lype returned to the
Select Location interface will be (All) instead of the proper fkcility type. Thus, the changing of facility
types should be coordinated with other EOCS and should be performed at the same time.

10.3 Database Maintenance

FEMIS v1.4.6 has a monitoring tool, called AutoRecovery, that continually checks the status of the site’s
critical hardware and software components, When fhilures are detwted or thresholds are exceed~
warning messages are sent to the system and database administrators. In certain cases, this tool attempts
to remedy problems directly. In other cases, the System and Database Administrators must take manual
actions to remedy the problems or take measures to correct situations that caused threshold warnings.

AutoRecove~ monitors the portions of the database that are most likely to have problems. Inmost cases,
it tries to warn the Database Ahinkmto r before the problem causes a serious fhilurq this is done by
thresholds and looking for symptoms of problems, such as network interruptions. In cases where the
problem exists and can be resolv@ an immediate fix is attempted.

The local database and the &tabase listener are checked each cycle. Ifthe listener is do- a restart is
immediately attempted. A database fhilure is a serious condition that must be analyzed before a restart is
attempted since the restart may result in bigger problems. If the &tabase is not ii.mctioning, the Database
Admm@ato

. .
r should look in Oracle’s alert log to determine the cause. If the condition is no longer

present or has been fixe~ the databse can be restated from a command line sequence as follows:

> w - Oracle clf not already logged in as the oracle use~
> <*>
>Svmgli
>wnnect internal
>*artup
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Section 2.0, l?EMIS Monitoring Tools, describes the operation of this AutoRecovery tool and other tools Q

that are available to troubleshoot and repair the database. Section 2.6, FEMIS AutoRecovery System
Description and InstaMio~ in the FEMZYInstaU&”on Guide, discusses how to install these tools and
configure them to support the site.

10.4 How AutoRecovery Works with the Database

AutoRecove~ monitors the database tablespaces and warns when the thresholds are exceeded. When
these warnings are present for en hour or longer, the Database Admkkuto r should take action to prevent

the tablespace horn reaching the fill (or 100% used) condition that will cause a serious database fhilure.
The common causes of tablespace increase are that more data has been added intentionally or some old
dr@ which is not essential, exists in the &abase. The Database Administrator should check to see if old
data is present and if so, remove it. This will cause the tablespace warnings to cease and have the added
benefit of increasing system performance by reducing table sizes. The two most common old data types
are Met data that has not been archived and e-nonessential exercises.

Ifthe system has recently added new records to the database intentionally, then the tablespace size should
be increased to give a margin for additional growth. The easiest way to do this is to start up the server
management Database Administrator tool. To start this tool, enter the following command logged in as
the UNIX oracle uscm

When the tool comesup, login into the database as the system user. Then choose the storage option to
display the tablespace form. Then highlight the tablespace that is overflowing and choose the tablespace
menu optio~ Add Datafile, to bring up dialog to add another file to increase the total tablespaee size. Use
the online Help for fiuther instructions.

AutoRecove~ monitors remote databases and remote listeners and then sends warnings if problems are

seen. If these warnings persi~ the Database Administrator should not@ the remote server administrator
of the problem. For some reaso~ the remote ~ r may not be aware (have been notified) that the
problem needs to be 15xed. In most cases, the problem would be known and one could find out how long
the outage may exist.

Database replication is dependent on all components at the network fimctioning properly including
communications, senms, and database. When some fhilure occurs, replication may not be able to copy
database changes. Omcle has buik in error recovery that will keep trying up to 16 times, but ifall tries
are unsuccessl%~ Oracle will stop and declare that replication is broken. AutoRecovtxy monitors
replication end will attempt to fix errors if there are no current problems on the remote servers. If
problems are prese@ AutoRecovery will continue the warning messages but will not attempt to fix the
problems-this is why it is important to noti~ remote system administrators when their systems appear to
be malfimctioning.
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a There are a set of fix scripts that can be used to manudy comet replication problems. The Database
Admmtmto

. .
r should look over these scripts and become fkmiliar with their use. Under normal

conditions, AutoReeovery will fix all replication problems.
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1f.0 FEMIS Evacuation Applications

The FEMIS ewwuation interfhee (fmevac.exe) resides on the PC. The Evacuation Simulation (ESIM)
model resides on the UNIX server and is invoked by the evacuation intdwe via the FEMIS command
server (see Seetion 4.0, FEMIS Command Server). Impo@ expo~ and postprocessing utilities also
reside on the UNIX server to pass information between the ESIM model and the FEMIS ddabase. These
utilities, like ES~ are invoked by the evamation interl%cethrough the FEMIS cxmnnand server.

11.1 FEMIS Command Server

The command server is used by the evacuation interfhee via the following three paths:

File4mpok.. (Usesfmevaeimutilityon the UNIX server)
Fiie-+Export... (Usesfmevacexutilityon the UNIX server)
File->Run Case (Uses finevaee~ fmevaern (ESIM), fmevacpp utilities on the UNIX server).

11.1.1 Import Function

The import fimetion allows the user to import an existing ESIM or IDYNEV evacuation ease into the
FEMIS databse. Once it is in the FEMIS database, it may be ~ modifi~ and/or exported.

11.1.2 Export Function

The export fimetion allows the user to export an existing evacuation case from the FEMIS database to a
flat fde. This evacuation input file may then be imported elsewhere.

11.1.3 Run Case Function

The run ease fimetion extmets input Morn@ion from the &abase to create an ESIM input file, runs
ES~ and places the model output into the FEMIS &abase for reportingkmimation.

11.1.4 Operation Status

If the command server is invoked for any of the above operations, a working bar will appear on the
evacuation interfhee. When the operation is complete, the command server notifies the evacuation
interfhee, and the appropriate message is displayed to the user. In addition to waiting for a response from
the command server, the evacuation interi%eepolls the command server for a status every 8 seconds. If
the process is still !unnin~ the working bar is updated. Therefore, if the working bar is updating about
every 8 seconds, then the fimction is still operating.

Note: The working bar does not aeourately refleet the pereent completion status of the job. ~

I
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11.2 Directories and Files

Each FEMIS evacuation ease has its own directory on the UNIX server. This direetory may eartain input
and output fles for the case as well as command sewer logs fir the ease. Most of these files maybe
accessed via the evaaation intdhee from File ~ View Output Repmts. Below are lists of possible
import and export/exeeute files for eaeh ease on the UNIX server

Iinport Files:

easefile.mi Output log for import program
easefiie.ini COntrOlfile for import program
nnnnnnn.eri Log file from command server for import

Expotixeeute Files:

nnnnnnn.in
nnnnnnn.1
nnnnnnn.2
nnnnnnn.3
nnnnnnn.4
nnnnnnn.5
nnnnnnn.6
nnnnnnn.7
nnnnnnn.grf
nnnrmnn.out
nnnnnnn.inx
nnnnnnn.mx
nnnnnnn.inr
nnnnnnn.mr
nnnnnnn.inp
nnnnnnn.mp
nnnnnnn.ecx
nnnnnnn.em
nnnnnnn.erp
nnnnnnn.ere

Input file ereat.edby export
ESIM OU@lthlk stlitkdCS
ESIM output signal information
ESIM output centroid information
ESIM output loading information
ESIM output S~ sbtisties
ESIM output network-wide vehicle statistics
ESIM output error report
ESIM Output hk statkties (unused)
ESIM output cumulative link statistics (unused)
Control file for export
Lug file from export program
Control file for model
Log file from model
Control file for post processor
Log file from post processor
Log file for uxn.mand server for export
Log file for command server for run
Log file for wmmand server for postprocessor
Log file for command server for exeeute.

a

The direetory for a particular ease maybe found by staxting at the directory referenced by
FemisUserTopDkNFS in the FEMIS.INI file. From here, the ease should be in the subdireeto~
/evlog/<ease id>/=exereise numbec+. If you want to find the ease ID for your current ease, you will find
it in the header of any of the output files available under View Output Repmts under File, with the
exeeption of the one listed as ErrorReport. The exercise number is zero for real planning or real
operations and user seleeted for exercises.
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11.3 Evacuation and the GIS

Evacuation network information is stored in the database. If users want to view this intiormation on a
particular PC, they must click the File ● Create Network. The Create Network option uses the most
recent graphical tiormation for your current evacuation ease to create a network diagram in the GIS.
Once Create Network has been selected for aparticul.ar case on a particular PC, it does not need to be
repeated unless the network is updated on a different PC. When you first open a case, you will be told if
you need to run Create Network or if you need to execute the case.

11A Show Status

To check the status of your current ease, click the Show Status button on the main evacuation window. A
message will appear saying whether your Ioeal copy of the evacuation network is current and whether the
casehasbeenrun.

11.5 Oracle Tablespace

Evacuation data require a significant amount of tablespace in the ddabase. It is recommended that you
closely manage the evacuation cases in the database. For example, delete cases that you do not want to
keep, and do not copy evacuation eases into exercises unless absolutely neeessary.

11.6 Troubleshooting for Evacuation Utilities

If for some reascnq you cannot import or run an evacuation case through the FEMIS PC interfhee, you
my do S0 via ~ SCIiptS* Shown belOW.

Note: Importingor running an evwuation case from the UNIX side should be treated as a last resort
for debugging purposes. Running eases through the user interfaee is the prefkrred method for
importing and running eases.

To import the ESIM mode~ copy the case to be imported to the EVLOGdireetory, e.g.,
/home/femis/user/eviog/l/eO/tead.tdt. Then run a script similar to the following but substitute your local
site values for the values in the example.

#!!nlsh
cmdsew -9015 <<EOD
run impoct

DEBUG=Y
IDYNEV=N
CASEID=l
EXERNUM=O ;
FllENAME=tead.tdt
DATABAsE=fi6
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USERNAME=AEMA
PASSWORD=AEMA
WHERE=NW

EOD

To exeeute ESIM mode~ h the following script.

#!~n/sh

emdsenf -9015 <<EOD
run execute

DEBUG=Y
lDYN~-N
CASEID=I
EXERNUM=O
FILENAME=tead.tdt
DATABAsE=fi6
USERNAME=AEMA
PASSWORD=AEMA
SUBCODE=ere

EOD

FEMISSystemAdministretiinGuide
June25,1990-Version1.4.6
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12.0 Server Network Time Protocol (NTP) Set Up

The Network Time Protocol (NIT) executable are included with the Solaris v2.6 operating system.
Scripts in the FEMIS application cafigure NTP for the UNIX server and Window NT v4.O. Once NTP
has been installed and checked OULall PCs on an EOC’S LAN acquire time Synchrotion from the
NTP service running on the UNIX saver for that LAN.

Note TheNTP server for a LAN could be located on a dilTerent LAN than the PCs. If so,
select the UNIX server closest to the PCs’ LAN.

A Network Time Policy needs to have been established at each site because this installation procedure
does not prescribe a specific solution for synchronizing time on the UNIX servers. However, the
fbllowing general practice maybe appropriate.

PCs should synchronize with the closest UNIX server’s NTP seMce. This probably is the UNIX server
on the PC’s LAN. If there is not a UNIX server on the PC’s LAN, use the UNJX server on which the PC
maintains its database.

One UNIX server on the WAN should be chosen as the secondary time standard for all EOCS. All other
UNIX servers on the WAN should synchronize with that server.

The UNIX server chosen as the secondruy time standard should acquire time synchronization from a
primary time stan~ vk 1) a local Global Positioning System (GPS) or WWV (NET radio station
brmdcastm“ g continuous time status) hardware cloclq 2) stratum 1 host on the Intern% 3) dial-up modem
connection to National Institute of Standards and Technology (NIST) using Automated Computer Time
Service (ACTS) protocol, or 4) other as appropriate for each site.

Generally spcakin~ the options listed are in the order of decreasing reliability. Thus, the least reliable is
local clock discipline, where no synchronization iiom an outside time standard exists. The most reliable
methods are WWV radios and GPS. Synchronization via modem or Internet offers acceptable accmacy at
modest cat.

Configuration scenarios for each method differ-however, the NTP service on the UNIX system receives
its instructions via the conjuration file at /etc/inet./ntp.conf. This file contains two important lines. One
defines the path of the drift file. The other deilnes the server address or identifier of the source through
which the NIT service on the UNIX system will obtain its time synchronization.

For more information on NTP, refer to the University of Delaware Web site on time synchroni~on:
http://vmvw.eecis.udel.edu/-ntp/. This page lists approximately 25 different drivers for clocks that can be
interfiwed directlylto the Sun Solaris system.

Note:

8

PNNL does not endorse any specific vendor or approach to establishing logical
connections to time standard clocks, recognizing that sites have differing needs and
topology constraints.
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Whichever method for synchronizing time on the Sun server is choserq please note that the hardware
utilized must be fidly compliant with NT’P. Many ways are available to acquire time displays that are
based on tmnsmission fkom GPS, WWV, and NIST over modems. However, be carefbl with solutions
that offer only proprietary data formats and interihcing methods, as these may not work as desired in an
NTP environment.

This section of the SAG summariz es six clock disciplines.

12.1 NTP Synchronization Via Undisciplined Local Clock

This driver allows a machine to use its own system clock as the reference cloclq with no outside clock
discipline source. To establish a local C1OCLspeci~ the following server directive in the ntp.conffile:

sewer 127.127.1.0

12.2 Synchronization Via NIST Modem Time Service

This driver supports the National Institute for Standards and Technology (NIST) Automated Computer
Time Service (ACTS). It periodically dials a prespecified telephone number, receives the NIST timeeode
&@ and calculates the local clock correction. It was designed primarily for use when neither a radio
clock nor connectivity to Internet time servers is available. The available accumcy is within that which is

*d to operate FEn!us.

9

e
ACTS is located at NIST, Boulder, Colorado, and their telephone number is (303) 494-4774.
Furthermore, a membership fee maybe required. Refer to the Web site and modem vendor sources.

Required modem parameters are 1200 bau~ 8-bits, no parity, Hayes compatible. The NEST ACTS
telephone number and modem setup strings are hard-coded in this driver. If you need to change them
you need to acquire the source code, edit and recompile.

To establish a NEST modem time serviee in the configuration file, use

sewer 127.127.1 8.u

where u is the port number on /dev/actsu.

12.3 NTP Synchronization Via Internet

FEMIS sites that have continuous access to Internet can configure NTP on their Sun computer to
synchronize with any of about 50 time-standard clock servers on the Internet.
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a Set up the actual host you want to synchronize with by listing its domain name or IP address in a server
directive in the ntp.conf file. Example: “

server 192.43.244.18 # time.nist.gov (recommended fir west coast)
sewer 192.5.41.40 # tick.usno.navy.mil (recommended for east coast)

For some EOCS, Internet time synchronization maybe desirable because no additional hardware costs are
involved once network access is already in place. Access to the primary time servers is free. The
available accumcy is well within that which is required to operate FEMIS.

Using Internet to gain access to primq time servers hss a potential network routing issue associated with
it. NTP uses UDP port number 123. As a matter of policy, some sites block this specific access fix
secwity reasons. Sites considering NIT over Internet should study the security impacts. Many firewall
components offer solutions to this problem. Also note that some routers support NTP internally. Call
your network solutions vendor for specific advice.

12.4 NTP Synchronization Via VVVWRadio Receivers

Many networking equipment manufacturers offer WWV radio-receiver-driven clocks that can be
interfaced directly, via serial pox to the Sun mmputer and an NTP driver. Refer to the NTP Web site,

o

and look for Reference Clock Drivers. This page lists about 5 to 10 dil%erenthardware solutions.

-
Note: Either WWV or GPS receivers are considerably more expensive than any of the

previously mentioned methods. However, ifaccumcy end reliability sre impo~ these
methods offer substantial benefits snd should be given serious consideration.

12.5 NTP Synchronization Via GPS Receivers

Many networking equipment manuiiwturers offer GPS-receiverdriven clocks that can be inted%ed
directly, via serial po~ to tbe Sun computer and an NTP driver. Refer to the NTP Web site, and look for
Reference Clock Drivers. This page lists about 5 to 10 dd%erenthardware solutions.

Note: GPS receivers for synchronization of NTP clocks are considerably more expensive than
either modem or Internet methods. However, inaccuracy and reliability are importanG
this method offkrs substantial benefit and should be given serious consideration.

Also, in some geographicallocations, GPS may have a slight advatage over WWV radios, depending on
theamount of high fkequency radio interference present. Get the advice of radio imtahtion consultants
in your specific area.
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12.6 NTP Synchronization Via Network Time Server

Vendors now ofkx both WWV snd GPS Network Time Servers. These devices intexfhee direetly to your
Ethernet via either 10Base;T or coaxial connections. Time synchronization signals are obtained either via
WWV or GPS radio and antenna. These deviees interfkee directly to the network and not through the
computer’s serial port. As su~ they do not depend on speeific computer hardware and operating
systems for support. Possible vendors include TrueTime, Speetmeo@ A- MagnavoA D- and
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13.0 Security Measures

Seeurity measures for the operating system and ddabase are discussed in the following sections.

13.1 Operating System Security

-m=—@ in FEMTS include seemity goals, user aeeount managemen~ user identification number
(UID) and group identification number (GID) managemen~ passwor d protection of accounts and files,

other encryption no aeeess files, and NFS connections scripts. Consideration of fiwtors common with
EMIS operation on a PC or UNIX server has been taken into account.

13.1.1 FEMIS Operation System Security Goals

The goalsof seeurity measures taken for FEMIS include the following:

9
●

●

●

●

Ehninate all passwords in the clear fkomNFS muwction batch scripts.

Accomplish Windows NT login and NFS ccmneetions via a single Iogin dialog.

Establish the unique UID number, login name, and secret password for eaeh user in the EOC. Users
will maintain their own passwords.

Veri~ that server files created via NFS are owned by user’s U’ID,and files created via NFS, while
operating FEMES, have GID femisrun.

Veri@ that there is no access from ordinary user accounts to files on the UNIX server that might
contain sensitive information.

Vexi@that seeurity measures are compatible with EMIS operations. Run FEMIS and EMIS on same
PC. Run FEMIS and EMIS born the same login.

13.1.2 User Accounts

e

Each individual who usesITEMSneeds an accounton the Windows NT workstation and UNIX server.
For FEMIS, multiple aemuntsmustbemaintam . ed on both NT and UNIX systems for seeurity reasons.

Every person using the EOC computing resourees needs a user account. If deemed suitable, an EOC’S

system~ reanereate andmaintainuser accounts for eaeh and every person who will be using a
FEMIS workstation.

As an alternative, your System A - -dmmtmtor may want tosetup groups of users rather than individuals.
In that case, several people would use the same user name and password. Examples are setting up user
accounts based on operating position in the EOC, e.g., safe for Public Safdy or tran for Transportation.
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13.1.3 UID and GID

The UID is a number that identifies user accounts in UNIX. Each user aeeoun~ individ~ or position
must be assigned a unique UID. These numbers must be unique so that no two user names at the EOC
will have the same UID. PNNL suggests using UIDs in the rauge from 100 to 60,000. lle main use of
UID is to establish ownership of files on the UNIX system.

The GID identifies group. Each and every user amount created on a FEMIS UNIX server must be
included in the femisrun group (3051 O).

During execution of FEMIS on a PC workstation%files created by that PC on M\ and Li drives will have
ovmership/group useridlfemisrun, where userid is the UID of the user aeeount.

Files created by FEMIS workstations on M:\ include D2PC and Evacuation model log files and result
files. If GroupWise is your E-mail applieatio~ it uses the L\ drive.

At sites where both FEMIS and EMIS are being installedon the same sewer, the choice of UID and GID
numbers should be coordinated with the EMIS vendor to ensure that these unique numbers do not
overlap.

13.1.4 Passwords

A user or System Abin&mto r must be coneemed with two types of passwords, the Windows NT
workstation password and that user’s password on the FEMIS UNIX server. The Windows NT and
UNIX passwords must be the same for FEMIS to work. If both EMIS and FEMIS are to be run from that
user’s PC, then they need to be concemcd about the EMIS UNIX server password also.

Upon a FEMIS user logging onto a PC, the FEMIS startup scrip~ FSTARTUP.EXE, is run fkom the
Stafiup group. The result is network connections being made via NFS to the FEMIS UNIX server.
Connections to drives M:\ and L\ are established.

The users of FEMIS should be responsible for maintaining their own Windows NT login password and
UNIX password(s). A user’s UIWX account password must be identical to their Windows NT account
password. That way, they only need to enter a password once, at the Windows NT Login Information
dialog box. The password entered there will be reused forNFS connections needed in FSTARTUP.EXE.
IfNFS cmnneetion password authentication fds, FSTARTUP.EXE will prompt the user for @/her
password(s).

Since a user’sWindows NT and UNIX passwords must be the same, UNIX password rules (the more
limiting of the two) must be used. Passwords must contain 1) six to eight chamcters, 2) at least two
ietters, and 3) at least one number. A password must differ from the user’s login name or any circular
shift of that name. Passwords must differ flom the old password by at least three characters. Password
uniqueness must be established in the first eight characters. Misrnatehes in characters beyond eight may-
or-may-not be deteeted. *
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a Each user (or group of users) is responsible for maintaining hidher own password. Ifpassword
management is done by group, one person in that group should have prime responsibility for ~g
the password and letting it be known to others in that group.

Password maintenance on the PC is performed via Ctd-Ait-Delete, which runs the Windows NT Searity
dialog box. Password maintenance of UNIX password is accomplished by running telnet to the UNIX
server and using the pasawd command for I?EMISand nispasswd for EMIS to mm passwords.
Setting both passwords to the exact same string ensures that the password only needs to be entered once at
the main Windows NT Iogin window.

13.1.5 Encryption

Windows NT and UNIX account passwords are encrypted in the dei%ultmethods of Windows NT and
Sun Solaris opemting systems. No other methods are incorporated in FEMIS for encrypting
authentication passwords.

Data transmitted to and from the FEMIS command server are currently encrypted using a DES-like
algorithm. A fbture version of FINIS may use SSL. None of the other FEMIS daemons currently use
encryption.

o 13.1.6 No Access Files

—
Some files in FEMIS may contain passwords or other sensitive information. These files have been made
inaccessible to the normal EOC user accounts. This is accomplished by setting ownership/groupto
femis/femis and protection mask to 600 (rw———), which RSUltSin no readaccessto the world. AII
example is the FEMIS Cmnmand Server configuration file. Do not change the protection to something
else, e.g., 644, as then the world will be able to display and read the sensitive information contained in
that file.

13.1.7 FEMISIEMIS Issues

It is possible toy both EMIS and FEMIS on the same PC workstation and from the same Windows NT

login. FEMIS uses drives M: and L: for access to a UNIX server. EMIS uses network drives N:\ and
S:\to access files on a UNIX server (may also use drive l:\ and T\).

It is also possible to install and run both EMIS and FEMIS on the same UNIX server. Securiiy models
for UIDs, GIDs, and file ownership for the two systems are compatible.

InstaWions where both EMIS and FEMIS are supported on one or more UNIX servers will need user
account maintenance in accordance with EMIS system ~ “on.

Note: NIS+ is usedin EMIS for maintaining user accounts. System ahinkah

e

“anpolicy regarding

Solstice and NIS+ is discussed elsewhere in this manual.
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13.2 Database Security

Most of the access seuuity for previous versions of FEMIS has been provided by the client application.
This was accomplished using the FEMIS usercodes and passwords and restricting knowledge of these to a
minimal number of users at an EOC.

The FEMIS client application connects to an EOC databme to access and share information with users in
the same EOC and remote EOCS at the Hazard site. When a user starts the FEMIS applicatio~ a
connection to the dehdt EOC datdase is attempted using an Oracle userid and password that are saved
in the application. If this connection is successfh~ the FEMIS Lo@ window appears where the user
enters a FEMIS usercode (Username) aud password valid for the EOC where the user intends to work
fkom. The FEMIS usercode and password are validated by comparing the values entered by the user with
values in the database table, FEMIS_USER. Ifthe usercode and passwords are corre@ a database
connection is made to the appropAate &tabase and the application begins to initialize.

Xnprevious versions of FEMIS, &tabase userids and passwords for all EOC connections were stored in
the EOC table with the password being encoded to prevent an unauthorized person to copy it. The
database userid was derived fi-omthe EOC code and password was normally the same as the userid.
These values were placed in the EOC table as part of the FINIS insdkdion or upgrade. There was no
FEMIS interfiwe to aliow changes to the initial database passwords.
It is a long term goal to add more database security to prevent accidental or malicious access problems
from occuning. The following increased security measures are included in &is version of FEMIS:

. Increased access protection of the FEMIS relational database.
● Better relational databaw password management.

. New tool to change passwords.

‘13.2.I IncreasedAccess Protection for the Relational Database

In FEMIS v1.4.5, a single Oracle schema is provided for the management and access of an EOC’S
relational database. The initial authorization link to FEMIS, every access to Oracle by the FEMIS
application%and all database ~ “onwork were executed by the same Oracle schema. This
presented a datdase security issue in that authorized users are given more privileges than they need. A
FEMIS user, using SQL, could inadvertently delete or mod@ an Oracle table needed by other FEMIS
users which would damage the FEMIS system.

In FEMIS v1.4.6, additional Oracle schemas for each EOC’S Oracle database exist for the following:

. The FEMIS “login” user - This initial access schema can only view part of a single table in the
database. The password for this account is fixed and stored in the FEMIS initialization file, but the
schema can only que~ parameters needed to perform the initial validation of a user’s Iogin.
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●

●

●

The FEMIS “application” user-This schema is used to access the FEMIS Omcle database from the
FEMiS application after a successfid login. This schema can view and e&t data within the FINIS
database but does not have the ability to change the structure of the FEMIS Omcle tables or perfbrm
Oracie dminkmh “vefimctions.

The management of the FEMIS relational database – This schema is used to create and manage the
tables, indexes, procedures, and other objects of the database. ‘his schema “owns” the production
datae.ndis usedtocompleteall datadmhktmh “vefimctions that are necessary.

Two xhhktmb “onschemas for the UNIX login accounts - These schemas are used by
AutoRecove~ and other UNIX processes to access the local Oracle&abase. The password for each
schema is identified externally to Oracle and is managed by UN~ which provides security and
change capabilities. These schemas match the UNIX femis and oracle user accounts.

13.2.2 Password Management for the Relational Database

InFEMIS v1.4.5, there are several security problems associated with the management of passwords used
for accessing the FEMIS relational database. In several processes that use the database, passwords are
stored in-the-clear; or they use a password which is the same as or derived horn some well known string
e.g., EOC code. These processes include DEL Setup, AutoRecovery, Command Server, Data Driven
Notiikation (DDN), Shell scripts for &tabase managemen~ FSETUP.~ FIP, and FPROFDEI.
Because database passwords are being assumed and/or stored in the configuration they can be discovered
by an experienced user.

Most of these processes have been modified to use the ~ “onschemas. For example,
AutoRecove~ uses the oracle databse drhktE@ r account to check the status of local and remote
databases. DEI uses the femis database administrator account to put EMIS data into the database. To use
either accou@ the process connects to the &abase using the slash(/) instead of a userid and password
pair. Therefore, the password is not visible during the connectio~ and it maybe changed Ilequently
without any impact.

Some of the scripts for database management still retain the userid/password connection parameters.
Most of these scripts are used when the database is initially Wed or updated to a new version. After
the &tabase is installed or u- the database passwords can be modified so they are different. Ifthe
scripts must be reus~ anew tool is available to temporarily change the passwords.

13.2.3 Password Change Tool

Manage Database Passwords

The Manage Database Passwords tool is used to change the password for an application database schema
or a management database schema It can also be used to restore all owner schema passwords for the site
to the installation defh.uk.
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warning Before using this tool be sure that alI of the appropriate servers, datdmes, and networks are e

operating normally and that you know all of the neoessary passwords to oomplete the
operation. Also make sure the FEMIS ODBC data source names on the PC are correct and
complete for all &tAases affected. If the environment is not complete or the passwords are
not kno~ the process may only partiaUy finish requiring manual intervention from a
System Administrator to appropriately restore the passwords.

In gen~ this tool is used as follows:

1.

2.

3.

4.

5.

Select a DSN (the dei%ultupon entq is the DSN for your EOC).

Select one of the three available password options.

Enter the old and new passwords in the change schema password text boxes, if prompted.

Press the Execute button.

Respond to input requests.

Note: Remember that Omcle passwords are case sensitive.

Option 1: Change the Application Password
8

This option will change the password of the application database schema. This is the schema used by the
FINIS application itself It has only the database privileges necessary for the execution of the FEMIS
application and some of its utiiities.

To change an application database schema password

1.

2.

3.

4.

5.

Select the DSN for which you wish to change the application &tabase schema password from the
Data Source Name dropdown 1*.

Select the Change This ApplicationPasswod option button.

Enter the current password in the Old Password text box.

Enter the new password in both of the New Passwoti text boxes. The password must be between 4
and 16 characters in length and may only contain alphanumeric characters.

Press the Execute button. The process will ~ changing the application schema password for the
specified EOC.
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9 Progress messages will appear in the process log text box. The last progress message will indicate
whether or not the full process was successfid.

6. Press the Clear Log button to reset the window, or the Close button to close the window.

Option 2: Change the Management Password

This option will change the password of the management database schema. This is the schema that owns
the objects in the PEMIS databaw. Since this is the schema that owns and controls replication changing
this password involves all site servers.

To change an owner datake schema password:

1.

2.

3.

4.

5.

6.

Select the DSN fix which you wish to change the owner &tabase schema password fkom the Data
Source Name dropdown list.

Select the Change This Owner Password option button.

Enter the current password in the Old Password text box.

Enter the new password in both of the New Passwonl text boxes. The password must be between 4
and 16 bractem in length end may only contain elphanurnenc characters.

Press the Exeeute button. The process will ~ changing the owner schema password for the
specified EOC.

Progress messages will appear in the proms log text box. ‘l%elast progress message will indicate
whether or not the fidl process was successfid.

Press the Clear Log button to reset the window, or the Close button to close the window.

Option 3: Reset All Owner Passwords

This option will restore all owner schema passwords for the site to the installation defkult. It would
typically be used only as part of au installation or upgrade process.

To reset all owner passwords:

1. Make sure that a Data Source Name (DSN) has been selected fkom the Data Source Name dropdown
list. While all DSNS will be affkc@ one needs to be specified initially as the source for the basic
EOC itlfO1’mStiOll.

2. Sekct the Reset All Owner Passwordsoption button.
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The process will rmq changing all owner schema passwords for the site to e

If the current password for any given schema is not the defauk you will get an Oracle login box fbr
that schema. Enter the current password for that schema and press the OK button. If you do not
know the eorreet passwo~ the process will terminate.

Progress messages will appear in the process log text box. The last progress message will indicate
whether or not the fidl process was suecedld.

4. Press the Clear Log button to reset the window, or the Close button to close the window.
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14.0 Backup Strategy for FEMIS

Backups arecritical inthemaMmanc e of your FEMIS UNIX server since they provide a safbty net to
prevent data loss in the event of disk tiures, software, or operator error. Failure to properly backup your
system can cause hours or days of unnecessmy labor in reproducing lost files and configurations. The
ideal backup stmtegy automates as much as possible, thus mhhizing manual actions performed by the
system admMXm@ r. However, an improperly implemented strategy can cause problems rather than
protect data If the recommendations outlined below need modifications for your sy~ please analyze
the changes earefidly to avoid problems.

This document provides a recommended backup stmtegy for the FEMIS system and supplies details on
using scripts that are installed on the UNIX servers to automate the process and a procedure for
implementing system backups on a Sun Solaris system.

14.1 Recommended Backup Strategy

Regularly scheduled file system and Oracle database backups are recommended in addition to manual
backups done as part of system upgrades or planned hardware and software maintenance. The backup
process should be automated to make sure it always gets done consistently. The best time to backup your

9

system is during times of low use (usually during the night). A full file system backup followed by
incremental backups (changed files) is recommended. This will ensure the system can be quickly restored
with only a *W tapes. A method of tracking taped backups and retention of the media will ensure your
ability to recover tim data loss.

Some of the data in the FEMIS Oracle database tends to accumulate and can lower pefiormancc ifit is not
periodically removed. Ifa historic copy of this data is desire@the data must be saved before it can be
safely removed. Scripts that were installed during the installation of FEMIS can be used to perform these
operations for meteorological (N@ &@ D2PC case &@ and journal log &ta.

The Oracle databas backups and removal of historical data need to be coordinated with the file system
backups. This ensures the saved databse files are not in the process of being modified while they are
being copied to tape, and old&abase files that arc no longer needed on the disk can be removed after a
successfid tape image is made. If this old data is not removal the disk can fill up in one to three weeks.

14.1.1 File System Backups

An automated stmtegy of running fill file system backups once a week followed by incremental file
system backups the other work&ys is recommended. l%ese file system backups must follow the &tabase
backups that occur the same night. Mter a successful full file system backup, the old Oracle export and
log files created by the &abase can be removed.

a This process should be repeated each week with different media. For example, at PNNL, we retain 6-
months (26 weeks) of fill backups and 2-months (8-weeks) of incremental backups. The tapes are
numbered and designated as fill or incremental backups and kept in numerical order in a cabinet. A
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logbook is also used to track when tapes were used. The system dmk&mto r mounts the backup tape 0

each night and then checks the next morning to ensure the backup ran successfidly. Ifa fhilure of the
media ~ they csn then rerun the backup manually. For disaster recovery, the latest fill and
incremental backups are kept in a difRerentbuilding. This backup regimen has proven to be highly
successfi.d in providing us with an efficient way to recover from data 10ss.

When the FEMIS software was installed on your UNIX server, files system backup scripts and template
files were installed and are located in the installhackup.template directory. These scripts enable you to
schedule and backup your file system. (See Section 14.1.2, File System Backup Procedures for the UNIX
Server, to customize and setup the server for automated backups.) These files contain scripts that will
check the fill file system backup log for errors before removing the old Oracle export files. This prevents
deleting these files without first successfidly backing them up.

14.1.1.1 Full File System Backups

A full file system backup creates an image of your system and can be used to restore a disk to the point in
time this backup occurred. The operating system tracks the occurrence of a fidl file system backup of
each disk in the /etcJdumpdates tie on your system. A fill file system backup of a device is designated
as a level Odump followed by the date and time it occurr~ for example:

/dev/rdsk/cOtOdOsO OSunApr1200:00:52 1998
/dev/nMkOtOdOs5 OSunApr1200:06:04 1998
/dev/dsk/cOtOdOs6 OSunApr1200:11:22 1998
/dev/rdsk/cOtldOs7 OSunApr1200:33:28 1998

14.1.1.2 Incremental File System Backups

An incremental file system backup uses the data in the /etc/dumpdates file to determine which files have
changed since the previous fill file system backup and then writes only the changed files to tape. In order
to completely restore a disk or directo~, the fill file system backup must be restored followed by the
latest incremental. Incremental file system backups are designated by a level 9 dump in the
/etc/dumpdates file.

14.1.2 File System Backup Procedures for the UNIX Server

Sofhvare backups and arching are highly recommended as part of normal system administration
operations and management. Example scripts are delivered to perform these tasks. The EOC and System
A&umtmto

. .
r should become fhmiliar with the examples and make any modifications necessay to

comply with their information system policies.
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e The backup files are located in the installlbaekup-template directory and include the following:

README.baekuP
backup.sh -
backup.sh.l -
backup-system_full -
backup_full-data-file-l -
backup-full-data-file-2 -
backup-system_inc -
baekup_inc_data-file_l -
backup_cheek.sh-

The scriptwhich perfomw backups.
The backup.shman page.
The controlfile template for full backups.
The data file template for tape 1 of the full backup.
The data file template for tape 2 of the full backup.
The controlfile template for incrementalbackups.
The data file template for tape 1 of the incremental backup.
The scriptto checkfor successfulbackups and call the Oracle export
and archive log removal script.

To customize the backup templates for your site, complete the following
steps:

1.

2.

3.

Createthe /apps/backup directory.

Copy the backup files to /appsJbaekup.

Configure the backup templates for the system. Each backup data iile will write to one tape. If more
than two full or one incremental backup tapes are requir~ create anew data file and add the new
data ile to the appropriate control file.

,

To run an Oracle archive removal script

1.

2.

3.

Uncomment the backup_check.shline in the backup_system_fulifile.

Edit the backup_check.shscript to veri~ the EXPECTED_LOGS variable is accurate.

Mod@ the ORACLE-REMOVE variable to call the Oracle file removal script.

To run an automated backup, load the appropriate number of tapes and add the following to the root
crontab:

#

# Backups
#
350 * * 2 /apps/backup/baokup_system_fulI> /dev/null 2>&l
300 * ● 3-6 /apps/backup/backup_system_inc> /dev/null 2>&l

To perform backups manually, load the appropriate number of tapes and run the following commands.

Full backup (performed Monday evenings): # /apps/backup/backup_system_fuIl a

e Incremental backups (performed Tuesday-Friday evenings): # /apps/backup/baokup_system_inc &
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14.1.3 Oracle Database Backups

The Oracle database contains most of the information that is used throughout FEMIS. The database is a
critical part of the system. To ensure the databme can be restored in case of hardware malfunctions,
software problems, or human error, it must be backed up on a regular basis. Although recovery may be
complex depending on the types of damage to the database, it can usually be accomplished if the database
was properly backed up.

To provide alternative methods of recovery, we recommend the following Oracle dahbase backups be
done.

Full database backups copy all the files that comprise the Oracle database. We recommend both periodic
“mid” fidl database backups as described in Section 14.1.3.1, Cold Full Backups of the Oracle Database,
and weekly “hot” fidl databmw backups as described in Section 14.1.3.2, Hot Full Backups of the Oracle
Database.

Logical Oracle database backups are Oracle databse exports. We recommend nightly logical Oracle
database backups as described in detail in Section 14.1.3.3, Logical Backups of the Oracle Database.

Full &tabase backups and logical database backups provide different recovery capabilities.

Full database baokups are used to restore the Oracle database to any point in time, including the last time
the database was operating normally. Please note that to recover using a fidl database backup, Oracle
should be operated in archive mode so the archive logs are copied to a save area. To reccwer to a point in
time, the last fidl backup files are load~ and then the archive log files are applied until the desired point
in time is reached. If archive log files are not available, a cold fidl database backup can still be used to
restore the database to the point when the cold fill databe backup was made, but changes made after
that time cannot be recovered. Recovery using a hot fill &tabase backup cannot be accomplished unless
all archive logs are available.

Logical Omcle &tabase backups are used to recover to the time when the logical database backup was
completed. The Oracle import tool is used to regenerate the database in case of major thilures. This type
of recovery is usefld to restore the database to a past state where the database was known to be good. If
the database was damaged in some manner so that it would not stsrt up, then imports would not be
possible. In this case, the datalme would then have to be rebuilt using a complex process available in
Oracle’s installer, or the databaw could be restored from the most current set of files produced by a cold
backup.

It is essential that the database backups be integrated with the file system backups. When this is done, the
Oracle files will be ready to be copied to tape along with other disk files and disk space will be freed
when old files are deleted after the successful file system backup. The system administrator should
ensure the directory containing the archive logs, and the Oracle backup files are included in the file
system backup.
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When the FEMIS software was installed on your UNIX server, Oracle database backup scripts and
template files were also added and are located in the oracle/admin directory. These scripts will enable
you to schedule and automate backups for your Oracle database.

14.1.3.1 Cold Full Backups of the Oracle Database

The &abase must be shutdown to @orm an Omcle cold fill database backup. A script to petiorm a
cold baokup, named dbbackup.cold, is available in the oracJe/admindirectory. This soript shutsdownthe
database,copies the ties to a save area indicated by the environment variable ORACLE_COLD and then
restarts the database. Jn a multiserver cxmfiguratio~ shutting down the database on one server causes
replication fhilures on remote servers since the remote servers continually try to query for database
changes. Although these replication thilures are temporary and are usually repaired when the datribase
comes back up, sometimes more serious problems are encountered. Therefore, cold backups are not
routinely used in FEMIS and are manually initiated at times when the database is shut down for other
reasons. Database shutdowns should be coordinated with other remote servers to avoid complications.

Cold backups are recommended before the installation of a new FEMIS version and whenever the server
is shutdown for several hours or more for maintenance. This backup ean be used to restore the &tabase
to the specific date it was done. In additio% archived logs can then be applied to restore the database up
to the time of the last archive ifall archived logs since the last cold backup are available.

14.1.3.2 Hot Full Backups of the Oracle Database

Oracle hot backups are fidl backups that are done without shutting down the databse. A script to
pefiorm a hot backup, named dbbackup_fuil, is available in the oracle/admin direetory. This script first
does a logical backup (see Section 14.1.3.3, Logical Backups of the Oracle Database) and then checks to
see ifthe &abase is operating in archive mode. Ifthe database is not in archive mode, a hot backup
cannot be petiormed so the script exits. If the databse is in archive mode, each data file is put into
backup mode, and then it is copied to a save area indicated by the environment variable ORACLE-FULL.
Mter tl@ the Oracle control file is copied to the same save area. At this po@ the database is backed up,
and the files in the save area ean be copied to tape as part of the file system backup process. When all
files are safely backed up to tape, the online Oracle redo logs are removed so the file space is available for
the next set of logs.

It is recommended that hot backups be done weekly during off-use time when changes to the database are
minimal. These backups can be used with the archive logs to restore the database to a point in time. All
&take arehive logs, fkom the time the hot backup was started to the time of desired reeovery, must be
available in order to restore the databse. Iflogs are missin~ the hot backup will not sucoeed-for this
reasmq cxddbaokups are considered essential.

14.1.3.3 Logical Backups of the Oracle Database

A logical Oracle database backup uses the Oracle export utility tool to make a consistent copy of the
database to a file. A script to perform system level exports, named dbbackup_inc, is available in the
oracle/admin directory. A system level export dumps all Oracle objects in all Oracle user accounts to the

14-5



FederalEmergenoy FEMISSystemAdministrationGuide
InformationSystems[FEMIS) June25, f999-Version 1.46

save area indicatedby the environment variable ORACLE.EXPORT. Atypical logical backup takes
about 5 minutes, and @r this tire% the export file is ready to be copied to tape by either a fidl or
incremental file system backup. A logical Oracle database backup does not require the Oracle database to
be shut down.

It is reemnmended that logical backups be done each working day during low use times to save the
databaw as it exists. From this expo% individual user accounts can be restored using the Oracle import
tool. When this is done, data in all tables are restored to what existed at the time of the export.

Also, data in a specified set of tables can be restored horn a logical Oracle &tabase backup, leaving the
rest of the database alone. This cau be usefil if data in a table is deleted accidentally because restoration
to a previous &y’s logical Oracle database backup will save time by not having to recreate the lost data.

14.1.4 Removing Historical Meg D2PC, and Journal Log Data

As the FEMIS system is usd data accumulates in many of the Oracle tables. Certain tables may get
extremely large and slow down the performance of the system. The MeG D2PC, and journal log d@L all
of which have frequent updates, are of special concern. Some sites wish to maintain a record of this
information for an extended period of time, so the data cannot be deleted. Details of this process for each
type of data is described in the paragraphs below.

Met data arrives at the Depot server about four times each hour and will add many records to the Met
tables in a week’s time. A script is available in the oracle/admin directorythat will export the Met tables
to the export save area indicated by the environment variable ORACLE_EXPORT. When the scrip~
dbarchive_datq is called with a pamrneter indicating Met &@ the Met_Tower, Met_Cluster,
Met_Condition, and D2_Met_Met_Selection tablesare exported. This exporteddata will be savedto tape
when the next file system backup occurs. Then any Met data in these tables older than seven days is
deleted from the table. It is recommended that the Met data is saved and removed automatically once a
week by setting the script up as a cron job. This is only needed on the server where the Depot databe
resides.

The journal table is used to capture significant FEMIS changes such as event notification data changes,
acknowledgments of data received from other EOCS, and user journal entries. Depending on the extent of
daily use of the FEMIS system the journal table cau become large. The same script described in the
previous pamgraph is called with a pammeter indicating journal data to save and purge records in this
table. We recommended the process be set up as a cron job to execute automatically once a month on all
the servers.

Another process is available to manually archive Met and journal data with the user supplying interactive
information to control the process. This process is available if the automated version described above
f%ilsor was not implemented. Instructions for using this manual process are in the Section 4.3.4,
Archiving Tables, in the FEiWiSData Management Guide.
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Depending on conditions in the Emergency Operations Center (EOC), D2PC cases may accumulate over

time and lower system performance. This is more likely to be a problem at the server where the Depot
database resides, as D2PC cases arrive horn EMIS periodically. A process is available to control the
number of cases in the database. This process can be configured to operate automatically as a cron job, or
it can be used interactively. Section 9.4.3, Archiving D2PC by Number of Cases, in the EEML!lData
Management Guidk describes the process and the options available. It is recommended that the archiving
of D2PC cases be tailored to your EOC and configured to operate automatically ifD2PC case buildup is a
concern.

14.2 System Backups for Sun Solaris System

The following is a procedure for implementing system backups on a Sun Solaris system using the PNNL
developed backup.sh script and data files.

1.

2.

3.

●

●

●

●

●

●

Create a directory on your Sun server to keep your backup logs and scripts. A commonly used
location is /filesystem/apps/backup. You can add an entry to your /etc/auto_apps to automap this
directory as /appalbackup.

# apps directorymap for automounter
#
backup -intr,rw,nosuid systemWlesO/apps/backup

Copy all files located in /home/femis/install/backup_templateto your backup directo~.

Document your system’s configuration for the following iterns:

Number of bytes that your tapes are able to store on your tape drive.

Tape drive device address (e.g., /dev/nnt@. Ifit is the only tape device on your syste~ it is likely to
be /dev/nnt/O.

Appropriate ufsdumpoptions for your tape device (seethe man pages on ufkdurnp and tape drive
rnanufiwture’s specifications).

Mount point of system disks.

Disks size and bytee used.

Document the directory where your oracle home account is located if you are going to remove Oracle
exports after your Ml backup.

Configure each of the backup data files to match your system’s configuration. Mod@, if necessary,
the following items:
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●

●

●

●

Options- This is the ufsdump options for your device. The template files are configured for e

4mm DDS tape drives. The first option is for dump level and should be left as either Ofor a fidl
backup or 9 for an incremental backup. You need to include the u and f options regardless of
tape drive used. ‘

Device-file – This is the tape drive device address. If your tape drive can compress &.@ include
the c pammeter. Always include then paxameter (e.g., /dev/nnWen).

Filesystem- This is the mount points of the system disks (space delimited). Your typical
incremental backup will include all file systems. Most fill backups will need two or more fidl
data files. Do your best to mange them so tapes do not run out of space. Do not duplicate or
leave out any disk drives.

Mail_to - This k a list of UNIX accounts or E-mail addresses (space delimited) which will
reeeive tie backup log and a warning list at the end of the eaeh backup tape.

5. Each backup data file will write to one tape. If you need more than two fidl or one incremental
backup data files, make a cmpyof an existing file and name it aeeording to the order it will be used.
Edit and change the log_file option to match the data file number.

6. Add/remove lines in the baekup_system_fulland backup_system_incfiles sothey executeall the data
files with the backup.sh script. Be surea sleep 360 emnmand separates eaeh backup execution for
autoloaders. This eornmand gives the tape drive time to unmount and remount the tapes. a

7. To run an Oracle archive removal serip~ uneomment the backup-check.sh line in the
backup-system_full file. You will also needto edit these variables in the backup-cheek.sh script:

. ORACLl_REMOVE - This line will be oracle-home-directory/admin/dbbackup-eron -dean.

. EXPECTED_LOGS - This will be the number of backup logs generated by the fill backup.

. LOG-PATH – The directory where these logs are Ioeated.

When this script runs, it mails its results to the root mail aeeount by defiudt. The E-mail account ean
be chang@ by editing the backup_eheek.sh script. Mod@ the following section (near the bottom) by
replaeing root with the E- mail aeeount you want to reeeive the results.

if [ -f “$LOG”]; ~
then

< $LOG mailx .S “OracleExportRemoval$REMOVAL_STATUS” root
nn $LOG

fi
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8.

9.

10.

To run an automated backup, load the appropriate number of tapes eaeh night snd add the following
to the root erontab:

#
# Backups
#
350 ● * 2 /apps/backup/baekup_system_full> /dev/null 2>&l
300 ● * 3-6 /apps/backup/baekup_system_inc> /dev/null ~&l

This en~ in the root eron will exeeute a fidl backup at 12:35am Tuesdays and incremental backups
Wednes&y through Saturday at 12:30am. To pexform backups manually, load the appropriate
number of tapes and run the following cxmunands as root.

Full backup command: # /apps/backup/baekup_system_full &

Incremental backup command # /apps/backup/backup_system_inc &

Label and date your tapes.

Do not reuse the same tape for eaeh backup. You should keep several good tape backups on hand at
all times. Detemine how long you want to retain fill and incremental backups and purchase
sufficient tapes to emer that time. You should also purchase extra tapes to be able to replaee bad
tapes. Your full backups should be kept significantly longer than incremenM backups and keep Ml
backups separate from your incremental backups. Mount the oldest incremental or fidl tape each time
backups run.
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15.0 FEMIS UNIX Server

The FEMIS UNIX server software provides notification between servers, the tmnsfer of data between
FEMIS and EMIS, the espabili~ to gather meteorological ~ and the ability for PCs to use the server
resourees for large mathematical model/simulation codes. The sofhare on the UNIX semer consists of
the FEMIS host Notihtion Serviee, the FEMIS emmmmd server, the FEMIS Met application suite, and
the FEMIS Data Exehauge Intake (DEI). These serviees, emnbined with the UNIX COTS
appkations, provide the structure fbrthe FBMIS software.

15.1 Maintenance of the FEMIS UNIX Server

Consistent server maintenance is essential for FEMIS operation. The following steps should be taken
regularly to monitor and maintain the server.

15.1.1 Monitor Oracle and FEMIS

The UNIX FEMIS Monitor andlor FEMIS AutoReeovery can be used to monitor critical FEMIS
fimetions. These fimetions include the FEMIS Notification Semiee, the FEMIS Command Server, the
FEMIS DEL the number of Oracle PC eonneetions, the Oracle Listener, and Oracle replication. For more
information on the FEMIS Monitor, see Seotion 2.0, FEMIS Monitoring Tools, and for Oracle
maintenance, see Seetion 14.1.3, Oracle Database Backups.

15.1.2 Perform System Backups

System backups are critical to data reeovery. It is highly recommended that eaeh EOC establish backup
procedures. For more information on Oracle backups, see Se&on 14.1.3, Oracle Database Backups, id
for server backups, see Seetion 14.1.1, Full File System Backups.

15.2 Troubleshooting the FEMIS UNIX Sewer

The following items are provided for the System Administrator to aid in the ~ ‘on of FEMIS.
For more information on the COTS produets, please refer to the doeumentation provided by the vendor.

15.2.1 FEMIS Troubleshooting

If FEMIS processes are down the following commands maybe used to stop and restart all FEMIS
processes.

# sh /etc/init.d/femisstop
# sh Ietctinit.dffemisstart
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15.2.2 Oracle Troubleshooting

In the event of an abnormal server shutdo~ while attempting to st@ the Oracle Listener may return an
error similer to ‘%ktwork name not uniqge on network.”

To resolve the problem, remove the /varhp/o/s<SID> file and restart the listener.

15.2.3 NFS Maestro Daemon

PCs may reeeive the following error when t@ng to eonneet to the server.

NetworkTimeout or HCLNFSD/PCNFSD not runningon Host.

This error message typically oeeurs for one of the following reasons:

1. The mountddaemon is not running on the UNIX server. To resolve, start the mountd daemon.

# sh /etc/hWd/nfs.server stati

2. The HCLNFSD daemon is not running on the UNIX server.

3. The NFS loelcing daemon is hung on the UNIX server.

Forsteps2and 3,stoptheNFS Maestro daemo~ifit is running.

# sh /etc#mit.d/heinfsdstop

Restart the daemon

# sh /ete/W.d/hdnfsd stait

Ifthe error continues, you may need to stop and restart the server locking deemon. Stop the NFS Maestro
daemou ifit is running.

# sh /etc/iniLd/hdnfsd stop

stopIoekd

# sh /ete/init.d/nfs.dient stop

Restart Ioekd

# sh /ete/init.d/nfs.ti}ent Stan
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16.0 FEIVIISPC Utilities

The FEMIS PC utilities include the following programs:

FSTARTUP
WINECHO
FIXINI
SRVCTL
WRITEREG
WRITEINI
MSGBOX
AUTOEXNT
NTPQ
NTPDATE

16.1 FSTARTUP

FSTARTUP.EXE is the FEMIS startup script. It should be set to run automatically eaeh time a user logs
into Windows NT. It maps network drives and runs startup scripts specified in the %windifiWEMiS.lNl
file.

For eaeh entry in the [FemisPC] sectionof FEMIS.INI of the form

XDriveNetPath=<network path>

FSTARTUP.EXE will attempt to eonneet drive X\ to the network path speeiiied where X\ can be any
drive letter. It will attempt to make the connection using the Windows NT login username and password.

FSTARTUP.EXE also looks for the entries

LoealStadupSeript=4ilenam*
EMiS.StartupSeript=@iienam@

Where filename specifiesthe fill path to a file. FSTARTUP.EXE will attemptto nm files speeifkd in
thesetwo entries.

16.2 WINECHO

This program is for use by NT-DOS batch files running under Windows NT and allows a batch fle to
give a message to the user in a normal Windows message box. This utility is used by several batch files
and the setup program.

Usage:
WINECHO message text.
WINECHO [/Beep] [/Info] [Mlam] [/Stop] /Msg:message text.
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Parameters:
/Beep Beep the speaker
/info Use the information icon in the messagebox
AtVarn Use tie warning icon in the messagebox
Stop Usethestopicon in the messagebox
IMsg: Any text following /Msg: will be shownin the messagebox. If any other parameters

(/Beep, /info) are speeifi~ then /Msg: must be specified.

16.3 FIXINI

This program‘%xes’’theFEMIS.INI file by determiningg the PC nameaud setting the correct paths and

filenames for someof the COTS packagesusedby FEMIS. The COTS that FIXINI.EXE will searchfor
include the following:

ArcView GIS
E-mail package. FIXINI.EXE will search for Novel GroupWise, Microsoft Outloolq and Eudora. If

more than one of these is fount FIXINI.EXE will prompt the user to select the
package to be used by FEMTS.

This utility is called by the FEMIS Setup program. If any command line parameters are specifi~ then
the program will exit immediately after writing tionnation to FEMIS.INI. Otherwise, it will wait for the
user to click OK. m

16.4 SRVCTL

This program allows stardng and stopping of Windows NT services from the command line. This
program is used by the setup program to start the NTP seMce to synchronizethe PC’s time with the
server.

Usage:
-s SewiceName Starts saviee ‘ServieeName”
-e ServiceName Stops serviee “SefviceName”

Note The SetvieeName passedis easesensitive.
Control Panel.

16.5 WRITEREG

Write a value intotheRegistry.

for FINIS users.

UsaEe

It must be entered exaetly as it appears in the

This is used by several batch files to add the careet ODBC tiormation

‘~lTEREG [/?] [/Q] [/D] /T’type’ R.’registty’ [/N:’itemname~/VWalue’
e
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Parameters:
/? = Help message.
IQ = Quiet mode-no status messages.
/D = Delete entry (A/parameter not needed for delete).
/’R’x’ = Regishy type.

R = HKEY-CLASSES-ROOT
C = HKEY_CURRENT.USER
M = HKEY_LOCAL-MACHINE
U = HKEY_USERS

/R’x’ = Registry entry.
/N:’x’ = Value Name.
/Wx’ = Value to set.

Ifa value begins with ~, it is written as a DWORD value, otherwise it is treated as a string value.

Note: Values ‘x’must be within apostrophes if the vaiue contains a space, otherwise the
apostrophes are not needed.

Example:

WRITEREG /T@ /fVSofiware\ODBCWDBC.lNIWXXX’ /N:Semr /WF1-XXXX

16.6 WRITEINI

Write a value into an INI file. This is used by several batch files to add the correct ODBC idormation for
FEMISusers.

Usage:
WRITEINI [/?] [/Q] /F:’fiie’/S’section’ /1:’item’[/Wvalue~

Parameters:
/? = Help message.
IQ = Quiet mode--no statusmessages.
Rx’ = INI filename to use.
/S’x’ = Seotion name in INI file.
/1:’x’= Item (key) in INI file.
/V:Y = Value to set. (No value= Delete entry)

Note:

Example:

Values ‘x’must be within apostrophes if the value contains a space, otherwise the
apostrophes are not needed.

WRITEINI /R’FEMIS.lNl’ /S:’FemisPC’ /1:’FemisUserTopDirUNIX’ /W’/home/femis/use~
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16.7 MSGBOX

MSGBOX gives a Windows message box to the user. This allows the batch file to determine which
button the user clicked so it may skip some steps. This is not used by any FEMIS batch files at this time,
but may be used by FUPDATE.BAT files at some FEMIS sites.

Usage:
MSGBOX [/?] [/BTNx] [/lCOX] /M:’message’ [~’titie~

Parameters:
/? = Help message.
IM:’X = Message to show the user.
KY = Tffle of message box window. (Defautt= ‘Message?
/BTN:’x’ = Buttoncombinationto show user. (Defautt = OK)

OC = OK & Cancel buttons
YN = Yes&No buttons
YNC = Yes &No& Cancel buttons

The button Clickedcan be determined by the ERRORLEVEL.
OK,YES = O
NO =1
CANCEL = 2

/lCOk’ = Iconto show in message box. (Default = No icon.)
Q = Quetilon
I = Information
E = Exclamation
s = stop

Note: Values ‘x’must be within apostrophes if the value contains a space, otherwise the
apostrophes are not needed.

Example:

MSGBOX /M:’Update your GIS data now? This could take several minutesto copy.’ /BTN:YN
/lCOQ

IF ERRORLEVEL==l GOTO MBEL_SKIP_COPYING
::*(copy files)

:LABEL_SKIP_COPYING

16.8 AUTOEXNT

AUTOEXNT is public domain software written by Jan van Eekeren (janveeke@microsoft.tom). The
version of this soflware, installed with FEMIS, was obtained from the Microsofl Windows NT Resource
Kit CD. The zip file for this software also is available via the Internet.
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The purpose of AUTOEXNT is to automatically run a batch scriptat boot up time. The AUTOEXNT.BAT
batch script is run only once per cold boot of the PC. AUTOEXNT is installed as an automaticservicein
the Windows NT Control Panel.

In FEMIS v1.4.6, the purpose of AUTOEXNT is to automatically setthe PC’s internal clock usingthe
NTP utility program NTPDATE.

16.9 NTPQ

NTPQ is the NTP query program that queries the NIT servers on the network. NTPQ is installed both on
the FEIWS UNIX server and on PCs. Usefid reports can be obtained using the following can.mands:

>> ntpq -p
>> ntpq -p -n

The listing displayed shows the name or IF address of each NTP server on the netwo~ the type of
re.fkrenceclock at each server, time correction statistics for each server, and from which server the client
eumently is squiring synchronization (line with asterisk).

>> ntpq-p
remote refid Stt when poll reaeh delay offset disp
napoleon.eoc.org rl 1.eoc.o~ 3 u 487 1024 , 77 15.27 38.875 21.88
Wwvradio.eoe.org .VVVVVB. 1 u 233 1024 377 0.00 42.457 27.34

For a detailed description of the fields displayed by NTPQ, refer to the man pages. On any web browser,
open http~Avww.eecis.udel.edu/-ntp/. Field st is the stratum number. The when and poll show when the
server will again be polled. The when number increases once eaeh second. When reaehes poll, the client
polls the server. The value of poll starts at 64 (about 1 minute) and increases up to 1024 (about
17 minutes). The numbers represent the adjustments.

16.10 NTPDATE

NTPDATE is the NTP setdate program that can be used with cron to implement time adjustments.
However, it is usually used to make a preemptive adjustment to the PC’s internal time of &y clock. The
single argunmt to NTPDATE is theNTP server’s name or IP address. NTPDATE is available both on
UNIX server and on PCs.

To use NTPDA~ you must be logged in as root on the UNIX server or as A~ r on the PC. To
run NTPDAT~ the NIT servicemust not be active, as there ean be only one user of the NTP port @
service port number 123) at a time. On Windows NT, the -b option is required.
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Example

>> ntpdate -b napoleon
15 Oet 11:50:05 ntpdate: step time sewer 13.2.8.43 offset 0.005444 sec

16.11 INSTSRV

TMSprogram is used to install Windows NT seMces from the command line.

Usage:
instsrvcsewiee name <exe Ioeation>

to installa sewice, oc
instsrv~rvioe name remove

to remove a serviee
instsrv<servioe nam- quety

to que~ a serviee configuration

16.12 SWITCHDB

This program is used to change the defhuk database that FEMIS connects to and to attach the FEMIS
planning database. This program is accessible fkom Start ~ Programs~ FEMIS ~ Change Default
Database.

Note: After seleeting a databme and clicking OK the OK button remains enabled. Clicking on
OK while the planning databse is being attached will restart the attach process. This will
not cause any problems, but it will generate several messages stating that certain tables
have already been attached.

16.13 FUNITCVT

This program provides users an easy method of converting units for temperature, weigh~ len~ ar%
volume, - and pressure. This is a Windows NT application.

16.14 Stand-Alone Watchful Eye

The Stand-Alone Watchful Eye is an application that allows FEMIS users to be notified when an event
ooeurs or other important decisions are made. The main use of this application is so users can monitor
events without having to run the FEMIS applieatio% which consumes significant PC resourees. The user
registers interests in specific events. When an event of interest oeeurs, the Watchful Eye responds
aeeording to the user’s preferences. The user may then start the FEMIS application to obtain the details
for the event.
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16.15 Remote Evacuee Registration

The Remote Evacuee Registration (RER) application will provide users with the capability to enter
evacuee information fkom shelters during emergencies. The user does not need to be connected to the
network in order to use the application. A dialup connection to the server can be established via a modem
link whereby the evaeuee in.tlormationean be uploaded on request. This offers the convenience of being
able to register evacuees fkom remote locations via a laptop and other portable PC. Use Point-To-Point
Protocol (PPP) to establish a modem link.

The RER application is installed as a part of the standard FEMIS imtaktion process.
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17.0 FEIVIISApplication Error
Troubleshooting

Messages and

This section contains error messages along with the possible solution(s) to the error, and troubleshooting
of common problems with a possible resolution l%e errormessageis denotedby boiiianditalicswithin
quotaR Inanyhation below, that cannot be resolved with the solution(s) indi~ it is recommended
that you contact the FEMIS He4Desk for assistance. This section only rovers problems noted within the
FEMIS application. For AutoRecovery error messages and troubleshooting see Section 10.5,
AutoRecomxy Troublesh- in the SAG.

17.1 Application Error Messages

Thissection is in alphabetical order via error messages.

‘Can’t wnnect to GIS - gddlymb~etobject 380: Inwdidpropertyvakz”
Thismessage displays after the user has invoked the object version of Select Location from the
operational task st@us- cleared the selections from all three dropdown lists, and clicked on the Map
button. You shoul~

*

s Select a specific location type before clicking the Select button that invokes the GIS.

“Can’t start RCPserver”
If you receive this error when attempting to log into FEMIS after a Windows NT v4.O installatiorq contact
the IEM’s FEMIS Help Desk for assistance.

‘Dr. WatsonErrors”
When a specfic window in FEMIS does not work on one PC (usually it will give a Dr. Watson), but the
window works tine on other PCs. You should

●

●

9

Ver@ if another software program was installed after FEMIS. It is possible that a file was
overwritten that is used by FEMIS. This file maybe dii%erentand an incompatible version cmmpared
to the one installed by FEMIS. In this case, run the FEMISCHKprogram on both a PC that works and
the PC that does not work to see if there are any diffiences. Ifthere are Merences, copy the
changed file(s) hn the PC that works to the one that does not work.

Check to see if these applications are attempting to start unexplainably. When you logon to Windows
NT, you might receive a Dr. Watson error relating to KeyPrint or other executable that may not be in
the start-up group, such as D2PC. The outcome is that the login is successfi~ but KeyPrint or the
other application is not on the task bar. To fix this problem you should enter Explorer, go to
Wlnnt + Profiles+ All Users+ Stati Menu+ Programs+ Statiup (this should be the location for
the KeyPrint and other application Shortcuts). Jn the right half of the Explorer window, right click on
application need@ then select Properties+ Shoficut tab. MakesureTarget field contains
C:WEMlS\<application name>. Ifh doesnot manually type it in.
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“Error CrealingTernpormyWorkingDatabase”
This error indicates a problem with the Access database on the PC being used. The problem can arise for
many d.iffkrentreasons. You should

. Logout of FEMIS on the PC, and delete the directoxy C:FEMIS\USER\<uae*UETC where <use* is
the usernameof the person having the problem on the PC. You can also delete all the directories
under C:FEMIS\USER if other files have not been stored there.

“Errorselectingobjectsjiom GIS: Unknownerrorandthe GIS &plays: Status UnknownError”
Thiserror occurs when the location is a zone, but it does not occur if the location is a point theme. The
error message is displayed if the user clicks the View button when displaying the details of a task in the
Task Status Board.

. Click OK on the error message and continue. The error message does not cause any problems within
FEMIs.

“Errorwritinguserprefimmcesto Databasg 75d%tMWe accesserror”
Thiserror indicates a file protection problem on the M:\ drive connection. You should

. Save some arbitmry file to your M:\ drive. Telnet into the server, and move to the location pointed to
by the M:\ drive. In general, this should be /home/femis/user. Check that the file you just saved is in
the femismn group and that the protection is at least 775. Ifit is not in the femisrungroup or you
could not save the file at ~ verify that your UNIX account is in the femisrun group. a

● Check if the lhomtiemislused<user name>fiemisusr.ini file has some protections that would not
allow another user in the femisrungroup to overwrite it. If this is the case, there is probably another
PC account incorrectly configured that saved the file in the first place.

“Errorti%term”ningifan eventis inprogress”
Ifthiaerror message is display~ you should check with your System AdminM@o r and verify that the
Oracle database is still running. JfnoG your System Admin&rato r should restart the databse.

“Erroropeningproject 429: ActiveX coirponentcan‘i createobject”
MS Project must be brought up once after being installed or it will not work properly within I?EMIS.
This error occurs when MS Project has not been opened via Window NT. You should open MS Project
through Windows NT, not PEMIS, then close it. MS Project should now fimction correctly.

“OLE Error” when readingthe database
Thiserror occurs when you are only able to run the electronic plan from the default EOC. If you are
logged into the correct defhult EOC, you must have an Access Database “attached” to the Oracle
database. YOUshould

. Check the Cument Info item under the Help menu bar to ensure you are logged into your def%ultEOC.
Ifn@ log in to the correct EOC.

. Run the Change Default Database program to correctly attach to the dei%ultdatabase. This process is
e

only done once when you define the defkult EOC to be comected to the PC.
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‘OL1340” error
This error will display ifthe CAFEMISGLOBALMPT file is not copiedto C:WINPROJ. You should
requestthat your SystemA~ r copy the eorreet GLOBAL.MPT file to C:WEMIS.

“P-OS Error ConaYtion;No output avaikble”
Jnsome circumstances, the message can be encountered.

(

. PARDOS will not run but is not bkwked. Save the case and contact IEM’s FEMIS Help Desk for
assistance.

“Run Tii error ‘401’ can’tshow non-modalformwhen modalformis displayed”
Thiserror occurs when a message is hidden behind the GIS or another FEMIS window.

. Click OK and proceed. The hidden messages should come to the front of the GIS or other FEMIS
window.

“XheD2PC run cannotbe logged”
If thiserror message occurs, the system is unable to log D2PC information to the M:\ drive. You should
check the following:

. Veri@ that the FEMIS.INI file is pointing to the proper place on the server to log D2PC runs. This
file should be on the M:\ drive. Ver@ the FEMIS User top directory NFS item is in the [FEMISPC]
section.

. Verify that the PC is conneeted properly to the server (if there is no M:\ drive) during startup. The M:\
drive should be properly conneetek ifno~ disconnect and reconneet to the correct path. Ver@, even
if the PC or the user on this PC never connects, that they are running the BATCHES. BAT scrip~ see
Section 4.4.1, SettingUp FEMIS User Accounts on NT and ~ in the FEMISInstaUationGuide.

● Verify you have the proper privileges on the UNIX server to log the D2PC case.

“Unableto Cbnnectto the OracleDatabase”
If FEMIS is unable to eonneet to the Oracle &tabase on a single PC, but other PCs connecting to the
same server are working correetly, the problem maybe with the PC or the network connection to the
single PC. Try one or all of the following:

s Log out of Windows NT and log back ‘in. Inmost cases, FEMIS will now run correctly.
● Shutdown the PC, and ver@ that the network cable is connected. If you have the equipmen~ check

that the netwo~ cable is “live.” Reboot and try again.

s Run the FEMISCHK program on both a PC that works and the PC not working to see if there are any
diHerenees. If there are differences, you can copy the changed file(s) *m the PC that works to the
one that does not work. The FEMISCHK program is located on C:L

● Reinstall the FEMIS configuration files (e.g., ODBC.INI, TNSNAMES.ORA). Run the Setup
pro- and select the Only Configuration Files option. Reboot and try again.

● As a last resoz mmpletely reinstall FEMIS. Run the Setup pro- and select the Full Installation
option. Reboot and try again,
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IfaU PCs start getting the Oracle error at the same time, it is either a problem with the UNIX server, the *

Oracle database, the Oracle listener, or the network. You should

. TW running C:FEMIS\TOOLSWMONPC.EXE, and select Cheek Sewer Programsto seeifthis PC
ean connect to any other databases. If they cannot ecmneet at this po~ contact the IEM’s FEMIS
Help Desk for assistance.

‘Unable to establishnoti@xrtibnlink wilk -arvar namoin 10 seconah”

If you reeeives this message, it could be beeause the server or network is experiencing problems. You
should ver@ the following:

●

●

●

●

●

The UNIX server may be down. Cheek the server and restart it ifneeessary.
From the server, run the command pa -ef Igrep femis-event. This should return a list of all the
femis-event daemon processes currently running on your server. There should be one notification
process running for each EOC &tabase on your server. If there are not or you would like to simply
restart thenL you an restart notification from the femis UNIX aeeount by issuing the stopnotify
followed by the atmtnotii commands.

The Notification server name or port number may not be valid. Cheek the EOC table in your FEMIS
database and make sure the Notification server name and port number are correct.
‘he network is down or unusually busy. Run the FWATCH program to ver@ network and server
status. Tell FEMIS to keep trying to connect with the Notification server, or close FEMIS and try

*.
If the problem persists, your System A~

9
r may need to increase the MaxSoeketWait value in

your notification eon@uration file.

“Wkere is ..~G~*~N~lFACI~~EO\FACIU~.DBF or FACILZTIWZ.P?”
This message may display when you are installing the GIS. Having existing GIS ViewMarks ean cause
the message to display.

● Click on Caned All.

“Your dock maybe configuredinwrrectiy”
If you receive this message when clicking the Now button in Event Declare, Work Plaq or Status Boards,
then the clock is probably not configured correctly. You should

. Go to the Windows NT Control Panel, and ver@ that your PC clock is setup mrrectly. See
Seetion 4.1.1, InstaMng Windows NT v4.0, in the l?EMLSInstaUafionGuide.

17.2 Troubleshooting

This section contains information neeessary to help troubleshoot common problems. In any situation
below, that cannot be resolved as indieat~ it is recommended that you contact the FEMIS Help Desk for
assistance.
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El AutoD2PCResult Graph doesnot D~play

Ifthe D2PC Result Graph window does not display properly and where the bar graph should display the
window behind AutoD2PC shows instei@ there is a problem with the Graphics Sewer program
distributed with FEMIS.

● Delete the files GSW32EXE and GSWDLL32.DU from the %WiNDlR%WYSTEM32\ directory on
the PC. ,

. Reeopy thesefiles fkom/home/femis/pc@stem directo~ on the server to the
%WIND1R%WYSTEM32 directoryonthe ~ected PC.

● Shutdown and restmt the PC.

0 Database Performance Issues

If your site is experiencing performance problew one cause maybe the number of exercises. It is
recommended that your System Admh&mto r examine the number of exercises eumently in the databe.
Excessive exercises in the databaw ean aflkct pefiormance for all modes. It is recommended that the total
number of exercises be kept to a minimum and that the exercises be deleted when they become obsolete.
Refbr to the FEMIS Help on deletion of exercises.

Cl Email Notification does not Display
If you are not receiving E-mail notifications within FEMIS, you should

. Check to see if you can access mail directly fkom the E-mail application. If direct access did not
worlGyour account may not be valid and should be added to the E-mail application. Cheek with your
System Admin&@o r for account information.

0 Facilities in the DatabaseAppearDifferentBetweenEOCS

If you are experiencing a problem where (depending on which EOC you are logged in to) you get
different lists of the iiteilities in the database (even though the GIS looks the same for all of them), the
problem is the file protections on the facitity.evt file have been set to Read-only. This causesthe facility
theme not to be regenerated in the GIS when you change mode. You should request that your System
Administrator change the appropriate file permissions.

•l GIS Troubleshooting

The MAP button on the PEMIS menu bar is grayed out. This implies 1) ArcView GIS has not been
install~ 2) ArcView GIS or other COTS were installed after the FEMIS indlatiorq or 3) the path
provided in the FEMIS.INI file to accessthe ArcView GIS executableis incorrect.

. Reinstall ArcView GIS (see Seetion 4.1.4, Installing ArcView GIS v3.O and v3.01 Pate& in the
FE~InstalMan Guide).

. RunCWEMISWXINI.EXE to fix the paths to these programs.
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ArcVlew GIS runs, but it keeps asking where files are and putting up a direetory window. This implies
that the data provided in the FEMIS install was not properly copied to the GIS direetory.

● Makesureall of the FEMIS GIS files and directories are wpied down to eaeh PC, by running the
FEMIS Installprograms. Contact IEMs FEMIS Help Desk for assistance.

kcView GIS gives other emors when starting.

● If the GIS EXE entry in the [FEMIS COTS] sectionof the FEMIS.INI file contains
,..WMARCVIEW.EXE or ...WN16W?CVIEVV.EXE.go to the specified direeto~ and rename
ARCVIEVV.EXEin that directory path to ARCVIEVV2.EXE.Then rerun C:WEMISWXINLEXE. You

may alsohaveto reruntheFEMIS SETUPGIS.EXE program to have the FEMISGISAPR file created

correctly.

Ifthe following message ‘t.. can ‘t close the GD whikk in &bug nw&.. ” displays, it indicates that an
error bas oemrred in a previous step.

. Close the GIS program using the Windows NT Task Manager. If this process does not worlq logoff
from Windows NT.

•l HeIpLinksAppear Disabled

If you are in Help and your hypertext links are not greeq the problem could be with how your colors are
set up and displayed on your PC. The links will still work.

. If you have this problem check with your System A “ “hmstmtor to change the display setup.

•l Login Troubleshooting

Ifthe FEMIS Login window does not work for any reaso~ review Section 4.3, Installing FEMIS Client
Software, in the FEML!JLwtaUztionGuidkto veri~ thatallof the hstalhion steps have been
completed. The following is a list of the most common items to verifi.

Verify the EOC table in the &tabase has been updated to include the name of your server. To update,
see Seetion 2.3.6, Configuring the FEMIS Files, in the Z?EMLSIizstaMionGuide.
Veri~ the FEMIS &tabase Listener is active. If@ start the Listener.

Veri~that the TNSNAMES iile hasbeen moved to the C:\ORANTWEIVVORKIADMIN direetory. If

noq movethe carat TNSNAMES to the C:\ORANIWEIVVORKV+DMIN.

Ver@ that the usereode@ssword is valid. Check with your System A~ rto setup anew

usercodelpassword.

Veri@ that the ODBC data source has the proper connection information.

Verify that the system is pointing to the correct defiudt EOC. Rerun Change Default Database to
identi~ the defindt EOC for your PC.
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Q verifythattheFEMISCommandLine and Working Directory are correct. Right click on the FEMIS
icon on the Windows NT desktop, and select Properties. Selectthe Shortcut tab, and ensurethat the
target is setto C:WMiSWEMiS.EXE and Stafi in is setto CWEMiS.

. FEMIS wilI log errormessagesasthey occur on each PC, soyou will seethe error messagesreceived.
Examples:

Errokevei = O - Bad errcm. aivvayswrittento M:ERROR.LOG

Errokevei = 1 - Status info. writtento METATUS.LOG if M:UERRLEVEL.1 exists.
EmorLevet= 2 - Application errors. writtento M:FEMiSERR.LOG if MAERRLEVEL.2 exists.

❑ Menu Items Grayed Out

Ifa FEMIS menu item is grayed ou~ it can be for many reasons. You should check the-following items:

. Veri& that a mode has been selected on the Navigator. Many FEIWS menu items are unavailable
until a mode has been selected.

. Veri@ that you have the appropriate privileges. Ifn@ contact your System Admin&Mo r to assign
the appropriate privileges.

0 No Data or Outdated Met Information

If there is no data or outdated Met informatio~ the EMIS/FEMIS interface may not be properly installed.

. ReSer to Section 7.0, FEME DataExchangeInterhce (DEI).

El ODBC Troubleshooting

In ODBC Administrator, a newly added EOC data source do not show up in the M, yet when trying to
add one, it said the data source already exists. If you attempt to add a completely different one, it may
=mti-tk btiti~ddn@ tiowuphtie fistitie A “ “bmstmtor window. You can still see
and connect to all of the data sources via the ODBC Test utility and could select and connect to any of the
EOCS just fine through FEMIS or the Change Defauit Database utility. However, you cannot connect to
any of the EOC databases in ArcView GIS. The fix is as follows:

. Click on Stati + Run, type in regedt32, and click OK (this is the Windows NT Registry editor). BE
VERY CAREFUL WHEN EDITING THE REGISTRY!!

● Go to the HKEY_CURRENT._USER window, and click on Software ~ ODBC + ODBC.iNi + ODBC
Data Sources.

. Scroll throughthe list of entriesuntilyou find one beginning with <NO_NAME> or <hJON-. If you
do not find one, exit the NT Registry editor because something else is causing your problem. If you
found one, click on it to highlight it and delete it (select the Deiete option from the Editmenu). H
there are more thau one of these entri~ delete all of them.

. Exit the NT Registxy editor (select the Exit option fkom the Registiy menu).
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● Attempt to change the defiudt colors on the PC. ”

s Contact your System AdminMm@ r fix assistance.

. Try using KeyPrint to print the GIS printout.

•l Tracking Navigator is Gray or Empty

When viewing data from other EOCS, the Tmelcing Navigator window is gray and empty or error
messages appear in the Tracking Navigator cells. Cheek the following items:

. Ve@ the &tabases at the e03eetedEOC are active.

● Ver@ the Oracle Replication fimctionality is working properly.
● Verify that you have the appropriate privileges. Ifn@ eontaet your System A~ r to assign

the appropriate privileges for you.
. Verify that data has been added to the other EOCS.
● Verifi you are not in a “private” exercise that does not exist on the other EOCS.

❑ Tracking Navigator Text does not Display Correctly

o
If the text does not displaycorreetly in the Function boxes on the Tracking Navigator, @ the following:

s Run the following command REGSVR320LEPR032.Du and reboot the PC.
. Run the following commands, ifthe above command did not fix the probl~ and reboot your PC.

CD %WlNDlR%lBYSTEM32
FOR %F IN (*.DU) DO REGSVR32 /S %F

•l Site Defined Status Boards Troubleshooting

There are no names in the Status Board Name field. You should

. Veri@ that Site Defined Status Boards have not been generated.

. Verify you have privileges set for that Status Board.
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